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NASA CI/CT MONTHLY NEWS UPDATE – August 2016 
This monthly newsletter is published to increase NASA personnel awareness of significant current 


issues related to counterintelligence, counterterrorism, and counterintelligence cyber matters.  To 


learn more about CI/CT awareness, or to schedule a CI/CT presentation, please contact the CI 


POC located on the last page. 


Significant Counterterrorism (CT) Issues: 
INSIDE ISIS: QUIETLY PREPARING FOR THE LOSS OF THE ‘CALIPHATE’


Even as it launches waves of terrorist attacks around the globe, the Islamic State 


is quietly preparing its followers for the eventual collapse of the caliphate it 


proclaimed with great fanfare two years ago.   
https://www.washingtonpost.com/world/national-security/inside-isis-quietly-preparing-


for-the-loss-of-the-caliphate/2016/07/12/9a1a8a02-454b-11e6-8856-f26de2537a9d_story.html 


IS TERRORISM GETTING WORSE? IT DEPENDS WHERE YOU LOOK. 


Why, 15 years after President Bush vowed to defeat terrorism, does it 


seem like the world is awash in it? According to a terrorism expert at 


Georgetown University, one of the key explanations boils down to two 


words: Civil War.    
http://www.theatlantic.com/international/archive/2016/07/terrorism-isis-global-america/490352/ 


THE MYTH OF LONE-WOLF TERRORISM 


The tendency to view lone attackers as unconnected to the broader ISIS 


organization prevented observers from fully comprehending the magnitude of 


the network that was behind the complex coordinated attacks in Paris and 


Brussels.  
http://www.defenddemocracy.org/media-hit/gartenstein-ross-daveed-the-myth-of-lone-wolf-terrorism/ 


Significant Counterintelligence Issues: 
CHINA'S OLD-SCHOOL SPIES 


Chinese officials and citizens engage all kinds of activities that can be viewed 


as intelligence work—from stealing intellectual property, to surveilling students 


to organizing overseas Chinese communities to covert influence to recruiting 


sources. http://nationalinterest.org/feature/chinas-old-school-spies-


16899?platform=hootsuite%20&utm_source=360Works%20CloudMail&utm_medium=email&ut


m_campaign=NewsWatch 
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RUSSIAN FOREIGN INTEL HQ HAS MORE THAN DOUBLED IN SIZE SINCE 2007


Recent satellite images reveal that the headquarters of the Russian 


Federation’s external intelligence agency has doubled, and 


possibly tripled, in size in the past nine years. The Russian 


Foreign Intelligence Service, known as SVR, is one of the 


successor agencies of the Soviet-era KGB.  
https://intelnews.org/2016/07/14/01-1939/ 


 


SELLING SECRETS? A JASON BOURNE FAN ARRESTED IN SPY DRAMA  


Gregory Allen Justice had a sick wife, a job at which he felt 


unappreciated and a fascination with cinematic secret operatives such as 


Jason Bourne and James Bond. He had a special love for “The 


Americans,” the FX series about KGB spies in the United States.  As an 


engineer on the night shift at a large defense contractor, Justice had 


access to sensitive technical data about military and commercial satellites, according to federal 


authorities. He was arrested on charges that he sold information to a man he believed was an 


agent of Russian intelligence. 
http://www.latimes.com/local/lanow/la-me-ln-espionage-charges-20160709-snap-story.html 


 


Analyst Notes – Items to Watch: 


 


     The ISIS offensive during the 2016 Ramadan season has shown the worldwide impact that the 


ISIS “message” continues to possess.  ISIS sympathizers and followers have continued to attack 


“soft targets” across the globe.  ISIS continues to attract radical Islamic followers, with the 


acknowledged number of ISIS “allied” groups now at 45.  Conventional espionage conducted 


against the United States continues unabated.  Both the Russian and Chinese intelligence services 


have grown and continue to focus on the U.S. and the West, especially in collecting advanced 


technology.  The NASA CI/CT division continues to monitor these threats and any others that 


have the potential to harm NASA or its equities. 


NASA CI Offices:  
Ames Research Center:


Armstrong Flight Research Center:


Glenn Research Center: 


Goddard Space Flight Center:


Jet Propulsion Laboratory:


Johnson Space Center:


Kennedy Space Center:


Langley Research Center:  


Marshall Space Flight Center:


NASA Headquarters:


Stennis Space Center:


NASA Headquarters Cyber:


NCIJTF Cyber:
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NASA CI/CT MONTHLY NEWS UPDATE – September 2016 
This monthly newsletter is published to increase NASA personnel awareness of significant current 


issues related to counterintelligence, counterterrorism, and counterintelligence cyber matters.  To 


learn more about CI/CT awareness, or to schedule a CI/CT presentation, please contact the CI 


POC located on the last page. 


Significant Counterterrorism (CT) Issues: 
FBI DIRECTOR: THE TERRORISM THREAT IS CRITICAL 


"At some point there is going to be a terrorist diaspora out of Syria like we’ve 


never seen before," explained FBI Director Comey at a conference recently.  


"Not all of the Islamic State killers are going to die on the battlefield."  
http://www.businessinsider.com/fbi-comey-syria-terror-threat-magnitudes-greater-2016-


7?utm_source=360Works%20CloudMail&utm_medium=email&utm_campaign=NewsWatch 


TERROR DEATHS IN WESTERN EUROPE AT HIGHEST LEVEL SINCE 2004  
The start of 2016 saw the highest number of terrorism deaths in Western 


Europe since 2004, BBC research has revealed.  The first seven months of the 


year saw 143 deaths, which is the second worst start to the year since 1980. 
http://www.bbc.co.uk/newsbeat/article/37085042/terror-deaths-in-western-europe-at-
highest-level-since-2004 


NEW CT 'HEAT MAP' SHOWS ISIS BRANCHES SPREADING WORLDWIDE  


The map is part of a classified briefing document received by the White House 


dated "August 2016" and prepared by the National Counterterrorism Center. It 


shows a stunning three-fold increase in the number of places around the globe 


where ISIS is operating.   
http://www.nbcnews.com/storyline/isis-terror/new-counterterrorism-heat-map-shows-isis-branches-spreading-
worldwide-n621866 


Significant Counterintelligence Issues: 
FORMER FBI EMPLOYEE PLEADS GUILTY TO GIVING SENSITIVE INFO TO PRC  


A longtime FBI employee faces up to 10 years in prison after pleading guilty 


to being an agent of the Chinese government.  Kun Shan Chun, who worked 


for the FBI for 19 years, admitted to providing “sensitive” information to 


Chinese associates. 
http://www.csmonitor.com/World/Global-News/2016/0802/Former-FBI-employee-pleads-guilty-to-giving-
sensitive-info-to-China 
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FBI FILES SAY CHINA FIRM PUSHED US EXPERTS FOR NUCLEAR SECRETS 


A state-owned Chinese power company under indictment in the U.S. pressed 


American nuclear consultants for years to hand over secret technologies and 


documents they weren't supposed to disclose — and in some cases it got them, 


several of the consultants have told the FBI.   
http://www.newsmax.com/Newsfront/FBI-China-Firm-US/2016/08/25/id/745088/ 


VIDEO: EXPERT DETAILS CHINA’S SPY NETWORKS IN THE US   


Espionage, in Hollywood terms, involves agents in tuxedos who brandish high 


tech surveillance gear and weaponry.  For the Chinese Communist Party, 


however, espionage is conducted in plainer, but more nefarious ways.  The 


Institute for Critical Infrastructure Technology (ICIT), held an event recently in 


Washington D.C. to explain findings on Chinese espionage detailed in its recent 


report, “China’s Espionage Dynasty: Economic Death by a Thousand Cuts.”  
http://www.theepochtimes.com/n3/2141369-video-expert-details-chinas-spy-networks-in-the-us/ 


Analyst Notes – Items to Watch: 
     The success of Western military operations and shrinking ISIS territory does not mean that ISIS is 


close to defeat.  ISIS planned for this contingency and will continue terrorist attacks across the 


globe.  The ISIS “message” continues to resonate and gain recruits.  ISIS sympathizers and followers 


have continued to attack “soft targets” in multiple countries across the globe.  At last count, ISIS 


“affiliate groups” stand at 46.  Al-Qaeda (AQ) continues their “long game” and has strengthened their 


relationships with a number of very capable terrorist groups.  Recent arrests have shown that 


conventional (non-cyber) espionage continues against the U.S.  Both the Russian and Chinese intelligence 


services continue to grow in size and focus on the U.S. and the West, especially in collecting advanced 


technology.  The NASA CI/CT division continues to monitor these threats and any others that have the 


potential to harm NASA or its equities. 
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Informational Newsletter on Counterintelligence and Counterterrorism Issues Affecting NASA


A publication of the Office of Security and Program Protection, Counterintelligence Division


OSPP Assistant Administrator 
Stresses Importance of  
Counterintelligence and  
Counterterrorism Awareness
by Jack L. Forsythe


The need for counterintelligence and 
counterterrorism awareness could never 
be more necessary than it is today. The 
threats posed by foreign intelligence 
services and terrorist groups are real and 
should not be underestimated. It is highly 
important that all of us take proactive, 
preventative, and responsible actions to 
protect ourselves and our Agency from 
the existing threats posed by foreign 
intelligence services and those that 
threaten acts of terrorism.


This newsletter is just one of several 
initiatives that NASA counterintelligence 
is involved in to promote awareness and 
prevention. You will find articles in each 
newsletter dealing specifically with major 
counterintelligence and counterterrorism 
issues affecting our Agency and 
Government.


I am a strong advocate of our 
counterintelligence program, and the 
program provides a needed and valuable 
service to our Agency. In order to reap the 
full benefits of this program, it requires all 
of us at NASA to be educated and aware 
of the threat and also be able to take the 
necessary preventative steps to protect 


ourselves. We continue to call for your 
involvement and I encourage all of you 
to read this newsletter and to reach out to 
your nearest Counterintelligence Office to 
learn more.


Space Shuttle Spy Case 
Results in Arrests
A former Boeing engineer, Dongfan 
“Greg” Chung, and three family members 
were arrested in February 2008 on 
allegations that they stole military 
and aerospace trade secrets on behalf 
of China. The investigation was led 
by the FBI and supported by NASA 
Counterintelligence (CI).


According to the FBI, Chinese aviation 
officials began sending Chung “tasking” 
letters as early as 1979. Over the years, the 
letters directed Chung to collect specific 
technological information, including data 
related to the Space Shuttle and various 
military and civilian aircraft. Between 
1985 and 2003, Chung made multiple trips 
to China to deliver lectures on technology 
involving the Space Shuttle and other 
programs. During these trips, Chung 
allegedly met with officials and agents of 
the Chinese government, and he is said 
to have supplied Chinese officials with 
information such as details of an advanced 
antenna system for the Space Shuttle. 
Chung did not report his foreign travel to 
Boeing as required. The case is currently 
pending trial in California. 


www.nasa.gov


Counterintelligence Quote
“Foreign collectors don’t wait until 
something is classified—they’re 
targeting it at the R&D phase.”


Tim Bereznay, Former Assistant  
Director, FBI Counterintelligence


Office of Security and Program 
Protection


Assistant Administrator  
Jack L. Forsythe 
202-358-3752 


jack.l.forsythe@nasa.gov


Counterintelligence Division


Director 


Operations 


Administrative Assistant 
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Counterintelligence Awareness
Cyber Threat: Supply-Chain Attacks


United States’ Government agencies have 
warned employees about “supply-chain 
attacks” as one of the latest examples of 
a new cyber-security threat involving 
seemingly innocuous hardware devices. The 
threat involves leaving USB memory sticks 
(thumb drives) in Government offices that 
are preloaded with software that can steal 
information from computer systems. The 
thumb drives are left where any employee or 
contractor can find them. If inserted into an 
Agency computer, the thumb drive can run 
code that tricks Windows into believing it is 
really a CD that is set to auto-run, allowing 
the device to download malware and 
secretly capture certain information and send 
the information to an undisclosed computer 
outside the Agency.


Another method of carrying out these 
types of attacks occurs when hackers target 
unsuspecting Government employees 
attending international and domestic 
conferences by offering them free USB 
devices. In addition to containing legitimate 
information, the drives are also often 
preloaded with Trojans or other malware 
that can infect systems with malicious 
code and/or remove sensitive data such as 
usernames, passwords, and encryption keys 
from user systems. 


In addition to thumb drives, supply-chain 
attacks can also be carried out using 
other forms of hardware, such as flash 
drives or cards, read/write CDs, memory 
cards, external hard drives, Personal 
Digital Assistant (PDA) storage cards, 
digital picture frames, and cameras. 
For example, a U.S. aerospace engineer 
recently visited China and came back 
to discover his laptop was infected 
despite the fact he had not connected 
it to any networks or let it out of his 
sight. The user later found out that his 
computer had been infected when it was 
connected to a digital projector while 


in China. A significant number of the 
supply-chain attacks originate in China, 
which manufactures much of the hardware 
U.S. and other foreign companies use to 
produce these attacks. 


NASA CI PERSPECTIVE: NASA 
employees should remain cognizant of 
developing cyber threats. Motivation behind 
the attacks can be economic (to commit 
commercial espionage) or strategic (to 
support foreign intelligence collections 
against U.S. technologies associated with 
developing NASA programs such as 
Constellation). USB drives found unattended 
in NASA facilities should be reported to 
IT security managers immediately. Thumb 
drives received from vendors should be 
scanned prior to usage to determine what 
is on the device. NASA employees should 
ensure their antivirus software is up-to-
date and set to scan for viruses on any new 
device plugged into their system. Due to 
a recent Government-wide increase in the 
number of IT security threats originating 
from removable media, NASA CI Office 
policy prohibits the use of personally owned 
removable media devices in Government-
owned systems, to include prohibiting the 
use of Government-owned removable media 
devices on personal machines or machines 
that do not belong to NASA.


Counterintelligence  
“Indicators”
Counterintelligence indicators are signs 
that an individual may already be involved 
in espionage or other improper use of 
classified or sensitive information. The 
record of past espionage cases shows 
that coworkers and supervisors often 
overlooked or failed to report CI indicators 
which, had they been reported, would 
have permitted earlier detection of the spy. 
Some of the following indicators are clear 
evidence of improper behavior. Others 
may well have an innocent explanation 
but are sufficiently noteworthy that your 


security office should be informed. If you 
become aware that any of the following 
indicators apply to any of your coworkers, 
you are expected to report the information 
directly to your security office or NASA 
Counterintelligence Office.
The NASA Counterintelligence Office will 
evaluate the information in the context 
of all other information known about the 
individual. If your reporting helps stop 
the commission of an act of espionage 
against the United States, or terminates 
an attempt to commit an act of espionage 
against the U.S., you may be eligible for 
a reward of up to $500,000. The reward is 
authorized by an amendment to Title 18, 
U.S.C., Section 3071, which authorizes 
the Attorney General to make payment 
for information on espionage activity in 
any country that leads to the arrest and 
conviction of any person(s), or leads to the 
prevention of an act of espionage against 
the United States. 


Reportable Indicators
Potential Indicators of Motivation
• Disgruntlement with one’s employer or 


the U.S. Government strong enough to 
make the individual desire revenge. 


• Any statement that suggests potential 
conflicting loyalties that may affect 
handling of classified or other protected 
information. 


• Active attempt to encourage civilian, 
military, or contract personnel to violate 
laws, disobey lawful orders or regulations, 
or disrupt Government activities. 


• Knowing membership in, or attempt 
to conceal membership in, any group 
which 1) advocates the use of force or 
violence to cause political change within 
the U.S., 2) has been identified as a 
front group for foreign interests, or 3) 
advocates loyalty to a foreign interest. 


• Repeated statements or actions indicating 
an abnormal fascination with and strong 
desire to engage in “spy” work. 
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Potential Indicators of Information  
Collection


• Asking others to obtain or facilitate 
access to classified or sensitive 
information to which one does not have 
authorized access.


• Offering extra income from an outside 
activity to a person with a sensitive job, in 
an apparent attempt to entice that person 
into some unspecified illegal activity. 


• Having undue curiosity or requests for 
information about matters not within 
the scope of the individual’s job or 
need-to-know. 


• Conducting unauthorized removal 
or attempts to remove classified, 
export-controlled, proprietary, or other 
protected material from the work area. 


• Retention of classified, export-
controlled, proprietary, or other sensitive 
information obtained at a previous 
employment without the authorization or 
the knowledge of that employer.


• Extensive use of copy, facsimile, or 
computer equipment to reproduce 
or transmit classified, sensitive, or 
proprietary material which may exceed 
job requirements


• Taking classified or sensitive but 
unclassified materials home or on trips, 
purportedly for work reasons, without 
proper authorization. 


• Working odd hours when others are not 
in the office without a logical reason, or 
visiting work areas after normal hours 
for no logical reason. 


• Bringing cameras or recording devices, 
without approval, into areas storing 
classified or other protected material. 


Potential Indicators of Information  
Transmittal
• Storing classified or sensitive material at 


home or any other unauthorized place. 
• Taking short trips to foreign countries 


or within the U.S. to cities with foreign 
diplomatic facilities for unusual 


or unexplained reasons or that are 
inconsistent with one’s apparent interests 
and financial means. 


• Excessive and/or unexplained use of 
e-mail or fax. 


• Failure to comply with regulations for 
reporting foreign contacts or foreign 
travel or any attempt to conceal foreign 
travel or to conceal close and continuing 
contact with a foreigner, particularly a 
foreign official. 


• Foreign travel not reflected in the 
individual’s passport to countries where 
entries would normally be stamped. 


• Maintaining ongoing personal contact, 
without prior approval, with diplomatic 
or other representatives from countries 
with which he/she has ethnic, religious, 
cultural, or other emotional ties or 
obligations, or with employees of 
competing companies in those countries. 


Potential Indicators of Illegal Income
• Unexplained affluence or lifestyle 


inconsistent with known income. 
Includes sudden purchase of high-value 
items or unusually frequent personal 
travel which appears to be beyond 
known income. Sudden repayment of 
large debts or loans, indicating sudden 
reversal of financial difficulties. 


• Joking or bragging about working for a 
foreign intelligence service, or having a 
mysterious source of income. 


Other Potential Indicators
• Behavior indicating concern that one is 


being investigated or watched, such as 
actions to detect physical surveillance, 
searching for listening devices or cameras, 
and leaving “traps” to detect search of the 
individual’s work area or home. 


• Any part-time employment or other 
outside activity that may create a 
conflict of interest with one’s obligation 
to protect classified or other sensitive 
information, and that has not been 
approved by the security office. 


• Attempt to conceal any activity covered 
by one of these CI indicators. 


NASA CI PERSPECTIVE: NASA 
Center Counterintelligence offices will 
provide CI awareness training to any 
office, directorate, division, or branch 
upon request. It is highly encouraged that 
managers and supervisors schedule annual 
CI awareness training for their personnel. 
Contact your local CI Office for more 
information.


NASA Center CI Offices
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NASA CI/CT MONTHLY NEWS UPDATE – August 2015 


This monthly newsletter is published to increase NASA personnel awareness of significant current 


issues related to counterintelligence, counterterrorism, and counterintelligence cyber matters.  To 


learn more about CI/CT awareness, or to schedule a CI/CT presentation, please contact the CI 


POC located on the last page. 


Significant Counterterrorism (CT) Issues: 
ATTORNEY GENERAL SAYS ISIS IS MORE OF A THREAT THAN AL QAEDA  


The Attorney General (AG) says the threat from ISIS is so great because the 


terror group's technologically advanced tactics are “still new to us," and the 


U.S. government is “still trying to determine the scope” of efforts to 


radicalize Americans and others worldwide.  
http://abcnews.go.com/Politics/attorney-general-isis-threat-al-qaeda/story?id=32691727 


CHATTANOOGA ATTACK MISSED BUT U.S. FOILED ‘OVER 60’ ISIS PLOTS  
Three days after four marines and a sailor were killed by a gunman with 


Middle Eastern roots, the chairman of the House homeland security 


committee heralded US successes against “over 60” would-be terrorist 


attacks by “ISIS followers” in the last year. 
http://www.theguardian.com/us-news/2015/jul/19/chattanooga-isis-terror-plots-homeland-security 


Significant Counterintelligence Issues: 
AMERICAN COMPANIES WARNED OF RISE IN ESPIONAGE  


The FBI Assistant Director for Counter Intelligence (CI) said recently at 


a joint news briefing with the National Counterintelligence Security 


Center (NCSC) that their intelligence collection activities and 


investigations indicate “a 53 percent increase, since last year at this time, in the number of 


economic espionage cases that we’re involved in.” 
http://wtop.com/national-security/2015/07/american-companies-warned-rise-espionage/ 


ESPIONAGE AND INDUSTRY IN THE INTERNET ERA  
Spying may be the world’s second-oldest profession, but espionage has been 


quick to embrace the technology of the internet era.  Just as the online economy 


has made it easier to buy and sell goods and services, so the net is making it 


easier to steal and trade information.  
http://www.ft.com/intl/cms/s/2/01714ea4-262e-11e5-bd83-71cb60e8f08c.html#axzz3fxu5jhgJ  
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Significant Cyber Issues: 
THESE 5 FACTS EXPLAIN THE THREAT OF CYBER WARFARE  


America has spent decades and trillions of dollars building up the 


greatest military force the world has ever seen. But the biggest threat 


to national security these days comes from not from aircraft carriers 


or infantry divisions, but a computer with a simple Internet 


connection. That much became clear after the catastrophic hack—


most likely by a foreign power—of sensitive federal employee data stored online.  
http://time.com/3928086/these-5-facts-explain-the-threat-of-cyber-warfare/ 
 


HACKERS EXPOSE SPY SOFTWARE FIRM’S GLOBAL CLIENTS  
A recent breach at an Italian surveillance company has laid bare the details 


of government cyber-attacks worldwide, putting intelligence chiefs in the hot 


seat from Cyprus to South Korea. The massive leak has already led to one 


spymaster's resignation - and pulled back the curtain on espionage in the 


iPhone age.  More than 1 million emails released online in the wake of the 


July breach show that Hacking Team sold its spy software to the FBI and to Russian intelligence.  
http://www.cbsnews.com/news/italy-hacking-team-breach-suggest-spy-software-sold-fbi-russia-vatican/ 


Analyst Notes – Items to Watch: 
     The July 16th attack in Chattanooga TN was yet another sign that ISIS has not lost its ability 


to recruit and inspire “Lone Wolf” attackers in the United States.  ISIS influence and power 


continues to expand in Yemen, Africa, Afghanistan and Russia.  The sophisticated use of social 


media by ISIS remains effective despite mounting efforts by the West to counter it.  Al Qaeda 


(AQ) continues to have increasing success in Syria and in Yemen, with AQ groups expanding 


their influence despite military pressure.  Cyber espionage continues to dominate the news, 


especially in light of massive data losses suffered by the U.S. government.  These data breaches 


include even more information losses dealing with U.S. government employees than previously 


thought.  The NASA CI/CT division will continue to monitor these threats and any others that 


emerge in the future that have the potential to harm NASA or its equities. 


NASA CI Offices:  
Ames Research Center:  


Armstrong Flight Research Center:


Glenn Research Center: 


Goddard Space Flight Center:  


Jet Propulsion Laboratory:


Johnson Space Center:  


Kennedy Space Center:  


Langley Research Center:  


Marshall Space Flight Center:  


NASA Headquarters:  


Stennis Space Center:
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All Eyes on 
April–June 2008 


A Counterintelligence Perspective on NASA 
Technology Protection  


This article presents the unclassified details of an 


actual counterintelligence investigation that I conducted while 


employed with another Federal agency. The case is represen-


tative of some of the methods foreign intelligence services use 


in order to exploit Government employees with access to infor-


mation or technology they are seeking. 


This case begins at an auditorium where I presented 


an espionage awareness briefing to an audience of 200 scien-


tists and engineers. The purpose of the briefing was to educate 


the audience on how to recognize possible indicators that a 


foreign intelligence service was trying to exploit them for the 


purpose of illegally collecting information or technologies. The 


group was polite and even posed some interesting questions for 


clarification. But I left the auditorium with the general impres-


sion that they were mostly skeptical and did not necessarily 


accept the fact that foreign intelligence officers were active in 


the United States or that they could ever personally be targeted 


by one. After all, the Cold War was over, and the general 


impression was that all of the United States’ enemies had since 


rejected spying against us. Right? 


One week after my presentation, I received a tele-


phone call from one of the engineers who had attended the 


briefing. He said that something had occurred over the week-


end that seemed unusual, and that even though he thought it 


was probably nothing, one of his colleagues thought he ought 


to talk to me anyway. I went to his office right away. He was 


right to call me, because the events he related were hardly 


“nothing.” 


Over the weekend, the engineer received an unex-


pected telephone call from an unknown gentleman who hap-


pened to be in town and was eager to arrange a meeting. The 


caller explained that he was interested in the engineer’s work, 


and that he had a business proposal for him. The engineer 


agreed to let him come to his home but realized shortly after he 


hung up that he had not given him his address. Surprisingly, the 


foreign businessman arrived at his home within a few minutes. 


He told our engineer that he represented a consulting group in a 


foreign country. He and his colleagues had read the engineer’s 


papers and heard his presentations at various events throughout 


the world, and as a result, they were convinced that his work 


and talents would be a great contribution to their consulting 


firm. He asked the engineer to consider the proposal and said 


that he would contact him again. He left his business card with 


the engineer. 


Using the information provided on the business card, 


we were able to confirm with our partners in the intelligence 


community that the “businessman” was actually a known for-


eign intelligence officer working under the cover of a busi-


nessman. We knew who he really was, but we did not yet know 


his true intentions. Our engineer was skeptical about what we 


had discovered but nevertheless agreed to work with us and 


continue to meet with the “businessman” to help us determine 


what he was really after. During the course of subsequent 


meetings and communications over the next few months, the 


foreign businessman asked our engineer to get copies of 


articles or papers that he said he was not able to get. Over the 


course of time, his requests became more suspicious in nature, 


asking for information and publications that, even though not 


classified, the engineer did not feel comfortable providing. 


Finally, after the foreign businessman believed that he had . . . 


(continued on page 3) 


Counterintelligence Quote of the Month 


“The betrayal of trust carries a heavy taboo.” 
—Aldrich Ames, Soviet spy in the CIA 


Office of Security and Program Protection 


Interim Assistant Administrator 


Jack Forsythe 


Counterintelligence Program Staff 


Director Operations 


A publication of the Office of Security and 


Program Protection 
n Counterintelligence Program 
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All Eyes on NASA page 2 


Counterintelligence News 


Wi-Fi Security 
Some Advice from the FBI 


You’re at the airport waiting for your flight. With time 


to kill, you’re thinking of connecting your laptop to the air-


port’s Wi-Fi to check your office e-mail . . . do some personal 


banking . . . or shop for a gift for your spouse. But first, con-


sider this: odds are there’s a hacker nearby, with his own 


laptop, attempting to “eavesdrop” on your computer to obtain 


personal data that will provide access to your money or even to 


your company’s sensitive information. 


Here’s something else to consider: there are 68,000 


Wi-Fi “hot spots” in the U.S. (see the graphic below for the 


top Wi-Fi countries)—at airports, coffee shops, hotels, book-


stores, schools, and other locations where hundreds or thou-


sands of people pass through every day. While many of these 


hot spots have secure networks, some do not, according to 


Supervisory Special Agent of our Cyber 


Division. And connecting to an unsecure network can leave 


you vulnerable to attacks from hackers. 


How do hackers grab your personal data out of 


thin air? Agent Peterson said one of the most common types 


of attack is this: a bogus but legitimate-looking Wi-Fi network 


with a strong signal is strategically set up in a known hot spot 


. . . and the hacker waits for nearby laptops to connect to it. At 


that point, your computer—including all your sensitive infor-


mation, such as user ID, passwords, and credit card numbers— 


basically belongs to the hacker. The intruder can mine your 


computer for valuable data, direct you to phony Web pages that 


look like ones you frequent, and record your every keystroke. 


“Another thing to remember,” said Agent “is 


that the connection between your laptop and the attacker’s 


laptop runs both ways: while he's taking info from you, you 


may be unknowingly downloading viruses, worms, and other 


malware from him.” 


Businesses that offer free or ad hoc Wi-Fi often don’t 


know their networks have been breached. Individual victims 


usually don’t realize they’ve been targeted until it’s too late. 


That’s why, according to Agent Peterson, there aren’t reliable 


stats on the number of these breaches, although the FBI does 


periodically receive reports on them. It’s also very tough to trace 


a hack that orig  an open, unsecure network. 


Agent explained that the criminal aspect comes 


into play once data taken by the hacker is used to commit a 


crime. If the hacker, armed with your personal or corporate infor-


mation or access codes, tries to break into a secured network— 


whether it’s a case of property or any other type of crime—then 


law enforcement gets involved. 


What can you do to protect yourself? Agent 


Peterson’s best advice is, don’t connect to an unknown Wi-Fi 


network. But if you have to, there are some precautions you can 


take to decrease the threat: 


� Make sure your laptop security is up to date, with cur-


rent versions of your operating system, Web browser, 


firewalls, and antivirus and anti-spyware software. 


� Don’t conduct financial transactions or use applications 


like e-mail and instant messaging. 


� Change the default setting on your laptop so you have to 


manually select the Wi-Fi network to which you are 


connecting. 


� Turn off your laptop’s Wi-Fi capabilities when you're 


not using them. 


For more basic information on computer security, see our How 


To Protect Your Computer. 


NASA OSPP PC/Laptop Security Tips 


Cuba To Step Up Spying on U.S. 


MIAMI (AFP)—Cuba’s vast international spy network, consid-


ered among the best in the world, will remain intact under the 


leadership of the new president, Raul Castro, intelligence experts 


say . . . . 


Read More 
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Main article, continued from page 1 


sufficiently cultivated a trusted friendship with our engineer, he 


asked him to obtain a copy of a specific document that was 


export controlled and was not approved for foreign release. The 


engineer was promised several thousand dollars in return. Inter-


estingly enough, it was during this meeting that the engineer 


finally believed what I already knew to be true: A foreign 


intelligence officer had indeed tried to exploit him, but in this 


case we were in the background keeping everything secure. 


Based on the information in the requested document, we also 


knew what the intelligence officer was actually seeking and 


what he was willing to pay for it. This also gave the intel-


ligence community a better understanding of what one of our 


potential military adversaries was working on and how far they 


had progressed. The document remained properly secured, and 


the intelligence officer’s efforts did not pay off. 


To fully appreciate how the events in this case are 


applicable to NASA employees, it is important to review some 


of the facts briefly. The engineer was initially identified and 


targeted by foreign intelligence through his papers and presen-


tations on unclassified, “public domain” sources. The foreign 


intelligence service was able to look at the details of his papers 


and presentations and combine that information with their 


knowledge of where he worked to determine what else he 


might have access to. The fictitious business approach was 


simply a ruse to try to gain some trust and develop a profes-


sional relationship with the engineer. Continuing to ask the 


engineer for other articles and publications, which gradually 


and subtly became more sensitive in nature, was simply a way 


to test the engineer’s willingness to cooperate and to get him 


accustomed to providing the requested information. Once he 


thought everything about the relationship was firmly estab-


lished, the intelligence officer requested an export controlled 


document in exchange for several thousand dollars. 


NASA employees should take several lessons from 


this case study, as there are many obvious similarities upon 


which to draw. Even though the Cold War is over, foreign 


countries have never stopped conducting espionage against the 


United States; such activity occurs today at an ever-increasing 


rate. Dual-purpose technologies are particularly targeted, and, 


by default, so are the engineers that work with them. It is also 


particularly important to understand that even unclassified 


work performed by employees without security clearances is 


potentially valuable to foreign intelligence. It is recognized that 


much of what NASA accomplishes involves significant and 


legitimate foreign collaboration, for which necessary processes 


and procedures are in place to gain the necessary approvals and 


support. However, it should also be recognized that there are 


times when people and events might not actually be what they 


seem to be on the surface. While we should not be paranoid or 


cynical in our business and professional relationships, we 


should nonetheless be able to recognize anomalies for what 


they are and get the appropriate assistance. One thought-


provoking principle sums up how each of us should approach 


this possibility: “Never assume that the other guy would never 


do something we would never do.” Every NASA Center has a 


Counterintelligence Office with experienced special agents 


ready to assist in these matters, no matter how implausible 


something might seem. In the end, all suspicions or concerns 


reported to NASA Counterintelligence will be thoroughly and 


discreetly exam
 Article by SA  LaRC Counterintelligence Office 
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     NASA CI/CT MONTHLY NEWS UPDATE – May 2016 
This monthly newsletter is published to increase NASA personnel 


awareness of significant current issues related to counterintelligence, 


counterterrorism, and counterintelligence cyber matters.  To learn more 


about CI/CT awareness, or to schedule a CI/CT presentation, please 


contact the CI POC located on the last page. 


Significant Counterterrorism (CT) Issues: 
ISIS SUSPECT PLOTTED TO BRING SYRIAN JIHADI’S TO US VIA MEXICO   


Prosecutors said one defendant, Guled Ali Omar, talked about 


establishing a route from the U.S. to Syria through Mexico, then telling 


the Islamic State group about the route so it could be used to send 


fighters into America to carry out attacks.  
https://www.clarionproject.org/news/isis-suspect-plotted-bring-syrian-jihadis-us-
thru-mexico 


IN PHOTOS, ISIS SHOWS HOW BRUSSELS TERROR ORIGINATED IN SYRIA 


Both the Brussels bomber and the Paris plotters posed for carefully


choreographed scenes, showing the atrocities they committed in Syria


and Iraq. The purpose is clear: to show the West that the attackers


really were sent from the heart of the group’s terror machinery.  
http://www.nytimes.com/2016/04/14/world/middleeast/in-online-magazine-
isis-paints-a-portrait-of-brussels-attackers.html?_r=2 


 


 


 


Significant Counterintelligence Issues: 
FORMER INTELLIGENCE CHAIRMAN: MORE FOREIGN SPIES IN US THAN EVER 


There are currently more foreign intelligence operatives in the United 


States than at any point in the country’s history, the former head of the 


House Intelligence Committee claimed recently.  “There are more spies 


in the United States today from foreign nation states that at any time in 


our history — including the Cold War,” said former Rep. Mike Rogers. 
http://thehill.com/policy/national-security/274704-former-intel-chairman-more-foreign-spies-in-us-than-ever-
before 


RASH OF CHINESE SPY CASES SHOWS A SILENT NATIONAL EMERGENCY  


There have been four cases of Chinese espionage against the United States in 


just the last three weeks. These haven’t been the run-of-the-mill cyber spies 


either; these are Cold War-style cases of individuals allegedly caught spying 


on behalf of a communist regime.  
http://www.theepochtimes.com/n3/2038850-china-security-rash-of-chinese-spy-cases-shows-a-silent-national-
emergency/ 
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Significant Cyber Issues: 
FORMER DOE WORKER SENTENCED IN EMAIL ‘SPEAR-PHISHING’ ATTEMPT 


A former Energy Department employee was sentenced to 18 months in 


prison after offering to help a foreign government infiltrate the agency’s 


computer system to steal nuclear secrets and then attempting an email 


“spear-phishing” attack in an FBI sting operation.  
https://www.washingtonpost.com/world/national-security/former-energy-department-


worker-sentenced-in-email-spear-phishing-attempt/2016/04/11/92e32e06-0004-11e6-b823-
707c79ce3504_story.html 


NORTH KOREAN CYBER CAPABILITY AMONG WORLD’S BEST, SAYS U.S. ARMY 


GENERAL    


North Korea’s asymmetric warfare potential is being bolstered by one of 


the world’s best and most organized cyber-attack capabilities, according 


to the Army general nominated to command US forces in South Korea.  
http://www.todayonline.com/world/asia/north-korean-cyber-capability-among-worlds-best-says-us-army-
general 


Analyst Notes – Items to Watch: 
     The latest ISIS attacks in Europe and the subsequent arrests of terrorist supporters across 


Europe show that ISIS still has reach.  Although ISIS has suffered some defeats on the battlefield 


and a loss of territory, ISIS as an organization has proven to be resilient.  ISIS has shifted large 


numbers of fighters and leadership cadre to Libya and is expanding its reach in Afghanistan and 


South East Asia.  Al-Qaeda’s (AQ) military operations in Yemen and Syria (through AQAP and 


Jabhat Al-Nusra) continue to show success, as well as expanded operations in West Africa.  ISIS 


and AQ plotting/recruiting continues, despite travel to Syria becoming extremely difficult.  


Chinese espionage is dominating the news, with a particular emphasis on traditional espionage 


agents.  North Korean cyber capabilities have now surpassed Iran and pose a significant threat 


towards the United States and South Korea.  The NASA CI/CT division continues to monitor 


these threats and any others that have the potential to harm NASA or its equities. 
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NASA CI/CT MONTHLY NEWS UPDATE – April 2015 
 


This monthly newsletter is published to increase NASA personnel awareness of significant current 


issues related to counterintelligence, counterterrorism, and counterintelligence cyber matters.  To 


learn more about CI/CT awareness, or to schedule a CI/CT presentation, please contact the CI 


POC located on the last page. 


 


Significant Counterterrorism (CT) Issues: 
ISIS SIGNALS TUNISIAN PRESENCE WITH BARDO MUSEUM ATTACK 
A militant Islamist attack in Tunis on 18 March 2015 that killed at least 20 


foreigners represents a major inflection point in a country where terrorist 


attacks are rare.  
http://www.criticalthreats.org/west-africa/ferris-bardo-museum-attack-march-20-2015 


 


TERROR TRIUMVERATE: ISIS, Al QAEDA, BOKO HARAM TRAINING TOGETHER 


IN MAURITANIA 


The world’s three most infamous terrorist organizations are working 


together at Al-Qaeda-run training camps in the Sahara Desert in Mauritania, 


where dozens of recruits from the U.S., Canada and Europe are being 


indoctrinated into violent jihad and training for attacks that could expand 


the so-called caliphate across West Africa.  
http://www.foxnews.com/world/2015/03/24/terror-triumvirate-isis-al-qaeda-boko-haram-training-together-in-
mauritania/ 


 


Significant Counterintelligence Issues: 
US BUSTS RUSSIAN SPY RING, CHARGES THREE WITH ESPIONAGE 
Authorities in the United States have charged three Russian citizens, two of 


them diplomats, with operating a New York-based spy ring on orders from 


Moscow. The FBI eventually uncovered that the two were in fact 


employees of the SVR, Russia’s Foreign Intelligence Service. 
http://intelnews.org/2015/01/27/11611/ 


 


THE INSIDE STORY OF IRAN’S STEALTH JET THIEF 
Before Mozaffar Khazaee’s arrest, he had access to high-tech military 


hardware through his jobs with leading defense contractors. The work he did in 


the engineering field showed a technical acumen missing from his foray into 


espionage.  
http://www.thedailybeast.com/articles/2015/03/03/the-inside-story-of-iran-s-stealth-jet-thief.html 
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Significant Cyber Issues: 
RUSSIA TOPS LIST OF NATION-STATE CYBER THREATS AGAINST U.S. 


The U.S. has elevated its appraisal of the cyber threat from Russia, the U.S. 


intelligence chief said recently, as he delivered the annual assessment by 


intelligence agencies of the top dangers facing the country.  
http://www.cbsnews.com/news/russia-tops-list-of-nation-state-cyber-threats-against-u-s/ 
 


CIA CHIEF: TERRORISM MORPHING INTO DIFFERENT THREATS 


Terrorism is morphing into different types of threats, including cyber-


attacks that can impact nations across the globe, the director of central 


intelligence said in New York last week.  John Brennan told the Council 


on Foreign Relations (CFR) that terror attacks in Europe, the Middle East, 


Africa and Central Asia show the terror threat is changing. 
http://www.defense.gov/news/newsarticle.aspx?id=128373 


 


Analyst Notes – Items to Watch: 
     The reports of the imminent demise of ISIS are greatly exaggerated. ISIS continues its 


significant expansion in Syria and in some areas of Iraq.  ISIS “affiliates” in the Middle East and 


Africa are slowly growing in numbers and influence, as shown by recent attacks in Yemen and 


Tunisia.  The latest ISIS threat towards targeting U.S. service personnel in the United States 


shows how media savvy ISIS has become.  Widespread espionage continues, with many nations 


attempting to bolster their economies and militaries by stealing U.S. technology in multiple 


ways, from cyber-attacks, to using agents posing as students or employees.  With cyber-attacks 


becoming common, more threat information is becoming available; including admission from the 


Chinese that they have created special “Blue Army” units to conduct cyber attack’s and 


espionage.  Recent attacks on banking industry mainframes and utility companies computer 


control systems shows that the threat posed by cyber-attacks is growing exponentially.  The 


NASA CI/CT division will continue to monitor these threats and any others that emerge in the 


future that have the potential to harm NASA or its equities. 


 


NASA CI Offices:  
Ames Research Center:  


Armstrong Flight Research Center  


Glenn Research Center:


Goddard Space Flight Center


Jet Propulsion Laboratory:


Johnson Space Center:  


Kennedy Space Center:


Langley Research Center:  


Marshall Space Flight Center:  


NASA Headquarters:


Stennis Space Center:
 


(b) (6), (b) (7)(C)


(b) (6), (b) (7)(C)


(b) (6), (b) (7)(C)


(b) (6), (b) (7)(C)


(b) (6), (b) (7)(C)


(b) (6), (b) (7)(C)


(b) (6), (b) (7)(C)


(b) (6), (b) (7)(C)


(b) (6), (b) (7)(C)


(b) (6), (b) (7)(C)


(b) (6), (b) (7)(C)



http://www.cbsnews.com/news/russia-tops-list-of-nation-state-cyber-threats-against-u-s/

http://www.defense.gov/news/newsarticle.aspx?id=128373










surveillance


National Aeronautics and  
Space Administration


Message from 
Joseph S. Mahaley, 
NASA Assistant 
Administrator for 
Protective Services


Maximizing our Agency’s counterintelligence/
counterterrorism (CI/CT) effectiveness is 
even more important today than it was when 
I wrote my first message for last year’s NASA 
CI Newsletter. Over the past few months, we 
have seen an increasing number of media 
reports concerning the wide variety of cyber 
and espionage threats arrayed against the U.S. 
Government and its contractors by foreign 
governments as well as nonstate actors. NASA 
and its contractors are not immune to these 
threats. To the contrary, because of the research 
and projects that our Agency conducts, NASA 
is one of the most attractive targets for those 
who are determined to steal America’s tech-
nology not only for financial and ideological 
gain but also to do harm to our country.


It is for this reason that all of us at NASA, 
civil servants and contractors, need to be con-
stantly mindful of these threats to our Agency 
and our Nation and do our utmost to identify 
and counter them. In the past year, I’ve had 
the opportunity to visit every major NASA 
facility and meet hundreds of employees. 


I’ve seen firsthand that NASA’s workforce 
is composed of hard-working, exceptionally 
talented individuals who endeavor to protect 
our technology and our infrastructure. It is 
our mission to ensure that they have the pro-
tections in place to help them to succeed.


As NASA’s senior intelligence, counterintel-
ligence, and security official, I place a strong 
emphasis on the CI/CT Program. In fact, one 
of my first priorities as the incoming Assistant 
Administrator for Protective Services was 
to initiate a 5-year CI/CT expansion plan to 
address the ever-increasing threat from CI/
CT activities. To date, this has resulted in the 
hiring of several CI Special Agents detailed 
to our Centers and a CI Cyber Analyst here 
at NASA Headquarters. Despite the chal-
lenges imposed by budgetary limitations, 
I am committed to pursuing our expansion 
and improvement of this vital program.


In closing, I want to take this opportunity to 
thank you, our frontline CI professionals, for 
your dedication to keeping NASA’s people 
and property safe. I want you to know that 
your continuing diligence and outstanding 
efforts are appreciated by NASA’s senior lead-
ership. Thank you for the exceptional work 
you do for our Agency and for the United 
States of America.


Continued on next page


Who in Cyberspace Is Viewing, Collecting, and Responding to Your Thoughts?


A NASA employee experienced two unusual 
and unexpected response “tweets” to generic 
information posted via Twitter by the 
employee while she was recently on official 
foreign travel. The employee experienced 


this issue in different countries, and both 
instances were unexpected. This employee, 
like so many at NASA, is excited and elec-
trified by NASA and the work the Agency 
does, and she regularly tweets her opinions 
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Counterintelligence Quote
“Foreign attempts to collect U.S. tech-
nological and economic information 
by cyber espionage will continue at a 
high level in 2012 and will represent a 
growing and persistent threat to U.S. 
economic security.”


—Antone Gonsalves, InformationWeek
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and thoughts, as well as events happening at 
NASA, via Twitter and other social media.


The first event occurred after the NASA 
employee posted a picture, via Twitter, of 
the view from her hotel room with no geo-
graphical tags or location finders. Almost 
immediately, she received a response to the 
tweet, from someone in a neighboring hotel, 
commenting on her post and hoping she 
was enjoying her stay. This was alarming 
to the employee because she had not tagged 
the location in the photo and because the 
response tweet was generated from a hotel 
down the block from where she was staying. 
The employee did not respond to the tweet.


The second incident occurred in the same 
fashion: during the employee’s official 
travel, but in a different country. The 
employee was in the country’s airport and 
tweeted an off-the-cuff remark about need-
ing coffee. Within seconds of the tweet, a 
response from inside the airport showed her 
multiple coffee shops located throughout the 
airport terminals. Although this was helpful 
in her search for coffee, the tweet made the 
employee contemplate that all information 
released into cyberspace is information for 
anyone to view, collect, and act upon. The 
remarks tweeted were of little or no con-
sequence; however, the responses to them 
brought home the lesson that you do not 
know who is out there in cyberspace.


NASA Counterintelligence Perspective
NASA is an information-sharing agency that 
collaborates with many nations around the 
world in research, technology, information, 
and missions; however, the NASA commu-
nity needs to keep in mind that each person 
with a NASA badge has been entrusted with 
safeguarding sensitive, proprietary, and (in 
some cases) classified material.


In accordance with NASA Policy Directive 
1660.1B, the employee who received the 
tweets showing knowledge of her location 
reported the incidents because she thought 
that her experience might raise potential 


security concerns for others in the Agency. 
Vigilance is the best single defense in pro-
tecting information, operations, facilities, 
and people.


Please report counterintelligence-related 
incidents or issues to your local NASA 
Counterintelligence office.


Possible Foreign Intelligence  
Surveillance of a NASA 
Employee While on Official 
Overseas Travel, As Well As 
Useful Countermeasures


During recent official overseas travel to a 
country that, historically, has engaged in 
aggressive intelligence collection against the 
United States and NASA, a NASA employee 
experienced two suspicious/unusual events 
indicative of possible host-nation intelli-
gence service targeting.


In the first instance, while looking for an item 
in an outer, zipped pocket of a piece of lug-
gage he had left in his hotel room, the NASA 
employee discovered that his RSA token 
(which he had stored in that outer luggage 
pocket) had been detached from the lanyard 
that he normally used to carry the token. The 
employee found this highly unusual since the 
token was not easy to remove from the lanyard.


The second suspicious event occurred when 
the employee returned to his hotel room ear-
lier that had originally been planned. As he 
approached his room, he saw a housekeeper 
who appeared alarmed at his early return 
and ran up to him with the television remote 
from his room. The employee believed the 
housekeeper was almost in a panic that he 
would return to his room without the remote 
being there.


The employee also mentioned observing 
multiple smoke detectors in hotel rooms he 
had previously stayed in during official travel 
to the same country. Other NASA employees 
have reported similar circumstances.


NASA Counterintelligence Perspective
NASA is a world leader in the research, 
development, testing, evaluation, and field-
ing of leading-edge technologies. Our 
accomplishments awe and inspire the world. 
As such, the Agency is also a target of for-
eign intelligence collection. Countries and 
companies can save substantial amounts of 
money by stealing technology and can use 
that stolen information to challenge us cul-
turally, militarily, and economically. Though 
one may explain away the above events by 
saying that the token was separated from its 
lanyard due to jostling during travel, that the 
housekeeper may have changed the batteries 
in the remote to ensure that the guest had a 
properly working remote, and that the coun-
try visited is just security-conscious when it 
comes to fire prevention, it is also likely that 
these events were related to host-nation intel-
ligence targeting of this NASA employee.


The bottom line is this: When traveling over-
seas, in particular for official business and 
where accommodations are provided by the 
host, assume that your hotel room and work 
spaces contain clandestine audio and video 
surveillance devices.
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       NASA CI/CT MONTHLY NEWS UPDATE – January 2016 
This monthly newsletter is published to increase NASA personnel 


awareness of significant current issues related to counterintelligence, 


counterterrorism, and counterintelligence cyber matters.  To learn more 


about CI/CT awareness, or to schedule a CI/CT presentation, please 


contact the CI POC located on the last page. 


 


Significant Counterterrorism (CT) Issues: 
STUDY: UNPRECEDENTED SUPPORT FOR ISIS IN THE U.S.   


Support for ISIS in America has reached an unprecedented level with 
several thousand U.S.-based sympathizers and more terrorism-related 
arrests in 2015 than any year since 9/11. 
http://www.cnn.com/2015/12/01/politics/isis-in-united-states-research/index.html  


 


THE ISIS TRAIL OF DEATH  


Since October 10th 2015, ISIS and its sympathizers around the 
world have killed at least 525 people in six attacks in six countries 
outside its so-called caliphate.  American CT officials say that of 
the six attacks, three were directed by ISIS from its territory in 
Syria/Iraq and another two were so-called "announcement" attacks 
— local ISIS elements revealing their existence in dramatic fashion.  


http://www.nbcnews.com/storyline/isis-terror/isis-trail-death-n475861 


 


Significant Counterintelligence Issues: 
PUTIN SALUTES RUSSIA’S INTELLIGENCE AGENCIES ON 'SPIES' DAY'   
Vladimir Putin has honored members and veterans of the Russian security 
services on their annual professional holiday – which marks the day that 
the dreaded Cheka secret police was formed in 1917.  He said Russian 
security agencies had exposed 320 foreign spies in 2015 and prevented 
“more than 30 crimes of a terrorist nature”. 
http://www.theguardian.com/world/2015/dec/20/putin-salutes-russias-intelligence-agencies-on-national-spies-
day 


 


ECONOMIC ESPIONAGE: THE GLOBAL WORKFORCE & THE INSIDER THREAT    


Today’s CEOs, be they from large multinational enterprises or smaller shops, 
need to think about the effects economic espionage may have on their 
companies. Their own intellectual property, trade secrets and personnel are all 
of interest to others. In addition, data provided to and received from 


customers, clients and employees may prove to be the most sensitive.  
https://securityintelligence.com/economic-espionage-the-perfect-storm/ 
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Significant Cyber Issues: 
CYBER ESPIONAGE IS REACHING CRISIS LEVELS 


Cyber espionage has reached crisis levels. One study puts the cost 
of cybercrime at $24 billion to $120 billion in the U.S. and up to $1 
trillion globally.  For modern corporations, the cross-border aspects 
of cyber espionage can cause significant challenges.  
http://fortune.com/2015/12/12/cybersecruity-amsc-cyber-espionage/ 


OUR BEST FRENEMY 


When it comes to global cyber threats, you could say there’s the 
whole rest of the world, and then there’s China. The victims of 
Chinese hacking cover every sector of the U.S. economy, from 
banks and tech firms to energy giants and government agencies.  
http://www.politico.com/agenda/story/2015/12/china-us-cyber-attack-
hacks-000332 


Analyst Notes – Items to Watch: 
     The multiple attacks outside of the Middle East (The Russian airliner crash and the 
gun/grenade attacks in Paris/San Bernardino) have shown that ISIS is morphing from a serious 
problem in the Middle East to being a worldwide terrorism threat.  In addition, attacks in Mali, 
Yemen and Libya are showing the resilience of Al Qaeda and its affiliates.  With the success of 
the ISIS attack in California and the multiple threats issued by ISIS, it is obvious that the threat 
to the United States is rising.  The number of ISIS plots in the United States is at an all-time high 
and both the FBI and DHS expect more “lone wolf” type attacks to be forthcoming.  Russia and 
China continue their conventional espionage efforts and cyber-attacks against the United States 
and other Western nations.  This effort at “Nation State Theft” is in spite of public agreements 
and signed treaties.  Economic espionage and insider threats within the United States continue to 
cost this nation billions in profits as well as significant sensitive technology losses.  The NASA 
CI/CT division continues to monitor these threats and any others that have the potential to harm 
NASA or its equities. 
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 NASA CI/CT MONTHLY NEWS UPDATE – March 2016 
This monthly newsletter is published to increase NASA personnel 


awareness of significant current issues related to counterintelligence, 


counterterrorism, and counterintelligence cyber matters.  To learn more 


about CI/CT awareness, or to schedule a CI/CT presentation, please 


contact the CI POC located on the last page. 


Significant Counterterrorism (CT) Issues: 
HOMEGROWN EXTREMISTS TOP TERROR THREAT LIST SAYS DNI 


Homegrown extremists probably will “continue to pose the most significant 


Sunni terrorist threat to the U.S. Homeland in 2016,” Director of National 


Intelligence (DNI) James Clapper said in a summary for Congress.  
http://www.bloomberg.com/news/articles/2016-02-08/homegrown-extremists-top-list-
of-terrorist-threats-clapper-says 


U.S. OFFICIALS BELIEVE ISIS WILL ATTACK AMERICA THIS YEAR 


Lt. Gen. Stewart, Director of the Defense Intelligence Agency (DIA), told 


the Senate Armed Services Committee that ISIS "will probably attempt to 


conduct additional attacks in Europe, and attempt to direct attacks on the 


US homeland in 2016."   
http://www.witn.com/home/headlines/-US-officials-think-ISIS-will-attack-America-this-year--
368712021.html?utm_source=360Works%20CloudMail&utm_medium=email&utm_campaign=NewsWatch 


Significant Counterintelligence Issues: 
EXPERTS CITE ESPIONAGE PATTERNS IN ENGINEER’S ACTS 


An Iranian-American engineer, naturalized in 1985, gets a job with the Navy 


and holds a secret clearance. He also allegedly maintained a sophisticated web 


of identities to shuffle money from foreign bank accounts, hold addresses in at 


least four states and lie about his Iranian passport for at least 30 years. 
http://www.navytimes.com/story/military/2016/02/26/navsea-engineer-security-


clearance-possible-espionage-james-baker-majid-karimi/80992946/ 


DID CHINA’S MILITARY DRONE ESPIONAGE PAY OFF IN THE END? 


China’s industrial espionage appears to have paid off in the drone market. 


The really interesting developments will come when the Chinese begin to 


export drones based on what the United States believes to be proprietary 


American technology.   
http://thediplomat.com/2016/02/did-chinas-military-drone-technology-espionage-pay-
off-in-the-end/?utm_source=360Works%20CloudMail&utm_medium=email&utm_campaign=NewsWatch 
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Significant Cyber Issues: 
TOP US SPY CHIEF: CHINA STILL SUCCESSFUL IN CYBER ESPIONAGE 


The DNI Mr. James Clapper, delivered his 2016 annual threat briefing to the 


Senate Armed Forces Committee, noting that China remains engaged in 


malicious activities in cyberspace against the United States, despite a U.S.-


Chinese bilateral agreement to refrain from conducting or knowingly 


supporting commercial cyber-espionage.  
http://thediplomat.com/2016/02/top-us-spy-chief-china-still-successful-in-cyber-espionage-against-us/ 


 


RUSSIA TO SPEND $250M STRENGTHENING CYBER-OFFENSIVE CAPABILITIES    


Russia plans to significantly strengthen its cyber-offensive capabilities, and 


intends to create a cyber-deterrent that will equate to the role played by nuclear 


weapons. 
http://www.scmagazine.com/russia-to-spend-250m-strengthening-cyber-offensive-
capabilities/article/471196/?utm_source=Sailthru&utm_medium=email&utm_campaign=New%20Campaign&ut
m_term=%2ASituation%20Report 
  


Analyst Notes – Items to Watch: 


 


     The 2016 DNI and DIA worldwide threat assessments dominated the February 2016 news 


cycle.  The DNI and DIA strongly believe that ISIS will attempt some sort of domestic U.S. 


attack in 2016.  The ISIS threat has expanded from the Middle East to a worldwide challenge 


from multiple ISIS affiliated groups.  ISIS has shifted extensive numbers of fighters to Libya and 


now threatens portions of Africa into the Sahel region.  Al-Qaeda has grown in Yemen and Syria 


(through Jabhat Al-Nusra) and is again threatening action against the U.S. Homeland.  ISIS 


terrorism plotting and recruiting in 2016 continues in the U.S. and Europe.  Iran, China and 


Russia continue their conventional espionage efforts and cyber-attacks against the United States 


and the West.  The economic espionage threat against the United States is at an all-time high and 


continues to cost the U.S. billions in lost revenue and intellectual property loss.  The NASA 


CI/CT division continues to monitor these threats and any others that have the potential to harm 


NASA or its equities. 
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NASA CI/CT MONTHLY NEWS UPDATE – January 2017 
This monthly newsletter is published to increase NASA personnel awareness of significant current 


issues related to counterintelligence, counterterrorism, and counterintelligence cyber matters.  To 


learn more about CI/CT awareness, or to schedule a CI/CT presentation, please contact the CI 


POC located on the last page. 
 


Significant Counterterrorism (CT) Issues: 
WHAT IS INSPIRING HOMEGROWN TERROR IN THE U.S.?  IT IS NOT JUST ISIS.  


Many Western jihadists are not necessarily motivated by a specific group but 


rather the rhetoric, ideology and activities of the wider global jihadist 


movement, often referred to as the Salafi-jihadist movement.  
https://www.washingtonpost.com/news/monkey-cage/wp/2016/12/06/what-is-inspiring-
homegrown-terror-in-the-u-s-its-not-just-the-islamic-state/?utm_term=.7ab743375541 


 


THE UNNOTICED TREND THAT WORRIES EUROPE’S CT AGENCIES 


According to the International Center for the Study of Radicalization and 


Political Violence, criminals-turned-terrorist suspects are becoming a more 


common problem. The research center collected extensive data on 79 recent 


European militants with criminal pasts. About 80 percent of those involved 


in recent terrorist plots had criminal convictions.  
https://www.washingtonpost.com/news/worldviews/wp/2016/12/20/the-unnoticed-trend-that-worries-
europes-counterterrorism-agencies/?utm_term=.c428dd69c102 
 


THREAT OF ISIS TO LAST FOR ‘YEARS TO COME,’ JIHADI EXPERTS WARN 


The threat posed by the Islamic State militant group (ISIS) will last for 


“years to come,” despite projected territorial losses in Iraq and Syria, a 


grouping of top experts on jihadism warned in December 2016. 
http://www.newsweek.com/threat-isis-last-years-come-experts-warn-531248 
 


Significant Counterintelligence Issues: 
SCIENTIST PLEADS GUILTY TO STEALING SENSITIVE DOCS FOR CHINA 


A scientist has pleaded guilty to charges he stole sensitive documents from a 


Connecticut military contractor and transported them to China.  The 38-year-


old Chinese citizen and legal permanent U.S. resident worked until 2014 as a 


senior engineer and scientist for United Technologies Research Center. 
http://www.cbsnews.com/news/chinese-scientist-yu-long-guilty-stealing-united-technologies-military-
documents-china/ 
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PENTAGON: CHINA THREATENED TO BANKRUPT DEFENSE CONTRACTOR 


A U.S. defense contractor was threatened with bankruptcy by Chinese 


hackers seeking jet fighter logistics secrets, according to the Pentagon’s 


Joint Staff.   
http://freebeacon.com/national-security/pentagon-china-threatened-bankrupt-
defense-contractor/ 


 


ACCOUNTANTS AND SPIES: THE SECRET HISTORY OF DELOITTE'S ESPIONAGE  


It's a story that goes back a decade, and has never before been told 


publicly. It involves several veteran CIA officers, an undercover 


mission and a huge haul of extremely valuable intelligence. The saga 


shows just how intense the competition between major accounting firms 


is, and just how willing they can be to engage in tactics that don't 


exactly mesh with their buttoned-down corporate image.  
http://www.cnbc.com/2016/12/19/accountants-and-spies-the-secret-history-of-deloittes-espionage-
practice.html 
 


Analyst Notes – Items to Watch: 
     It is becoming painfully aware that the fight in Iraq and Syria against ISIS does not mean that 


the Islamic State will cease to exist if they suffer defeat on the battlefield.  Recent attacks across 


the globe show that despite military reversals, ISIS is capable of devastating terrorist events 


worldwide.  ISIS fighters and sympathizers continue to be arrested in Europe and the United 


States while planning attacks against civilian targets.  As the pressure rises on ISIS, Al-Qaeda 


(AQ) continues to expand its influence and strengthen relationships with terrorist groups such as 


AQIM, AQAP and Jabhat Fateh Al-Sham in Syria.  Russian and Chinese espionage operations in 


the United States continue unabated, with U.S. technology and R&D being top on their targeting 


lists.  The NASA CI/CT division continues to monitor these threats and any others that have the 


potential to harm NASA or its equities. 
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NASA CI/CT MONTHLY NEWS UPDATE – September 2015 
 


This monthly newsletter is published to increase NASA personnel awareness of significant current 


issues related to counterintelligence, counterterrorism, and counterintelligence cyber matters.  To 


learn more about CI/CT awareness, or to schedule a CI/CT presentation, please contact the CI 


POC located on the last page. 


 


Significant Counterterrorism (CT) Issues: 
DESPITE BOMBING, ISLAMIC STATE IS NO WEAKER THAN A YEAR AGO  


After billions of dollars spent and more than 10,000 extremist fighters killed, the 


Islamic State group is fundamentally no weaker than it was when the U.S.-led 


bombing campaign began a year ago, American intelligence agencies have 


concluded. 
http://bigstory.ap.org/article/990c86ba77604586a8a9e1bf5396cec1/despite-bombing-islamic-state-no-weaker-
year-ago 
 


U.S. SAYS BAGHDADI’S TOP DEPUTY KILLED IN AIRSTRIKE 


The White House announced on August 21st 2015 that Fadhil Ahmad al Hayali 


(a.k.a. Hajji Mutazz), the “senior deputy to ISIS leader Abu Bakr al 


Baghdadi,” was “killed in a US military airstrike on August 18 while traveling 


in a vehicle near Mosul, Iraq. 
http://www.longwarjournal.org/archives/2015/08/us-says-baghdadis-top-deputy-killed-in-airstrike.php 
 


Significant Counterintelligence Issues: 
FOREIGN SPIES ON LINKEDIN TRYING TO RECRUIT CIVIL SERVANTS BY 


‘BEFRIENDING’ THEM BEFORE STEALING BRITISH SECRETS  


Enemy spies are attempting to recruit civil servants in a bid to steal Britain’s 


secrets by ‘befriending’ them on LinkedIn.  MI5 have warned that ‘hostile intelligence services’ 


are clandestinely targeting Government employees through the popular online CV website. 
http://www.dailymail.co.uk/news/article-3191733/Foreign-spies-LinkedIn-trying-recruit-civil-servants-
befriending-stealing-British-secrets.html 


 


US WARNS CHINA AGAINST USE OF NON-OFFICIAL COVER OPERATIVES  


The White House has warned the Chinese government to stop deploying on 


American soil intelligence operatives masquerading as tourists, business 


executives or other false covers.  
http://intelnews.org/2015/08/17/01-1757/ 
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Significant Cyber Issues: 
RUSSIAN HACKERS TARGET THE PENTAGON  


Hackers linked to Russia who penetrated the computer networks of the White 


House and the State Department have turned their sights on the Pentagon.  


And this time the hackers are using more sophisticated technologies that make 


them exceptionally hard to detect and that allow them to cover their tracks.  
http://www.thedailybeast.com/articles/2015/07/18/russian-hackers-target-the-pentagon.html 
 


SURVEY: 1/3 OF EMPLOYEES WOULD SELL CORPORATE INFORMATION FOR 


THE RIGHT PRICE  


Of the 500 decision makers in Internet technology and 4,000 employees 


in the United States, Europe and Australia polled, 35 percent of 


respondents would willingly sell sensitive corporate information (or 


customer data stored on protected company servers) for the right price. 
http://www.tripwire.com/state-of-security/security-data-protection/cyber-
security/one-third-of-employees-would-sell-corporate-information-for-the-right-
price-reveals-clearswift-survey/ 


  


Analyst Notes – Items to Watch: 
     Despite thousands of U.S. and allied bombing attacks inflicting damage on ISIS in Syria and 


Iraq, their military strength and recruiting has not been significantly impacted.  ISIS continues to 


surprise the West with its resilience and flexibility, despite suffering leadership losses.  Social 


media use by ISIS remains extremely effective despite efforts by the West to counter it.  Al 


Qaeda (AQ) continues to have success in Syria and in Yemen, but appears to be losing influence 


to ISIS in the region.  Western intelligence agencies have noted increased efforts to use social 


media to vet and recruit personnel to spy.  Cyber espionage against U.S. government entities like 


DOD and the White House continues unabated.  It also appears that the insider threat, once 


thought to be small, is growing in importance and potential damage.  The NASA CI/CT division 


will continue to monitor these threats and any others that emerge in the future that have the 


potential to harm NASA or its equities. 
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NASA CI/CT MONTHLY NEWS UPDATE – October 2016 
This monthly newsletter is published to increase NASA personnel awareness of significant current 


issues related to counterintelligence, counterterrorism, and counterintelligence cyber matters.  To 


learn more about CI/CT awareness, or to schedule a CI/CT presentation, please contact the CI 


POC located on the last page. 
 


Significant Counterterrorism (CT) Issues: 
BRITAIN’S MI6 SPY CHIEF SAYS ISLAMIST TERRORIST THREAT IS PERMANENT 


The Islamist terrorist threat to the West will endure for years to come, because 


simply taking back territory from Islamic State will not solve the deep fractures 


which have fostered militants.  
http://mobile.reuters.com/article/idUSKCN11R28L 


  


EXPERTS WARN OF EXPANSION OF RADICAL ISLAMIC TERRORISM  


Three experts on Islamic terror told the House Armed Services Committee 


recently even 15 years after the Sept. 11, 2001 attacks “our enemies are in for 


the long haul” in the Middle East and around the globe. 
https://news.usni.org/2016/09/21/trio-experts-warn-house-panel-expansion-radical-islamic-
terrorism?utm_source=Sailthru&utm_medium=email&utm_campaign=Mil%20EBB%209.22.16&utm_term=Editor
ial%20-%20Military%20-%20Early%20Bird%20Brief 


FBI DATA SHOWS 7,700 TERRORIST ENCOUNTERS IN ONE YEAR  


Leaked documents with sensitive FBI data reveal that 7,712 terrorist encounters 


occurred within the United States in one year and that many of those encounters 


occurred near the U.S.-Mexico border. The incidents are characterized as 


“Known or Suspected Terrorist Encounters.”  
http://www.breitbart.com/texas/2016/09/26/leaked-fbi-data-reveal-7700-terrorist-encounters-usa-one-year-
border-states-targeted/ 


Significant Counterintelligence Issues: 
PUTIN HAS FINALLY REINCARNATED THE KGB 


Russian President Putin is planning a major overhaul of the country’s 


security services.  The idea is to merge the Foreign Intelligence Service, or 


SVR, with the Federal Security Service, or FSB, which keeps an eye on 


domestic affairs. This new supersized secret service will be given a new 


name: the Ministry of State Security – The term last used by Josef Stalin.  
http://foreignpolicy.com/2016/09/21/putin-has-finally-reincarnated-the-kgb-mgb-fsb-russia/ 
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RUSSIA REASSERTS ITSELF, U.S. INTEL AGENCIES REFOCUS ON THE KREMLIN 


U.S. intelligence agencies are expanding spying operations against Russia 


on a greater scale than at any time since the end of the Cold War, U.S. 


officials said.  The mobilization involves clandestine CIA operatives, 


National Security Agency cyber-espionage capabilities, satellite systems and 


other intelligence assets.  
https://www.washingtonpost.com/world/national-security/as-russia-reasserts-itself-us-intelligence-agencies-
focus-anew-on-the-kremlin/2016/09/14/cc212c62-78f0-11e6-ac8e-cf8e0dd91dc7_story.html 
 


U.S. TARGETS ATTEMPTS TO EVADE NORTH KOREAN SANCTIONS


U.S. officials took action against a Chinese company and four of its employees 


accused of helping to facilitate North Korea's nuclear program.  The U.S. 


Justice Department charged employees of the Dandong Hongxiang Industrial 


Development Co. Ltd., or DHID, with using dozens of fake businesses and 


bank accounts to evade sanctions on North Korean nuclear weapons programs. 
http://www.usatoday.com/story/news/politics/2016/09/26/us-targets-attempts-evade-north-korea-
sanctions/91114966/ 
 


Analyst Notes – Items to Watch: 


 


     As Western military pressure increases and ISIS controlled territory shrinks, it has become 


evident that ISIS is preparing to bring the fight to the West via terrorism.  ISIS planned for this 


contingency and will continue terrorist attacks across the globe via self-radicalized followers and 


ISIS sympathizers.  The ISIS “message” of hate and “armed resistance” continues to resonate 


and gather recruits.  Al-Qaeda (AQ) continues to “lay low” and has strengthened its relationship 


with a number of very capable regional terrorist groups.  The Russian intelligence services have 


been strengthened by both money and personnel and are now seen as a real threat towards the 


U.S. and the West; especially in light of the planned consolidation of Russian security services.  


The NASA CI/CT division continues to monitor these threats and any others that have the 


potential to harm NASA or its equities. 
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Message from  only working ongoing cases, but constantly 
Joseph S.  doing our best to maximize our Agency 


Mahaley,  workforce awareness of today’s increasingly 
challenging CI/CT threats. It also means NASA Assistant doing our best to understand our colleagues’ 


Administrator  work and how it interacts with and impacts 
for Protective our NASA-wide CI/CT program. This is cru-
Services cial if we’re going to maximize our CI/CT 


program’s overall effectiveness.
It’s a great pleasure and an honor for me 
to join NASA’s incredibly talented team, Maximizing our CI/CT effectiveness is 
including our counterintelligence/coun- more important today than it’s ever been. 
terterrorism (CI/CT) professionals. In the Each Center has an Office of Protective Ser-
short time that I’ve been here, I’ve already vices (OPS) CI/CT office, and I encourage 
become well aware of the significant accom- all of you to get to know the agents assigned 
plishments and positive impact the counter- to your Center office. All  CI/CT offices are 
intelligence effort has had on the protection prepared to provide you with current threat 
of NASA’s people, information, facilities, analysis and are also prepared to brief and 
and operations every day. prepare you for overseas travel threats. 


Today, NASA, as well as other Federal  The protection of NASA’s workforce from 
agencies, continues to operate in a very chal- foreign intelligence and terrorist activity is 
lenging environment. The foreign intelligence everyone’s responsibility. The NASA CI/CT 
and security service threats against NASA are program is only a part of the total effort we 
real, multidimensional, and growing. We must all must make to ensure we keep NASA 
address and confront these threats with our protected from the dangerous threats of  
best efforts, every single day. That means not espionage and terrorism. 
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Counterintelligence Quote
“Foreign attempts to collect U.S. tech-
nological and economic information 
by cyber espionage will continue at a 
high level in 2012 and will represent a 
growing and persistent threat to U.S. 
economic security.”


—Antone Gonsalves, InformationWeek


Traveling Light in a Time of Digital Thievery
Adapted from an article published in the New York Times on February 10, 2012, by Nicole Perlroth.  
The full article is available at http://www.nytimes.com/2012/02/11/technology/electronic-security-a-worry-
in-an-age-of-digital-espionage.html?pagewanted=all.


When U.S. Government aerospace employee Bud Stemple travels to certain sensitive for-
eign destinations that are known to aggressively monitor visiting information technology (IT) 
devices, he follows a routine that seems straight from a spy film. He leaves his cell phone and 
laptop at home and instead brings “loaner” devices, which he erases before he leaves the U.S. 
and wipes clean the minute he returns. For instance, when he travels to China, he disables 
Bluetooth and wireless fidelity (WiFi), never lets his phone out of his sight, and, in meetings, 
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works if you can. In some countries, hard to detect. Read more in “Foreign Spies 
networks are controlled by security Stealing U.S. Economic Secrets in Cyber-
nd in all cases they are not secure. space—October 2011 Report to Congress on 


Spy software, which intercepts and transmits Foreign Economic Collection and Industrial 
The practice of distributing malware through information without a user’s knowledge, Espionage, 2009–2011” at http://www.dni.
hotel chains’ Internet connections is a domes- can be implanted in both wired and wireless gov/reports/20111103_report_fecie.pdf.
tic and international problem. A software Internet portals in cafes, hotels, transportation 
engineer staying at a Marriott International depots, and elsewhere. Once installed, mali-
hotel in the U.S. noticed that code was being cious software can be used to further com- NASA Center CI Offices
injected into Web sites via the hotel WiFi promise computer systems and networks. 
connections for the purpose of pushing third- Use up-to-date protections for antivirus, spy-
party advertisements to users. Marriott Inter-


Ames Research Center 


ware, security patches, and firewalls. Sanitize 
national released an official statement that your laptops prior to travel and ensure no 
this was done “unbeknownst to the hotel.” In sensitive contact, research, or personal data 
this situation, the advertisements were harm- is on them. Backup all information you take Dryden Flight Research Center 


less; however, this cannot be reassuring to and leave that at home. If feasible, use a new 
guests of the Marriott International—that the e-mail account while traveling. 
hotel chain did not know what was going on 
in their own network. Clear your browser after each use by doing 


Glenn Research Center 


the following: delete history files, caches, 
You don’t have to leave the country or stay cookies, and temporary Internet files. In most 
in a hotel to have your computer hacked by a countries, you have no expectation of privacy Goddard Space Flight Center
foreign entity. Firms that have been compro-


 


in Internet cafes, hotels, airplanes, offices, 
mised in this type of attack are believed to or public spaces. If information might be 
include Research in Motion Ltd. and Boston valuable to another government, company, 
Scientific Corporation, as well as some of or group, you should assume that it will be 


Jet Propulsion Laboratory 


the largest corporations and niche innovators intercepted and retained. Change all your 
in sectors such as aerospace, semiconduc- passwords, including your voicemail’s, and 
tors, pharmaceuticals, and biotechnology.  check your devices for malware when you Johnson Space Center 
By hacking into these companies hackers return before communicating with home net-
may have had access to millions of confiden- works and especially before connecting to 
tial e-mails, even encrypted ones, and com- NASA networks.
pany information. Kennedy Space Center 


NASA Counterintelligence Perspective
2011 Congressional Report  


The best advice for NASA foreign travelers Langley Research Center
on Cyberspace Espionage


 


is to not perform any updates over a public, 
untrusted network. In fact, if you are travel- Foreign economic collection and industrial 
ing with any sensitive data or with a com- espionage against the U.S. represent sig-
puter that later will be connected to a net- nificant and growing threats to the Nation’s Marshall Space Flight Center 


work with sensitive data, it makes sense to prosperity and security. Cyberspace—where 
do as little as possible online. The idea is to most business activity and development of 
take nothing along that you cannot afford to new ideas now take place—amplifies these Stennis Space Center 


lose—including data. threats by making it possible for malicious 
actors, whether they are corrupted insid-


NASA civil servants and contractors are ers or foreign intelligence services (FIS),  
encouraged to not initiate updates that pop up to quickly steal and transfer massive quanti- CI homepage website 


while using a hotel’s WiFi connection. Avoid ties of data while remaining anonymous and 
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the iBAHN broadband and entertainment WiFi net
service offered to guests of hotel chains such wireless 
as Marriott International, Inc. services a
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“The Chinese are very good at covering IT equipment should not be left unattended Foreign Travel Alert:  
their tracks,” said  a former FBI or visible in the vehicle. These tips are for Beware of Malware Installed 
agent who specialized in counterintelligence  the safety and security of your equipment via Hotel Networks
and computer intrusion. “In most cases, and will help guard against theft and from 
companies don’t realize they’ve been burned having malicious software downloaded  The Federal Bureau of Investigation (FBI), 
until years later when a foreign competi- onto your devices, which could extract  through the Internet Crime Complaint 
tor puts out their very same product—only information or install a virus, infecting the Center (ISC3), has issued a warning that 
they’re making it 30 percent cheaper.” NASA network. “malicious actors are targeting travelers 


abroad through pop-up windows while 
“We’ve already lost our manufacturing NPD 2540.1G establishing an Internet connection in their  
base,” he said. “Now we’re losing our R&D hotel rooms.” 
[research and development] base. If we lose (1) Domestic Travel—When IT and/
that, what do we fall back on?” or computer equipment is taken out of According to FBI findings, there has been 


the workplace (i.e., telework, offsite an increase in instances of travelers’ note-
NASA Counterintelligence  business meetings, and conferences), books being infected with malicious software 
Perspective it is the responsibility of the employee when connected to hotel Internet networks. 


to ensure that the equipment remains It is thought that the method of infecting the 
NASA employees have legal obligations to in their custody, is handled and main- notebooks occurs while users attempt to set 
protect U.S. sensitive information and tech- tained properly, and is returned in good up Internet connections in their rooms. Some 
nologies from  being compromised. NASA condition. In the event that the equip- users have been presented with a pop-up 
employees are not immune to foreign intel- ment is lost, stolen, or damaged, the window that notifies users of an update from 
ligence cyberthreats while on travel. The tar- employee shall notify the NASA Enter- a widely used software product/company. 
geting of NASA IT devices is low-cost and prise Help Desk or NASA Security When the users accept the update, malicious 
low-threat to perpetrators, and it’s proven to Operations Center as soon as possible software is installed on their notebooks.
yield high payoffs. Perpetrators are known after the occurrence of an incident.
to target both personal and professional The FBI’s Internet Crime Complaint Center 
IT devices that are in a NASA employee’s (2) International Travel—The employee has issued the following good advice  
possession for personally identifiable infor- shall use only equipment officially for travelers:
mation, NASA intellectual property and approved for use outside of the U.S. for 
trade secrets, and any information related international business meetings, con- • Carry out all software updates before 
to developing/game-changing NASA tech- ferences, symposia, etc. The employee traveling.
nologies to advance their own economies or must ensure that the hardware remains • Check the author or digital certificate 
aerospace industries and endanger U.S. tech- in his or her possession while outside of any prompted update to see if it 
nological advantages at a global level. the U.S. Any loss, damage, or tamper- corresponds to the software vendor.


ing shall be reported immediately/at 
NASA civil servants and contractors who the earliest opportunity to the Center • Download software updates directly 
require the use of NASA-owned com- CIO. Under no circumstances should from the vendor’s Web site.
puter equipment while on foreign travel Agency laptops or personal computers 
are required to adhere to the guidelines in be used for official business on interna- In addition to these helpful tips, it is recom-
NPD 2540.1G. The NASA Policy Direc- tional trips unless written authorization mended that all important information—
tive (NPD) states it is the responsibility is first obtained from the Center CIO. including, but not limited to—e-mails, 
of the NASA civil servant or contractor to documents, instant messages (IMs), and Web 
keep possession of NASA equipment at all NASA counterintelligence strongly logins should be sent over a secure Hypertext 
times while on travel. When traveling by recommends that NASA civil servants Transfer Protocol (HTTP) or a virtual private 
plane, it directs that all NASA IT equip- and contractors traveling abroad coor- network (VPN). This FBI advisory follows a 
ment must remain with you as a carry on— dinate with their NASA IT Loaner report from Bloomberg news which claims 
never check your laptop with your luggage. Pool Program in advance to obtain that Chinese hackers have stolen private data 
Never let a laptop out of your sight in an loaner equipment such as laptops and from as many as 760 firms by hacking into 
airport. When traveling by vehicle, NASA smartphones for use while on travel. Continued on next page
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the iBAHN broadband and entertainment 
service offered to guests of hotel chains such 
as Marriott International, Inc.


The practice of distributing malware through 
hotel chains’ Internet connections is a domes-
tic and international problem. A software 
engineer staying at a Marriott International 
hotel in the U.S. noticed that code was being 
injected into Web sites via the hotel WiFi 
connections for the purpose of pushing third-
party advertisements to users. Marriott Inter-
national released an official statement that 
this was done “unbeknownst to the hotel.” In 
this situation, the advertisements were harm-
less; however, this cannot be reassuring to 
guests of the Marriott International—that the 
hotel chain did not know what was going on 
in their own network. 


You don’t have to leave the country or stay 
in a hotel to have your computer hacked by a 
foreign entity. Firms that have been compro-
mised in this type of attack are believed to 
include Research in Motion Ltd. and Boston 
Scientific Corporation, as well as some of 
the largest corporations and niche innovators 
in sectors such as aerospace, semiconduc-
tors, pharmaceuticals, and biotechnology.  
By hacking into these companies hackers 
may have had access to millions of confiden-
tial e-mails, even encrypted ones, and com-
pany information. 


NASA Counterintelligence Perspective


The best advice for NASA foreign travelers 
is to not perform any updates over a public, 
untrusted network. In fact, if you are travel-
ing with any sensitive data or with a com-
puter that later will be connected to a net-
work with sensitive data, it makes sense to 
do as little as possible online. The idea is to 
take nothing along that you cannot afford to 
lose—including data. 


NASA civil servants and contractors are 
encouraged to not initiate updates that pop up 
while using a hotel’s WiFi connection. Avoid 


WiFi networks if you can. In some countries, 
wireless networks are controlled by security 
services and in all cases they are not secure. 
Spy software, which intercepts and transmits 
information without a user’s knowledge, 
can be implanted in both wired and wireless 
Internet portals in cafes, hotels, transportation 
depots, and elsewhere. Once installed, mali-
cious software can be used to further com-
promise computer systems and networks. 
Use up-to-date protections for antivirus, spy-
ware, security patches, and firewalls. Sanitize 
your laptops prior to travel and ensure no 
sensitive contact, research, or personal data 
is on them. Backup all information you take 
and leave that at home. If feasible, use a new 
e-mail account while traveling. 


Clear your browser after each use by doing 
the following: delete history files, caches, 
cookies, and temporary Internet files. In most 
countries, you have no expectation of privacy 
in Internet cafes, hotels, airplanes, offices, 
or public spaces. If information might be 
valuable to another government, company, 
or group, you should assume that it will be 
intercepted and retained. Change all your 
passwords, including your voicemail’s, and 
check your devices for malware when you 
return before communicating with home net-
works and especially before connecting to 
NASA networks.


2011 Congressional Report  
on Cyberspace Espionage
Foreign economic collection and industrial 
espionage against the U.S. represent sig-
nificant and growing threats to the Nation’s 
prosperity and security. Cyberspace—where 
most business activity and development of 
new ideas now take place—amplifies these 
threats by making it possible for malicious 
actors, whether they are corrupted insid-
ers or foreign intelligence services (FIS),  
to quickly steal and transfer massive quanti-
ties of data while remaining anonymous and 


hard to detect. Read more in “Foreign Spies 
Stealing U.S. Economic Secrets in Cyber-
space—October 2011 Report to Congress on 
Foreign Economic Collection and Industrial 
Espionage, 2009–2011” at http://www.dni.
gov/reports/20111103_report_fecie.pdf.
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NASA CI/CT MONTHLY NEWS UPDATE – November 2015 
 


This monthly newsletter is published to increase NASA personnel awareness of significant current 


issues related to counterintelligence, counterterrorism, and counterintelligence cyber matters.  To 


learn more about CI/CT awareness, or to schedule a CI/CT presentation, please contact the CI 


POC located on the last page. 


 


Significant Counterterrorism (CT) Issues: 
PUTIN: 20 TERROR PLOTS FOILED IN RUSSIA THIS YEAR   


Intelligence agents have foiled 20 terror plots in Russia this year, 


President Vladimir Putin said recently, and asked officials to increase 


their efforts to prevent attacks. 
https://news.yahoo.com/putin-says-20-terrorist-plots-foiled-russia-115309155.html 


 


FBI: DOZENS OF TERRORISTS HAVE USED ENCRYPTION TO HIDE  


FBI Director Comey has in recent months repeatedly asked tech companies to 


create products that allow law enforcement to access encrypted communica-


tions if they obtain a warrant, warning that strong encryption allows terror 


suspects to “plot in the dark” 
http://www.nationaljournal.com/s/84344/fbi-dozens-terror-suspects-have-used-


encryption-hide-from-law-enforcement?mref=home 
 


Significant Counterintelligence Issues: 
IN RUSSIA SPY CASE, EUROPEAN PARLIAMENT MEMBER LOSES IMMUNITY   


The European Parliament stripped one of its members of his immunity so 


Hungarian prosecutors can pursue an inquiry into whether he spied for 


Russia.  A spokeswoman for the EU Parliament said she knows of no other 


immunity case in the assembly’s history involving espionage. 
http://www.bloomberg.com/news/articles/2015-10-14/in-russia-spy-case-european-
parliament-member-losses-immunity 


 


REPORT: IRAN-BASED HACKERS SPY USING FAKE LINKEDIN PROFILES   
A group of suspected Iranian hackers are using a sophisticated network 


of fake LinkedIn profiles to spy on unsuspecting targets worldwide -- 


including the U.S. -- according to a new report. 
http://www.secureworks.com/cyber-threat-intelligence/threats/suspected-iran-
based-hacker-group-creates-network-of-fake-linkedin-profiles/ 
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Significant Cyber Issues: 
CHINA CYBERSPYING ON U.S. - AFTER NO-HACKING DEAL 


Three days after Obama and Xi Jinping signed a historic agreement to 


curb online economic espionage, the FBI issued a fresh warning about 


Chinese spies in U.S. corporate networks.  China’s computer spies are 


still targeting hundreds of American companies working for the U.S. 


military, prompting an urgent warning from law enforcement officials. 
http://www.thedailybeast.com/articles/2015/10/08/china-cyberspying-on-u-s-after-no-hacking-deal.html 


 


KREMLIN’S TIES TO RUSSIAN CYBER GANGS SOW US CONCERNS  


The relationship between Moscow and Russian 


cyber gangs may be tightening, spurred by 


international sanctions and disputes with the 


United States over military action in Ukraine and 


Syria, experts and federal lawmakers warn.   
http://thehill.com/policy/cybersecurity/256573-kremlins-ties-russian-cyber-gangs-sow-us-
concerns?utm_source=Sailthru&utm_medium=email&utm_campaign=New%20Campaign&utm_term=%2ASituati
on%20Report 
 


Analyst Notes – Items to Watch: 
     The introduction of Russian forces into the Middle East has made a confusing situation 


chaotic.  ISIS is not the primary target of Russian airstrikes and has actually been strengthened 


by Russian operations against other groups.  A new study shows that ISIS led or inspired attacks 


have increased 42% in the last 90 days, showing that ISIS continues to inspire others to conduct 


terrorism operations.  ISIS plots in the United States continue and the FBI and DHS believes that 


more “lone wolf” type attacks will be forthcoming.  Conventional and cyber espionage continue 


unabated, despite signed international agreements.  Both Russia and China continue their 


espionage offensives against the United States and other Western countries, often employing 


surrogate contractors to conduct the operations.  The NASA CI/CT division continues to monitor 


these threats and any others that have the potential to harm NASA or its equities. 
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NASA CI/CT MONTHLY NEWS UPDATE – December 2016 
This monthly newsletter is published to increase NASA personnel awareness of significant current 


issues related to counterintelligence, counterterrorism, and counterintelligence cyber matters.  To 


learn more about CI/CT awareness, or to schedule a CI/CT presentation, please contact the CI 


POC located on the last page. 
 


Significant Counterterrorism (CT) Issues: 
DECLINE IN TERROR DEATHS OVERSHADOWED BY SPREAD WORLDWIDE  


While military success against ISIS and Boko Haram resulted in fewer 


terrorism-related deaths in Iraq and Nigeria last year, a new report has 


revealed how the groups have spread terror to neighbouring states and 


regions.  
http://www.telegraph.co.uk/news/2016/11/16/fall-in-global-deaths-from-terrorism-overshadowed-by-spread-
to-m/ 
 


EUROPE'S TOP COP FEARS BLOWBACK FROM ISIS 'SQUEEZE' 


As military pressure on ISIS ramps up, foreign fighters who travelled to Syria 


and Iraq in recent years could return home to Western Europe and pose a 


domestic threat, the continent’s top law enforcement official said in an interview 


recently.  
http://abcnews.go.com/International/europes-top-cop-fears-blowback-isis-squeeze/story?id=43613157 
 


US ISSUES EUROPE TRAVEL ALERT AFTER FRANCE FOILS ISIS-LINKED PLOT 


The US State Department issued a travel alert on 21 November, urging 


US nationals to exercise caution at holiday festivals, events and outdoor 


markets in Europe in the coming weeks, a day after French security 


services thwarted an ISIS-linked plot 
http://www.cnn.com/2016/11/21/us/us-europe-travel-alert-isis/ 


 


Significant Counterintelligence Issues: 
THE SPY WHO ADDED ME ON LINKEDIN 


Since the Buryakovs’ arrival in New York in August 2010, they had seemed 


like any other immigrant family in the Bronx neighborhood of Riverdale.  But 


Evgeny was leading a double life. His real employer wasn’t a bank, but 


Russia’s SVR intelligence agency. His task? Extract corporate and financial 


secrets and report them back to Moscow. 
http://www.bloomberg.com/news/articles/2016-11-15/the-spy-who-added-me-on-linkedin 
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U.S. WORKER PLEADS GUILTY IN PLOT TO STEAL RICE FOR CHINESE 


A geneticist at the U.S. Department of Agriculture pleaded guilty to making 


false statements to the FBI when questioned about plans to send U.S. rice 


samples to China, the Justice Department said recently.  Wengui Yan, 61, of 


Arkansas admitted that a group of Chinese tourists in 2013 told him of their 


plans to steal engineered U.S. rice samples, but he first told investigators he 


had no knowledge of the plan.  
http://www.reuters.com/article/us-usa-justice-rice-idUSKCN12Q2R8 
 


THE SAGA OF CHINESE SPIES & STOLEN CORN SEEDS: WILL IT STOP SPYING?  


It was a chilly spring day when an Iowa farmer spotted something 


odd in his freshly planted cornfield: a short, bald Asian man on his 


knees, digging up seeds.  Not just any seeds —  special inbred seeds, 


the product of years of secret research and millions of dollars in 


corporate investment, so confidential that not even the farmer knew 


exactly what he was growing.   
http://www.latimes.com/nation/la-na-seeds-economic-espionage-20161031-
story.html?utm_source=360Works%20CloudMail&utm_medium=email&utm_campaign=NewsWatch 
 


Analyst Notes – Items to Watch: 
     As the fight for Mosul rages, ISIS has made significant strides in taking the fight to other 


areas of the globe, planning terrorist attacks on the West.  ISIS fighters and sympathizers have 


been arrested in Europe planning extensive attacks against civilian targets in France and 


Germany.  With pressure on ISIS rising, Al-Qaeda (AQ) continues to expand its influence, 


strengthen its relationships with terrorist groups such as AQIM, AQAP and Jabhat Fateh Al-


Sham.  Russian and Chinese conventional espionage operations continue to target U.S. R&D and 


as well as any physical products that can be stolen.  The NASA CI/CT division continues to 


monitor these threats and any others that have the potential to harm NASA or its equities. 
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NASA CI/CT MONTHLY NEWS UPDATE – October 2015 


This monthly newsletter is published to increase NASA personnel awareness of significant current 


issues related to counterintelligence, counterterrorism, and counterintelligence cyber matters.  To 


learn more about CI/CT awareness, or to schedule a CI/CT presentation, please contact the CI 


POC located on the last page. 


Significant Counterterrorism (CT) Issues: 
DESPITE ATTENTION TO ISLAMIC STATE, AQ MAY BE BIGGER THREAT 


Recently, the Sunni jihadi group calling itself Islamic State has gained the 


lion’s share of attention given to violent Islamic extremist groups by the 


military and the media.  But a new report suggests that  Al-Qaida (AQ) may 


very well remain the bigger long-term threat. 
http://www.tbo.com/list/military-news/altman/despite-attention-to-islamic-state-al-
qaida-may-be-bigger-treat-report-says-20150920/ 


THE ISLAMIC STATE’S SUSPECTED INROADS INTO AMERICA 


Over the past two years, U.S. authorities have charged 64 men and women 


around the United States with alleged Islamic State activities.  This trend 


has accelerated over the past twelve months and shows no sign of slowing.   
http://www.washingtonpost.com/graphics/national/isis-suspects/  


Significant Counterintelligence Issues: 
ACCUSED RUSSIAN AGENT PLEADS GUILTY IN U.S. OVER TECH SMUGGLING  


A Texas man, whom U.S. authorities said was a Russian agent and a central 


figure in a scheme to illegally export microelectronic components for use by 


Russia's military and spy agencies; pled guilty on 9 September 2015 to all of 


the charges against him. 
http://in.reuters.com/article/2015/09/09/usa-russia-fishenko-idINKCN0R92DR20150909 


                                                              
                                                                                                                                        
                                                                                                                                        


 


 


 


 


 


 


EXCLUSIVE: MURDER, MONEY, AND SPIES  


The Epoch Times has been investigating the shadowy organizations behind 


the Chinese regime’s cyber-attacks. It has exposed the structure of China’s 


spy organizations and how they developed a system to steal innovation from 


the West.  
http://www.theepochtimes.com/n3/murder-money-and-spies/ 
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Significant Cyber Issues: 
RUSSIA: 7-YEAR CYBER WAR AGAINST NATO, EU & US BY KREMLIN 


SPONSORED HACKERS “THE DUKES” EXPOSED 


Cybersecurity researchers have uncovered a state-sponsored Russian 


hacking group named "The Dukes" that has allegedly carried out attacks 


against foreign governments and organizations over a seven year period. 


A new report, details how cyber-attacks were launched to support 


Russian intelligence gathering. 
http://www.ibtimes.co.uk/russia-7-year-cyberwar-against-nato-eu-us-by-kremlin-sponsored-hackers-dukes-
exposed-1520065 


 


 


 


U.S.: CHINA CYBER ESPIONAGE PUTS ‘ENORMOUS STRAIN’ ON TIES  


Cyber espionage for economic gain by China is putting "enormous strain" 


on U.S.-China relations and needs to stop, the President’s national security 


adviser said on 21 September 2015.  China was urged to join the U.S. in 


promoting responsible forms of state behavior in cyberspace.  
http://www.militarytimes.com/story/military/pentagon/2015/09/21/us-china-cyber-
espionage-puts-enormous-strain-on-ties/72580452/ 


Analyst Notes – Items to Watch: 
     ISIS as an organization has shown tremendous resilience in the face of U.S. and allied 


bombing attacks, as well as Iraqi and Syrian Army actions.  Its success has bred a steady stream 


of new reinforcements, including an increasing number of U.S. and Western recruits.  ISIS plots 


in the United States have shown no sign of declining and the FBI believes that more “lone wolf” 


type attacks will be forthcoming. Although cyber espionage is on the rise from nation states 


competing with the U.S., conventional espionage and illegal technology transfer continues 


through “old fashioned” espionage efforts.  It also appears that the cyber espionage onslaught the 


United States faces has been going on long before U.S. experts first detected it.  The NASA 


CI/CT division will continue to monitor these threats and any others that emerge in the future 


that have the potential to harm NASA or its equities. 
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NASA CI/CT MONTHLY NEWS UPDATE – June 2015 
 


This monthly newsletter is published to increase NASA personnel awareness of significant current 


issues related to counterintelligence, counterterrorism, and counterintelligence cyber matters.  To 


learn more about CI/CT awareness, or to schedule a CI/CT presentation, please contact the CI 


POC located on the last page. 


 


Significant Counterterrorism (CT) Issues: 
ISIS VICTORIES DISPEL HOPE OF A SWIFT DECLINE 


In the past two weeks, the Islamic State has proven its resilience once 


again.  Last weekend it solidified its hold on Iraq’s Anbar Province with 


a carefully choreographed assault on the regional capital, Ramadi.   
http://www.nytimes.com/2015/05/24/world/middleeast/with-victories-isis-dispels-
hope-of-a-swift-decline.html?_r=0 
 


LONE-WOLF TERROR ATTACK COULD COME AT ANY TIME: DHS SECRETARY  


A lone-wolf terrorist could attack the United States at any time, 


Homeland Security Secretary Johnson warned recently.   
http://nypost.com/2015/05/11/lone-wolf-terror-attack-could-come-at-any-time-
homeland-security-secretary/ 
 


Significant Counterintelligence Issues: 
WOMAN IN DUPONT ECONOMIC ESPIONAGE CASE PLEADS GUILTY 


A woman accused along with her husband and former DuPont engineers of stealing 


trade secrets and selling them to China, has pleaded guilty to a related charge.  


Authorities say the woman and her husband paid retired DuPont engineers thousands 


of dollars for sensitive company documents about how to make a white pigment 


known as titanium dioxide.  
http://www.usnews.com/news/business/articles/2015/05/06/woman-in-dupont-economic-espionage-case-
pleads-guilty 


 


CHINESE PROFESSORS AMONG SIX CHARGED WITH ECONOMIC ESPIONAGE 
Two Chinese professors, who for years worked as engineers in the U.S., are 


among six Chinese nationals accused by federal prosecutors of economic 


espionage.  They were sponsored by their home government in the alleged 


theft of radio frequency filter technology developed by two U.S. companies.  
http://www.usatoday.com/story/news/nation/2015/05/19/china-espionage-


technology/27570735/ 
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Significant Cyber Issues: 
SPEARFISHING: A NEW WEAPON IN CYBER-TERRORISM 


Spear phishing and its evolutions like the “watering hole” attack represent 


one of the most insidious attack techniques adopted by the majority of threat 


actors in cyber space.  According to the experts at Trend Micro security firm, 


spear phishing is the attack method used in some 91 percent of cyber-attacks.   
http://resources.infosecinstitute.com/spearphishing-a-new-weapon-in-cyber-terrorism/ 


 


ARE WE EXAGGERATING CHINA’S CYBER THREAT?  
So how much should we worry about China’s cyber capabilities?  Not much, 


according to a professor’s new policy brief, published by Harvard 


University’s Belfer Center. Public record on U.S. and Chinese cyber 


capabilities remains scant, but the professor suggests that the U.S. is gaining 


an “increasing advantage,” evidenced by a new DARPA program launched in 


2012, and the use of the Stuxnet worm against Iran. 
http://thediplomat.com/2015/05/are-we-exaggerating-chinas-cyber-threat/ 


 


Analyst Notes – Items to Watch: 
     The reports of the decline of ISIS have turned out to be extremely premature.  Western 


indecisiveness and lack of effective military resistance, coupled with recent ISIS offensives have 


led to significant ISIS successes in both Syria and Iraq.  In addition, the widespread use of social 


media by ISIS has resulted in new recruits flocking to their cause; as well as an increased threat 


of “lone wolf” attacks against the West, including the United States.  Although Al Qaeda (AQ) 


has not had the “flashy” success of ISIS as of late, AQ continues to have success in Syria 


through their affiliate Al-Nusra and in Yemen, with battlefield victories as well as expanded 


membership.  Economic espionage against the United States has yielded the Chinese a treasure 


trove of advanced technology, with some being gathered by agents (old school) and some being 


stolen via computer networks.  The NASA CI/CT division will continue to monitor these threats 


and any others that emerge in the future that have the potential to harm NASA or its equities. 
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   NASA CI/CT MONTHLY NEWS UPDATE – Feb 2016 
This monthly newsletter is published to increase NASA personnel 


awareness of significant current issues related to counterintelligence, 


counterterrorism, and counterintelligence cyber matters.  To learn more 


about CI/CT awareness, or to schedule a CI/CT presentation, please 


contact the CI POC located on the last page. 


Significant Counterterrorism (CT) Issues: 
OFFICIALS: ISIS MAY BE TESTING CHEMICAL WEAPONS AS GROUP GROWS  


There is growing evidence that ISIS is experimenting with chemical 


weapons as the number of foreign fighter’s hits a new high, according to 


current and former government officials.   
http://www.foxnews.com/politics/2016/01/12/isis-testing-chemical-weapons-as-
terror-group-expands-rapidly-officials-say.html 


                        


 


    


 


 


ISIS HAS SET UP CAMPS INSIDE EUROPE FOR MORE 'LARGE SCALE' ATTACKS, 


WARN EU POLICE  


The Islamic State is plotting mass casualty terror atrocities in 


Europe following the massacres in France last year, the EU’s 


crime-fighting agency has warned.  The terror group claims 


have to hundreds of militants in countries across the continent 


ready to bring murder and mayhem to the streets, said Europol.   
http://www.nbcnews.com/storyline/isis-terror/isis-trail-death-n475861 


 


 


Significant Counterintelligence Issues: 
CHINA SECURITY-THE INNER WORKINGS OF CHINESE ECONOMIC ESPIONAGE   


There are enough Chinese cyber-attacks where it’s fair to say most of us are 


familiar with the surface picture. There were close to 700 Chinese cyber-


attacks designed to steal corporate or military secrets in the United States 


between 2009 and 2014, according to an NSA map released by NBC News. 
http://www.theepochtimes.com/n3/1928208-china-security-the-inner-workings-of-


chinese-economic-espionage/ 


NAVY BRIBERY SCANDAL SHOWS HOW EASY IT CAN BE TO STEAL SECRETS 


For the foreign defense contractor, stealing U.S. Navy secrets turned 


out to be a breeze. All it took was a little cash, a few cheap gifts—and a 


willing sailor.  The sailor repeatedly downloaded classified documents 


and other sensitive information about Navy operations in Asia, and 


handed it over for a low, low price, according to federal court records. 
https://www.washingtonpost.com/news/checkpoint/wp/2016/01/21/sentencing-in-epic-navy-bribery-scandal-
shows-how-easy-it-was-to-steal-military-secrets/ 
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Significant Cyber Issues: 
THE GREAT BRAIN ROBBERY 


If spying is the world's second oldest profession, the government of 


China has given it a new, modern-day twist, enlisting an army of spies 


not to steal military secrets but the trade secrets and intellectual 


property of American companies. It's being called "the great brain 


robbery of America."  
http://www.cbsnews.com/news/60-minutes-great-brain-robbery-china-cyber-espionage/ 


 


AMERICA’S MOST SENIOR INTEL OFFICIAL HAS PHONE, EMAIL HACKED   


A member of a hacker group that took responsibility for breaking 


into the personal email account of the director of the CIA last year 


has now hacked the email of the most senior intelligence official 


in the United States.   
http://intelnews.org/2016/01/14/01-1844/ 


Analyst Notes – Items to Watch: 
     ISIS continues to confound Western analysts and has persevered in spite of intense military 


and law enforcement pressure around the globe.  The threat from ISIS has morphed from a crisis 


in the Middle East to a worldwide terrorism threat.  Attacks in Africa, Turkey and elsewhere 


show ISIS’s terrorist “reach”.  Instead of weakening them as originally believed, the struggle for 


recruits, influence and cash between ISIS and Al-Qaeda has strengthened both groups.  


Continued arrests and plotting shows that ISIS supporters and sympathizers are still interested in 


attacking the United States and Europe.  The number of ISIS plots in the United States continues 


to rise and both the FBI and DHS expect more “lone wolf” type attacks in 2016.  China, Iran, 


Russia and others continue their conventional espionage efforts and cyber-attacks against the 


United States and other Western nations.  The insider and economic espionage threat are at all-


time high levels in the United States and continue unabated; costing the U.S. billions in lost 


revenue and intellectual property loss.  The NASA CI/CT division continues to monitor these 


threats and any others that have the potential to harm NASA or its equities. 
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NASA CI/CT MONTHLY NEWS UPDATE – December 2015 
 


This monthly newsletter is published to increase NASA personnel awareness of significant current 


issues related to counterintelligence, counterterrorism, and counterintelligence cyber matters.  To 


learn more about CI/CT awareness, or to schedule a CI/CT presentation, please contact the CI 


POC located on the last page. 


Significant Counterterrorism (CT) Issues: 
TERRORISM: DEATH & ECONOMIC TOLL SET NEW RECORDS   


The rise of Islamic State and Boko Haram brought the economic and 


human cost of terrorism to their worst levels in 2014, according to new 


statistics.  http://www.cnbc.com/2015/11/17/terrorism-death-and-economic-toll-


set-new-records.html  


 


 


U.S. INVESTIGATORS STRUGGLE TO TRACK HOMEGROWN ISIS SUSPECTS  


At least three dozen people in the United States suspected of ties to 


the Islamic State were under heavy electronic or physical 


surveillance even before the Paris attacks, senior American officials 


say. But unlike the attackers in France, the officials say, the majority 


of those under investigation here never traveled to Syria to fight 


alongside the Islamic State or receive training from it. 
http://www.nytimes.com/2015/11/20/us/us-investigators-struggle-to-track-homegrown-isis-suspects.html?_r=2  
 


Significant Counterintelligence Issues: 
IN AN ERA OF HIGH-TECH SPYING, OLD-SCHOOL ESPIONAGE IS ON THE RISE   


As dependence on technology permeates Western society, so does 


electronic espionage as state and non-state agents spy, steal and 


sabotage secure networks, hence the return to less high-tech spying.  In 


spy parlance, the return to old-school tradecraft means HUMINT, or 


human intelligence. 
http://www.foxnews.com/tech/2015/11/05/in-era-high-tech-spying-old-school-espionage-is-on-rise.html#  


 


ECONOMIC ESPIONAGE: THE GLOBAL WORKFORCE & THE INSIDER THREAT    


It isn’t natural to think of your colleagues, be they in the next cubicle or 


across the globe, as a threat — and most aren’t. Sadly, a good deal of 


industrial, corporate or economic espionage is made possible or conducted by 


these colleagues, or as they are referred to today, insiders.   
https://securityintelligence.com/economic-espionage-the-global-workforce-and-the-insider-threat/ 
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Significant Cyber Issues: 
U.S. COUNTERINTELLIGENCE CHIEF SKEPTICAL THAT CHINA HAS CURBED 


SPYING ON U.S. 


The U.S. counterintelligence chief said recently that he was skeptical 


China had followed through on recent promises to curb spying on the 


United States.  The chief said that a briefing that he had been given 


showed "no indication" from the U.S. private sector "that anything 


has changed" in the extent of Chinese espionage on the United States. 
http://www.reuters.com/article/2015/11/19/us-usa-cybersecurity-
idUSKCN0T72XG20151119#iLDp1oBmzSCPOeiZ.97  


IRAN MILITARY HACKERS TARGET OBAMA ADMINISTRATION ACCOUNTS 
Iran’s Revolutionary Guards stepped up hacking of email and social media 


accounts of Obama administration officials in recent weeks, in cyber-attacks 


believed linked to the arrest of an Iranian-American businessman in Tehran.   
http://www.theguardian.com/world/2015/nov/05/iran-revolutionary-guard-hacking-


obama-administration 


Analyst Notes – Items to Watch: 
     The downing of a Russian airliner, suicide attacks in Lebanon and the horrific slaughter in 


Paris all point to an increasingly sophisticated ISIS threat, not just in the Middle East, but 


worldwide.  In addition, the recent hotel assault in Mali shows that Al Qaeda affiliates are in 


direct competition with ISIS for headlines.  It is obvious that the threat to the United States is 


considerable and extra vigilance is called for.  The number of ISIS plots in the United States 


continues to rise and both the FBI and DHS expect more “lone wolf” type attacks to be 


forthcoming.  Conventional espionage and the insider threats continue unabated, despite signed 


international agreements.  Iran and China continue their espionage offensives against the United 


States and other Western countries, often with spectacular success (Example: the OPM hack).  


The NASA CI/CT division continues to monitor these threats and any others that have the 


potential to harm NASA or its equities. 
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 Office of Protective 
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 Director, Counterintelligence 


NASA CI/CT MONTHLY NEWS UPDATE – June 2016 
This monthly newsletter is published to increase NASA personnel awareness of significant current 


issues related to counterintelligence, counterterrorism, and counterintelligence cyber matters.  To 


learn more about CI/CT awareness, or to schedule a CI/CT presentation, please contact the CI 


POC located on the last page. 


Significant Counterterrorism (CT) Issues: 
TOP U.S. INTEL OFFICIAL: ISIS CAN STAGE EUROPE-STYLE ATTACKS IN U.S. 


ISIS has the capability to stage a Paris-style attack in the U.S. using local cells 


to strike in multiple locations and inflict dozens of casualties, according to the 


Obama administration's top U.S. intelligence official.   
http://www.cnn.com/2016/05/04/middleeast/obama-clapper-isis-attack-u-s-soil/ 


ISLAMIC STATE GROUP LEADER URGES ATTACKS IN EUROPE/U.S. 


An Islamic State group spokesman has urged sympathizers in Europe and the 


U.S. to launch attacks on civilians there if they are unable to travel to the group's 


self-declared caliphate in Syria and Iraq.   
http://bigstory.ap.org/article/0da4bd9d78cc441c87fd00f5a77ae764/islamic-state-group-leader-urges-attacks-
europe-and-us 


TERROR THREAT FACED ACROSS EUROPE 'HIGHLY COMPLEX' 


The head of Germany's domestic intelligence agency has said the deadly 


attacks in Paris and Brussels show the "highly complex" nature of the 


terrorism threat facing Europe.   
http://www.belfasttelegraph.co.uk/news/world-news/terror-threat-faced-across-
europe-highly-complex-34677919.html 


Significant Counterintelligence Issues: 
NAVY LT. CMDR. LIN PLEADS NOT GUILTY TO SPYING CHARGES 


In newly un-redacted charge sheets released recently, it was learned 


that Lin’s espionage charges revolve around incidents in 


Washington, D.C.  Between September 2012 and May 2014, Lin 


gave information classified as “secret” with “intent or reason to 


believe it would be used to the advantage of a foreign nation.” 
http://wavy.com/2016/05/17/navy-lt-cmdr-edward-lin-to-stand-trial-on-
spying-charges/?utm_source=360Works%20CloudMail&utm_medium=email&utm_campaign=NewsWatch 
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FBI HEAD: UNIQUE CASE ILLUSTRATES DANGERS OF ECONOMIC ESPIONAGE  


China, Russia and Iran are only too happy to steal American technological and 


trade secrets if it will help them save money and boost their own military 


capabilities, according to the FBI's special agent in charge of the Knoxville office.  


The US, in turn, suffers when countries engage in such economic espionage, said 


SAC Reinhold.   
http://www.wbir.com/news/crime/fbi-head-unique-case-illustrates-dangers-of-economic-


espionage/174711475 


 


CYBER’S HOT, BUT LOW-TECH SPIES ARE STILL A THREAT 
U.S. Navy Lt Cmdr. Lin’s recent arrest is a stark reminder that traditional 


espionage is ongoing. Despite such a global focus on securing computer 


systems in the wake of (alleged) Chinese hacking of the Office of 


Personnel Management, Edward Snowden’s theft of National Security 


Agency data, Bradley Manning’s release of classified information to the 


website WikiLeaks and several others, we must continue and renew the focus on countering all of 


the foreign intelligence methods used to obtain U.S. information. 
http://nationalinterest.org/feature/cybers-hot-low-tech-spies-are-still-threat-16258 
 


Analyst Notes – Items to Watch: 


 


     Despite battlefield setbacks and the loss of territory in Iraq and Syria, ISIS is spreading across 


Libya, Yemen, the Sinai as well as the Far East.  In addition, the ISIS “brand” has attracted a 


number of other terrorist groups to rally to the ISIS banner.  Both Europe and the United States 


have been publically threatened by ISIS leadership and are on heightened alert.  Al-Qaeda’s 


(AQ) military operations in Yemen and Syria continue to be successful, including expanded 


influence in Western Africa.  Recent espionage arrests show that conventional espionage efforts 


by other nations have not diminished in any way.  The NASA CI/CT division continues to 


monitor these threats and any others that have the potential to harm NASA or its equities. 
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NASA CI/CT MONTHLY NEWS UPDATE – July 2016 
This monthly newsletter is published to increase NASA personnel awareness of significant current 


issues related to counterintelligence, counterterrorism, and counterintelligence cyber matters.  To 


learn more about CI/CT awareness, or to schedule a CI/CT presentation, please contact the CI 


POC located on the last page. 


Significant Counterterrorism (CT) Issues: 
FBI DIRECTOR: ISIS IS TOP THREAT TO US 


The Islamic State (ISIS/ISIL) remains the top threat America is facing, 


FBI Director James Comey said recently.  Comey said the threat stems 


from the terror group’s success in recruiting fighters both overseas and in 


America.   
https://www.clarionproject.org/news/fbi-director-isis-top-threat-us 


CIA DIRECTOR: US HASN’T BEEN ABLE TO CURB ISLAMIC STATE’S REACH 
The U.S. battle against the Islamic State has not yet curbed the group's global 


reach. As pressure mounts on the extremists in Iraq and Syria, they are 


expected to plot more attacks on the West and incite violence by lone wolves, 


CIA Director John Brennan told Congress during recent testimony.  
http://www.chicagotribune.com/news/nationworld/ct-cia-director-islamic-state-20160616-story.html 


ISIS SHOWS IT WON’T BE DISLODGED QUICKLY OR EASILY 


Even as internationally backed forces chip away at ISIS-held territory in 


Syria, Iraq and Libya, the militants have demonstrated a stubborn resilience 


this month in the face of recent losses.   
http://www.cbsnews.com/news/isis-offense-syria-iraq-libya-bombs-raqqa-fallujah-sirte/ 


Significant Counterintelligence Issues: 
ENGINEER FACES ESPIONAGE CHARGES AFTER ALLEGEDLY STEALING CODE 


An engineer is facing economic espionage charges after allegedly attempting 


to sell proprietary source code stolen from his former employer.  Authorities 


said Xu Jiaqiang, 30, sold the stolen code, which originated from an 


American company, to undercover agents with the intent of benefiting a 


Chinese government agency.http://www.scmagazine.com/feds-charge-engineer-


with-economic-espionage-for-stealing-source-code/article/503381/ 
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http://www.scmagazine.com/search/charged/

https://www.clarionproject.org/news/fbi-director-isis-top-threat-us
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http://www.scmagazine.com/feds-charge-engineer-with-economic-espionage-for-stealing-source-code/article/503381/





 


 


 


DECADES AFTER COLD WAR’S END, U.S.-RUSSIA ESPIONAGE EVOLVES  


High on a hill, in a leafy, residential neighborhood between Georgetown and the 


National Cathedral, the Russian Embassy sits behind tall gates. It was here, in the 


1980s, that the FBI and the National Security Agency built a tunnel — a secret 


tunnel that started beneath one of the pleasant-looking houses lining Wisconsin 


Avenue and extended over to the neighboring embassy.     
http://www.npr.org/sections/parallels/2016/06/15/481440402/decades-after-cold-wars-end-u-s-russia-
espionage-rivalry-evolves 


 


CHINESE ESPIONAGE AND INTELLIGENCE ACTIVITES AT ALL-TIME HIGH 


Chinese intelligence operations worldwide to steal important information 


both through human agents and cyber-attacks are a growing threat, 


according to experts who testified at a US congressional commission. 


Beijing’s spies, operating through the civilian Ministry of State Security and 


People’s Liberation Army Intelligence Bureau (IB), have scored impressive 


 


gains against the United States in particular, where economic espionage — the theft of trade 


secrets and high technology — remains at unprecedented levels. 
http://atimes.com/2016/06/chinese-espionage-and-intelligence-activities-at-all-time-high-experts-say/ 


 


Analyst Notes – Items to Watch: 


 


     The ISIS attacks in Turkey and Orlando have shown the worldwide reach that ISIS continues 


to possess.  ISIS is exploiting its ability to inspire sympathizers and followers to attack the West 


instead of relying on conventional battlefield victories.  ISIS continues to attract radical Islamic 


followers worldwide, with the number of groups pledging allegiance now over 45.  Espionage 


challenges for the United States have not ceased, they have just evolved.  Russia and China 


continue to focus their espionage and collection efforts towards the U.S. and Western 


technology.  The NASA CI/CT division continues to monitor these threats and any others that 


have the potential to harm NASA or its equities. 


NASA CI Offices:  
Ames Research Center:


Armstrong Flight Research Center:


Glenn Research Center:


Goddard Space Flight Center: 


Jet Propulsion Laboratory:


Johnson Space Center:  


Kennedy Space Center:


Langley Research Center:


Marshall Space Flight Center:


NASA Headquarters:


Stennis Space Center:


NASA Headquarters Cyber:


NCIJTF Cyber:
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NASA CI/CT MONTHLY NEWS UPDATE – December 16, 2014 
 


This monthly newsletter is published to increase NASA personnel awareness of significant current 


issues related to counterintelligence, counterterrorism, and counterintelligence cyber matters.  To 


learn more about CI/CT awareness, or to schedule a CI/CT presentation, please contact the CI 


POC located on the last page. 


 


Significant Counterterrorism (CT) Issues: 


 
ISIS'S STAY-AT-HOME RADICALS  


Across Europe and America, governments and intelligence officials are 


struggling to address the problem of Western Muslims who join the jihad 


in Syria – and then come back home again. But in the process, they may 


be missing the bigger threat: the ones who never left.   
http://www.investigativeproject.org/4697/isis-stay-at-home-radicals# 


 


PAKISTANI ARMY KILLS SENIOR AL QAEDA COMMANDER   


The Pakistani military said it killed Adnan Shukrijumah, a senior al Qaeda leader who 


was tasked with plotting attacks in North America, during a night raid in South 


Waziristan. Shukrijumah was a member of al Qaeda's external operations council and 


was involved in multiple plots to bomb targets in the U.S. 
http://www.longwarjournal.org/archives/2014/12/pakistani_army_kills_1.php 


 


Significant Counterintelligence Issues: 


 
FBI CHARGES SAUDI-BORN NAVAL ENGINEER OVER PLANS TO SINK 


AIRCRAFT CARRIER 
A Naval engineer is facing espionage charges for allegedly giving an 


undercover FBI agent secret documents on a new aircraft carrier being 


built in Norfolk, Va.   
http://www.washingtontimes.com/news/2014/dec/6/fbi-charges-saudi-born-naval-
engineer-over-plans-s/#ixzz3L9kBvQ6J 


 


CHINESE ENGINEER FACING CHARGES OF STEALING US FIGHTER F-35 DESIGN 


DATA 
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The new designs of the U.S F-35 would have been in Chinese hands but for the 


timely arrest of a Chinese national.  Yu Long, an engineer aged 36, was charged on 


9 December for stealing the documents from a defense contractor in Connecticut 


where he has been working. 
http://au.ibtimes.com/articles/575976/20141215/advanced-fighter-jet-f-35-chinese-national.htm 


 


Significant Cyber Issues: 


 
CYBERSECURITY THREATS 2015: MORE ESPIONAGE, MORE APPLE MALWARE 


Cybercriminals will train their gaze on Apple more often next year. Attacks on OS X 


have begun to rise.  Apple's security problems are compounded by its reputation as a 


"safe" platform. 
http://www.technewsworld.com/story/81432.html 
 


COORDINATED CYBER ATTACKS ON GLOBAL CRITICAL INFRASTRUCTURE 


EXPOSED  


Coordinated attacks have been conducted by hackers based in Iran on more than 


50 targets in 16 countries around the globe. Victim organizations were found in 


a variety of critical industries, with most attacks on airlines and airports, energy, 


oil and gas, telecommunications companies, government agencies and 


universities. 
http://net-security.org/secworld.php?id=17709 


 


Analyst Notes – Items to Watch: 
     The overall CT threat situation facing the United States and NASA remains largely the same 


as last month.  Although combat operations against ISIS in Iraq and Syria continue, ISIS has not 


ended their offensive operations and have actually continued to score combat successes in Iraq.  


Although ISIS dominates the headlines, the “stay at home Jihadist” poses a significant threat as 


well (i.e. “Lone-Wolf” attacks).  The death of Adnan Shukrijumah, a historic Al-Qaeda (AQ) 


leader and operative will significantly reduce the threat of AQ “Central” towards the U.S. 


Homeland.  AQ affiliates such as Boko Haram in Nigeria and Al-Shabab in Somalia have 


continued a deadly spree of attacks and show no sign of weakening.  Foreign espionage operations 


against the United States, especially concerning military and dual use technology continues 


unabated.  Recent reporting concerning Iranian and North Korean cyber operations indicate that 


both countries have more advanced cyber capabilities than previously thought.  The NASA CI/CT 


division will continue to monitor these threats and any others that emerge in the future that have 


the potential to harm NASA or its equities. 


 


NASA CI Offices:  
Ames Research Center:  


Dryden Flight Research Center: 


Glenn Research Center: 


Goddard Space Flight Center:  
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Jet Propulsion Laboratory:   


Johnson Space Center:  


Kennedy Space Center:


Langley Research Center:


Marshall Space Flight Center:  


NASA Headquarters: 


Stennis Space Center:
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and Counterterrorism issues affecting NASA


All Eyes on
January 2008 Edition 


NASA Counterintelligence 
Program 
Since its establishment in 1958, NASA has realized invaluable 
accomplishments in the development of aeronautics and in the 
exploration of space, enabling the US to become a global leader 
in these fields. NASA has forged relationships with industry, 
academia, government, and international partners.


NASA’s unique span of activities ranges from partnering with 
multiple US government agencies on highly classified and/or 
sensitive projects to formal research and development with 
industry and foreign countries on projects such as the 
International Space Station.  This unique environment presents 
NASA with many challenges and makes the agency potentially 
vulnerable to information and technology exploitation.  Balancing 
its collaborative work with the need to protect classified and 
sensitive but unclassified information, NASA is often targeted by 
adversaries, both government and private, who seek to unlawfully 
acquire critical US technologies, trade secrets, and sensitive 
information. 


NASA is a very visible symbol of US national power.  As such, it 
provides a unique opportunity for terrorists to embarrass and 
challenge the view of American power around the globe.  
Terrorists know that a disruption or destruction of sensitive 
projects would send powerful messages around the globe about 
our vulnerabilities and the terrorist’s capabilities to continue to 
attack symbols of American strength, innovation, and freedom.  
To counter these threats, NASA administers a centralized 
Counterintelligence (CI) Program from NASA HQ.  The 
program employs career professional counterintelligence special 
agents at each NASA Center responsible for delivering 


specialized CI and Counterterrorism (CT) services to Center 
personnel as well as serving as the principal advisor to Center 
Directors on CI and CT related issues.


The objective of the CI Program is to detect, deter, and neutralize 
potential threats posed by foreign intelligence services (FIS), 
other foreign entities, and acts of terrorism.  This is accomplished 
in part by maintaining a close working relationship with the US 
Intelligence Community and by proactively integrating CI 
activities into Center awareness programs, foreign travel briefings 
and debriefings, foreign visitor escorts, technology protection 
programs, special threat assessments, and the dissemination of 
tailored analytical products designed to reduce NASA 
vulnerabilities.  


The most essential element of the program is awareness. A 
strong CI and CT awareness among the general NASA 
population is vital to protecting NASA information (e.g., 
proprietary information, sensitive but unclassified, export 
controlled, ITAR, and classified national security information) 
and ensuring all NASA personnel are cognizant of current threats 
posed by FIS and terrorists.  The monthly publication of the All 
Eyes on NASA newsletter will serve as a venue to meet that 
objective. We welcome your comments. 


Counterintelligence Quote of the Month 
“It is essential to seek out enemy agents who have come to 


conduct espionage against you…” 
-- Sun Tzu, The Art of War 


 


  


 


 


Office of Security and 
Program Protection 


Assistant Administrator 
David E. Saleeba 


Deputy Assistant Administrator 


Counterintelligence Program Staff 


Director Editor Operations 


A publication of the Office of Security and 
Program Protection Counterintelligence Program. 
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Counterintelligence News 
FBI:  The Spying Game 


Foreign Spy Activity Surges To Fill Technology Gap 


Spying up to near Cold War Levels 


Global Spies Target US Computers 


Spy of the Month: Larry Wu-Tai Chin 


Videos: 


 "You Are a Potential Recruitment" 


Foreign Travel 
Countries that target US technology 


China   


Russia 


Cuba 


For more Foreign Travel 
Information contact the CI office 
at your center and visit the 
following web sites: 


Department of State 


Department of Energy Travel 
Memo 


Ways to protect 
yourself on travel: 


1. Have a set travel 
itinerary and schedule 


2. Watch for suspicious 
packages and individuals. 


3. Do not dress like an 
affluent tourist. Maintain 
a low profile. 


Counterterrorism News 
Contributed by NASA Counterintelligence Special Agent


Cyberwar! 


IEDs in the US? 


Mass Terror Attack Drill 


Home Grown Counterterrorist 


Terror Attacks and Incidents Worldwide 


http://www.globalincidentmap.com 


CI Awareness 
Help your country and put money in your pocket: the 
Attorney General has recently authorized a reward of up 
to $500,000 for information that leads to the arrest and 
conviction of a person who commits or conspires to 
commit an act of espionage or that leads to the 
prevention of an act of espionage. 


CI Knowledge
140 nations spend part of their GNP on conducting 
intelligence activities against the U.S. 


Did you know? 
TRASHINT: The technique used to 
recover sensitive but unclassified 
information about US security 
operations and capabilities that has 
been carelessly thrown away. Also 
called “Dumpster Diving.” 


(b) (6), 
(b) (7)


(C)
(b) (6), (b) (7)(C)



http://www.fbi.gov/page2/july07/spying070907.htm

http://www.hanford.gov/oci/maindocs/ocihome_docs/Foreign_Spy_Activity_Surges_To_Fill_Technology_Gap.pdf

http://africa.reuters.com/world/news/usnN18464862.html

http://www.allheadlinenews.com/articles/7008907280

http://www.hanford.gov/oci/ci_spy.cfm

http://www.hanford.gov/oci/video/recruitment.asx

http://www.macleans.ca/science/technology/article.jsp?content=20071015_110193_110193

http://www.washingtonpost.com/wp-dyn/content/article/2007/10/19/AR2007101902703.html

http://www.signonsandiego.com/news/nation/20071016-1520-wst-terrorexercise.html

http://www.wired.com/politics/security/magazine/15-11/ff_rossmiller

http://www.globalincidentmap.com/

http://travel.state.gov/travel/cis_pa_tw/cis_pa_tw_1168.html

http://www.hanford.gov/oci/maindocs/ci_r_docs/citravel.pdf

http://www.hanford.gov/oci/maindocs/ci_r_docs/citravel.pdf
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Foreign Intelligence 
Collection Efforts against 
US Technologies 


Collection Activity Conducted against Aeronautics/Space 
Systems by Region 


East Asia and Pacific 37.74% 


Near East 16.54% 


South Asia 16.54% 


Eurasia 15.06% 


Western Hemisphere 10.24% 


Africa 02.22% 


Percent of Aeronautical Systems Targeted 
Aerodynamics 
Aeronautical Propulsion 
Aeronautical Structures 
Aeronautical Vehicle Control  
Aeronautical Subsystems and Components  
Aeronautical Design and Systems Integration     
Aeronautics (Uncategorized) 


3.48% 
13.04% 
10.43% 
2.61% 


17.39% 
5.22% 


47.83% 


Methods of operation for gathering intelligence on Space 
Systems 
Request for Information 
Exploitation of a foreign visit (CONUS) 
Exploitation of Relationships          
Acquisition of Controlled Technology 
Suspicious Internet Activity 
Cultural Commonality 
Targeting at Conventions/Seminars          
Solicitation of Marketing Services 
Other 


29.35% 
6.52% 
4.35% 


46.74% 
1.09% 
1.09% 
2.17% 
7.61% 
1.09% 


Did you Know? 
NASA Center program and project managers may request a tailored CI
Threat Assessment to be conducted at their facility or special project to 
evaluate the overall susceptibility to foreign intelligence service or terrorism 
collection or targeting.  The assessments are designed to provide decision 
makers with a tool to evaluate internal protection or security in order to 
further enhance the protection of NASA equities. 


NASA Center CI Offices 
NASA Headquarters 


Ames Research Center 
 


Dryden Flight Research Center 
  


Glenn Research Center 


Goddard Space Flight Center 


Jet Propulsion Laboratory 
   


Johnson Space Center 


Kennedy Space Center 


Langley Research Center 


Marshall Space Center 
 


Stennis Space Center 


www.nasa.gov
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NASA CI/CT MONTHLY NEWS UPDATE – November 2016 
This monthly newsletter is published to increase NASA personnel awareness of significant current 


issues related to counterintelligence, counterterrorism, and counterintelligence cyber matters.  To 


learn more about CI/CT awareness, or to schedule a CI/CT presentation, please contact the CI 


POC located on the last page. 


Significant Counterterrorism (CT) Issues: 
E.U. BRACES FOR WAVE OF ISLAMIC STATE FIGHTERS AFTER MOSUL BATTLE 


A long-awaited offensive to dislodge the Islamic State from its stronghold 


city of Mosul is fueling fears of renewed terrorist attacks, as European 


counterterrorism officials say more fighters are returning home after waging 


jihad in Syria and Iraq.   
https://www.washingtonpost.com/world/europe/eu-authorities-brace-for-wave-ofislamic-statefightersafter-
mosul-assault/2016/10/23/175c5ac8-960e-11e6-9cae-2a3574e296a6_story.html 


ISIS SUFFERS MAJOR LAND LOSSES AHEAD OF PLANNED MOSUL ASSAULT 


The U.S.-led coalition airstrikes and ground fighting have depleted the Islamic 


State’s territory in Iraq and Syria in a big way, reportedly by 16 percent over 


just 9 months, a new study has found. 
http://www.foxnews.com/world/2016/10/11/isis-suffers-major-land-loss-ahead-planned-
mosul-assault-report-finds.html 


COUNTERTERRORISM POLICE MISHAPS LEAVES EUROPEANS WORRIED  


Which mishap by German authorities was worst?  Was it that police 


officials monitored the Syrian suspect so poorly that neighbors noticed it? Or 


was it that he fled authorities while they followed him?  Or lastly, the series of 


major mistakes by authorities ended in Al-Bakr's suicide in jail. 
https://www.washingtonpost.com/news/worldviews/wp/2016/10/13/a-series-of-counterterrorism-police-


Significant Counterintelligence Issues: 
THREE ARRESTED IN SCHEME TO EXPORT SENSITIVE U.S. TECH TO RUSSIA 


A U.S. citizen and two Russian nationals were arrested recently on charges 


relating to the alleged illegal export of sensitive military technology from the 


United States to Russia, the Justice Department said.  
http://www.reuters.com/article/us-usa-russia-technology-idUSKCN12625O?il=0 
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THREE TURKS WITH MULTIPLE US MILITARY CONTRACTS ARRESTED ON 


ESPIONAGE CHARGES 


Three Turks have been arrested recently in the United States on 


espionage charges, which include "funneling military secrets out of the 


country," after winning numerous military contracts with the Pentagon.  
http://www.dailysabah.com/americas/2016/10/09/three-turks-who-won-multiple-
us-military-contracts-arrested-on-espionage-


charges?utm_source=360works%20cloudmail&utm_medium=email&utm_campaign=newswatch 


CORPORATE THEFT STRIKES FORTUNE 500 OIL COMPANY IN HOUSTON 


FBI agents said the man, who was captured on video inside the Houston 


offices of an unidentified Fortune 500 energy company, is believed to 


have left the offices with a backpack and shoulder bag stuffed full of 


company secrets. 
http://www.chron.com/news/houston-texas/article/FBI-seeks-public-s-help-in-
suspected-corporate-9646492.php 


Analyst Notes – Items to Watch: 
     As the battle of Mosul begins, it is evident that ISIS will fight on in other areas as well as 


bringing terrorist attacks to the West.  ISIS fighters have already been seen leaving the Middle 


East and have begun the process of making their way back to their home countries.  The West 


will most likely suffer increased terrorist attacks from returning “jihadists” and ISIS 


sympathizers.  Al-Qaeda (AQ) has benefitted directly from the assaults on ISIS and the group 


continues to “lay low,” strengthening its relationships with terrorist groups such as AQIM, 


AQAP and Jabhat Fateh Al-Sham.  Russian espionage continues to target U.S. technology and 


other intelligence services continue to conduct espionage for their countries, or to sell on the 


open market.  Although cyber espionage dominates current headlines, ordinary theft achieves the 


same ends by exploiting poor physical security practices.  The NASA CI/CT division continues 


to monitor these threats and any others that have the potential to harm NASA or its equities. 


NASA CI Offices:  
Ames Research Center:


Armstrong Flight Research Center:


Glenn Research Center: 


Goddard Space Flight Center:  


Jet Propulsion Laboratory:


Johnson Space Center:


Kennedy Space Center:


Langley Research Center:


Marshall Space Flight Center:


NASA Headquarters:


Stennis Space Center: 


NASA Headquarters Cyber: 
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