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YOU’VE GOT A TOUGH JOB
 SO TO SUCCEED YOU NEED TO:

 COMMUNICATE EFFECTIVELY WITH THE REQUESTER

 COMMUNICATE EFFECTIVELY WITH THE OFFICIALS TASKED TO 
CONDUCT A SEARCH OR REVIEW OF DOCUMENTS

 MAINTAIN AN ADMINISTRATIVE RECORD THAT DELINEATE 
ACTIONS TAKEN

 KNOW YOUR SUBJECT – THAT MEANS YOU NEED TO READ 
AND STUDY THE SCOPE OF THE EXEMPTIONS, 
ADMINISTRATIVE PROCESSES, PROCESSING PROCEDURES

 BUILD A TEAM THAT TRANSCENDS YOUR ORGANIZATION –
DON’T BE AFRAID TO ASK FOR HELP

 RECEIVE ANNUAL TRAINING



BACKGROUND

 WHEN WE THINK FOIA – WE THINK 
ABOUT “AGENCY RECORDS”

 WHEN WE THINK PA – WE THINK ABOUT 
RECORDS ABOUT AN INDIVIDUAL

 IF YOU’RE GOING TO WORK IN EITHER 
ARENA, YOU NEED TO BUILD A TOOL 
BOX THAT INCLUDES THE FOLLOWING:



TOOL BOX

 AF FOIA Program, DOD 5400.7-R/AF Supplement:

 MAJCOM/DRU/FOA implementing instructions and 
websites: http://www.foia.af.mil/offices/

 DOJ’s Freedom of Information Act Guide Overview:

 Web sites (AF FOIA, DOD, DOJ, and MAJCOM/DRU/FOA 
programs)

 FOIA POST (DOJ website):

 DOJ and American Society of Access Professional (ASAP) 
websites address training opportunities:

http://www.foia.af.mil/offices/


WHO’S  IN 
FOIA AND PA

 KNOW YOUR POINTS OF CONTACT
 AF FOIA Officer: Anh Trinh, (703) 696-6515, 

af.foiapa@pentagon.af.mil

 AF FOIA Privacy Officer: Novella Hill, (703) 696-6518, 
af.foiapa@pentagon.af.mil

 MAJCOM/DRU/FOA/Bases FOIA/Privacy Manager POCs

 Federal FOIA Agency POCs, 
http://www.usdoj.gov/oip/foiacontacts.htm

 Your legal team

 Your records manager/FOIA monitor

 Your IT professionals

mailto:af.foiapa@pentagon.af.mil
mailto:af.foiapa@pentagon.af.mil
http://www.usdoj.gov/oip/foiacontacts.htm


UNDERSTANDING THE ACTS

 BOTH ACTS ALLOW INDIVIDUALS TO 
SEEK ACCESS TO RECORDS

 FOIA – ADDRESSES ACCESS TO AGENCY 
RECORDS

 PA – ADDRESSES ACCESS TO RECORDS THAT 
ARE RETRIEVED BY AN INDIVIDUAL’S NAME 
AND/OR PERSONAL IDENTIFIER



FOCUSING ON FOIA

 FOIA ALLOWS INDIVIDUALS TO SEEK ACCESS 
TO AGENCY RECORDS

 ENACTED IN 1966 – IMPLEMENTED IN 1967, IT 
FIRMLY ESTABISHED AN EFFECTIVE STATUTORY 
RIGHT OF PUBLIC ACCESS TO EXECUTIVE BRANCH 
INFORMATION IN THE FEDERAL GOVERNMENT

 LITIGATION AND LEGISLATION HAVE CHANGED ITS 
IMPLEMENATION 

 GOAL:  INFORMED CITIZENRY



FOIA CONTINUES TO 
CHANGE

MAJOR AMENDMENTS TO THE FOIA IN 1974, 
1976, 1986, 1996, AND IN 2005 WITH THE 
PRESIDENT’S SIGNING OF EXECUTIVE ORDER 
13,392

ATTORNEY GENERALS HAVE INTERPRETED THE 
SCOPE OF SOME EXEMPTIONS

LITIGATION HAS CHANGED HOW WE DO 
BUSINESS

RELEVANCY:  YOU MUST KEEP ABREAST OF 
LEGISLATIVE AND LITIGATIVE CHANGES



WHAT’S 
A FOIA REQUEST?

A request from any person for access to:

● Agency program files.

● Personal records on another individual.

● Personal records about himself that are 
NOT filed within a Privacy Act system of 
records.



Allows “any person” to request copies of agency records, 
and they are not required to state why they want the 
information, unless such information needs to be 
factored in a decision to reduce/waive processing fees. 

Requester has to follow agency rules and agree to pay 
fees.

We must advise requesters on our decision regarding 
release within 20 business days.

FOIA RULES



Who May File a FOIA Request?

Any person. Two broad classes are excluded from "any person:”

federal government entities

and 

fugitives from justice.  

“Any person" covers U.S. and foreign individuals and entities, including:
● Individuals
● Businesses (corporations, sole proprietorships, etc.)
● Governments (foreign, state, or local)
● Universities & Not-for profit organizations 
● Any other entity you can think of



How are Requests to be Filed?

Requests must be in writing.

They may be mailed, 

faxed, 

or dropped into electronic E-FOIA mail 
boxes.



FOIA Fees

We bill requesters for FOIA services based on who they are.  FOIA Managers 
determine the requester's fee category and what fees to assess.  

-- Commercial users pay for all search, review, & copying.  

-- News media and educational requesters pay for copying (but the first 100 
pages are provided free).  

-- "All Others" pay for all search and all copying (but the first 2 hours of search 
and the first 100 pages are provided free). 

If the billable cost to
process a request is $15

or less, then we automatically 
waive the fee.



What Constitutes an Agency Record for 

FOIA Purposes?

"Agency records" are those created or 
received in the course of conducting agency 
business, including paper, electronic or 
other physical forms.  They include reports, 
letters, photographs, recordings, e-mails, 
etc.

. 
A record must exist and be in the possession and

control of the agency before it is considered for release.



The following are NOT considered 
agency records

Objects (furniture, wall paintings, etc) 

Nontangibles (an individual's memory or oral communications) 

Personal records of an individual that are:
- Maintained for the convenience of the employee AND
- Not subject to record retention and disposal rules. 

Private material brought into the agency for employee's reference.  

Notes created by supervisors and other employees provided they are:
- Not filed with official records; and
- Not shared with other employees; and
- Not required by law, regulation or custom to be created; and
- Not used in the decisionmaking process. 



Possession and Control

A record must be under your possession and 
control before it may be released.  A record is in 
your "possession" if you have it in official files.  A 
record is under your "control" if you created it, had 
it created under contract, or if the record is 
considered to be "owned" by your activity, by law, 
or regulation.



Do we give a FOIA requester 
everything he asks for?

Sometimes we have to issue full or partial denials.  
The FOIA lists nine categories of information that 
may be withheld from the public.  These nine 
categories are referred to as “exemptions.”  
Whenever something is redacted (withheld) from a 
document, we are required to tell the requester 
why we are withholding the information, which of 
the exemptions apply, and how to file an appeal.



FOIA EXEMPTIONS

Invoking a FOIA Exemption. The decision to withhold 
a document from a FOIA requester is not made until 
after receipt of the request and after the search has 
been completed.  At that point, someone must review 
the stack of requested documents to determine if any of 
the 9 FOIA exemptions apply.  If so, the exempt material 
is deleted from the requester's copy. Otherwise, a full 
release is made. 



FOIA EXEMPTIONS

Exemption 1, Classified Material (5 U.S.C. 552(b)(1)):  
Information that is currently and properly classified under 
E.O. 12,958. 

HARM: Injure the interests of national defense.

Exemption 2, Internal Matters (5 U.S.C. 552(b)(2)).
HARM:  Release could allow someone to circumvent, frustrate, or 

render ineffective laws, statutes, or agency regulations.

Exemption 3, Information prohibited from release by Federal 
statute (5 U.S.C. 552(b)(3)).  HARM:  Release would violate 
Federal law.  Some laws set both criminal and civil penalties for 
wrongfully disclosing information to one not entitled to receive it.



MORE FOIA EXEMPTIONS

Exemption 4, Trade Secret, Commercial, and Financial Data 
Submitted in Confidence (5 U.S.C. 552(b)(4)).  HARM:  
Release could result in competitive harm to the submitter or impair 
government’s ability to obtain necessary information in the future.  
The term “submitter” includes a wide range of entities, including 
businesses, not-for-profit organizations, state, local, and foreign 
governments, consultants, etc.  In most circumstances, we are 
required to let the submitters know we plan to publicly disclose their 
information and provide them with an opportunity to comment on or 
formally bar disclosure through the courts.  



MORE FOIA EXEMPTIONS

Exemption 5, Government Privileged Information (5 U.S.C. 
552(b)(5)). Information that would not be disclosable in 
litigation.  This exemption covers all documents immune from civil 
discovery, the formal process by which litigants obtain information 
from each other for use in litigation.  There are multiple discovery 
privileges; however, the most widely claimed are the deliberative 
process, attorney-client, attorney work product, and government 
commercial.  HARM:  Release could stifle open and honest 
communication within the agency; interfere with adversarial trial 
processes; or interfere with the procurement process by 
prematurely disclosing government costs, estimates, etc. 



MORE FOIA EXEMPTIONS

Exemption 6, Personal Privacy (5 U.S.C. 552(b)(6)).  
HARM:  Release could constitute a clearly unwarranted invasion to an 

individual’s privacy.

Exemption 7, Records compiled for law enforcement purposes 
(5 U.S.C. 552(b)(7)).  This exemption has 6 separate prongs, as 
follows:  

5 U.S.C. 552(b)(7)(A) – Interference. HARM:  Release could 
interfere with enforcement proceedings.  So long as the 
investigation or final agency decision on the investigation is 
pending, this prong protects the entire investigative file.  This 
exemption expires when the investigation is complete and the 
agency's action has been decided.



MORE FOIA EXEMPTIONS

5 U.S.C. 552(b)(7)(B) – Fair Trial.  HARM:  Release could create prejudicial 
pretrial publicity that could deprive a person of a right to a fair trial or 
impartial adjudication.  

5 U.S.C. 552(b)(7)(C) – Personal Privacy.  HARM:  Release could constitute an 
unwarranted invasion of personal privacy.  This exemption is applied to 
the names and identifying details of investigators, suspects, witnesses, 
sources, and persons casually mentioned in law enforcement records. 
There is a strong interest in protecting individuals from being associated 
with alleged criminal activity.  Despite the similarities in language with 
FOIA Exemption 6, Exemption (7)(C) is much broader. 

5 U.S.C. 552(b)(7)(D) – Confidential Sources.  HARM:  Release could disclose 
the identity of a source, including a State, local or foreign agency who 
furnished information on a confidential basis.  Source names are protected 
to prevent retaliation against sources and to ensure that witnesses 
continue to be willing to talk to investigators. 



MORE FOIA EXEMPTIONS

5 U.S.C. 552(b)(7)(E) – Investigative Techniques and 
Procedures.  HARM:  Release would allow people to break the law 
and go undetected.  Examples of data appropriate for withholding 
would be the location of hidden cameras, methods by which 
investigators verify statements, procedures for detecting criminals, 
etc.  

5 U.S.C. 552(b)(7)(F) – Physical Safety. HARM:  This exemption 
allows the withholding of information necessary to protect the 
physical safety of a wide range of individuals and is appropriately 
applied when a requester has threatened individuals in the past.  
While this exemption is similar to Exemption (7)(C), it is 
considerably broader.  So long as there is a reasonable likelihood of 
disclosure risking physical harm to any individual, the person's name 
and identifying data may be withheld. 



MORE FOIA EXEMPTIONS

5 U.S.C. 552(b)(8) – Banking Information 
HARM:  Release would allow harm the regulation of 

supervision of financial institutions.

5 U.S.C. 552(b)(9) – Geological/Geophysical 
Information

HARM:  This exemption allows the withholding of 
information regarding maps, concerning wells.  Often 
referred to as the EXXON exemption.



REASONABLY SEGREGABLE

 FOIA IS NOT AN ALL OR NOTHING 
STATUTE

 IT REQUIRES AGENCIES TO RELEASE ALL 
REASONABLY SEGREGABLE 
INFORMATION



Appeals

Any response deemed “adverse” may be appealed.

Appeals are to be directed to the appellate 
authority (SAF/GCA).  NOTE: AFLOA/JACL 
process appeal/litigation for SAF/GCA.

Once an appeal is received, the Initial Denial 
Authority (IDA) will be asked to provide the case 
file.



A “No Record” Denial

Although the Oglesby decision (Oglesby v. 
Department of the Army, 920 F. 2d 57 (D.C. 
Cir 1990)) established the requirement to 
treat a no record finding as an adverse 
action, responses do not have to be signed 
by an IDA, but the requester must be 
apprised of the right to appeal the adequacy 
of search.



FOIA FEES AND PERFECTED 
REQUESTS

 A SEPARATE DOD TRAINING PROGRAM 
ENTITLED “A DOD “NUTS AND BOLTS 
SESSION FOR FOIA OFFICERS” WILL 
FOCUS ON FOIA FEES AND WHAT IS A 
PROPERLY FILED OR PERFECTED FOIA 
REQUEST.



Electronic FOIA Websites

Under subsection (a)(2) of the FOIA, agencies must make four 
distinct categories of records affirmatively available for "public 
inspection and copying.“  These so-called "reading room" 
records consist of:

(1) "final opinions [and] . . . orders" rendered in the adjudication

of administrative cases; 

(2)  specific agency policy statements;

(3)  certain administrative staff manuals; and,

(4) as of March 31, 1997, records disclosed in response to a FOIA

request that "the agency determines have become or are   

likely to become the subject of subsequent requests for  

substantially the same records.”  

The FOIA now requires that these records made available electronically 
as well as in paper format.  AF accomplishes electronic availability 
through its FOIA website. 



SUMMARY

 ANY PERSON – ANY REASON CAN SEEK ACCESS TO AGENCY 
RECORDS

 RESPONSE MADE WITHIN 20 WORKING DAYS

 CAN NEGOTIATE INFORMAL EXTENSION OR SEEK FORMAL 
EXTENSION OF TIME LIMITS

 THERE ARE 9 EXEMPTIONS THAT ALLOW FOR THE PROTECTION 
OF INFORMATION IN WHOLE OR IN PART

 MUST PROVIDE ALL REASONABLY SEGRGABLE INFORMATION

 MUST IDENTIFY INFORMATION WITHHELD

 DENIALS REQUIRE NOTIFICATION OF APPEAL RIGHTS

 FEES MUST BE RESOLVED BEFORE PROCESSING COMMENCES

 INDIVIDUAL CAN FILE AN APPEAL/LITIGATE



Privacy Act vs. FOIA

Exemptions: Both statutes have their own unique 
exemptions that you may be required to apply.

Time Limits: 20 days from date of receipt for FOIA and 
Privacy Act access requests; 30 days from date of 
receipt for Privacy Act amendment requests.

Appeal Rights: Both statutes have provisions that allow 
the requester to appeal any decision you make.  Appeals 
must be filed within 60 calendar days from the date of 
your denial letter.



• Maintain a file of FOIA policy documents.  Destroy only when 
superseded.  

• Do not release or deny a record you did not create.  Instead, 
refer it to the creating agency.  

• Records placed in a Federal Records Center for storage are 
subject to FOIA.  Recall as necessary.

• Before issuing a “no record” denial claiming the records have 
been destroyed, check the Records Disposition Guide.

• If you receive requests for your FOIA log, delete the names of 
Privacy Act requesters.  Cite (b)(6).

Miscellaneous Do’s and Don'ts



• Destroy FOIA records on time
- Denials – Retain for 6 years.
- All other cases – Retain for 2 years.
- Logs – Retain for 6 years after last entry.
- Feeder Reports – Retain for 2 years.  
- Policies  – Destroy when superseded.  

• Don’t deny a record under the Privacy Act unless a FOIA exemption 
also applies.  Cite both FOIA and Privacy exemptions.

• Bill where fees are involved.  Do not waive fees unless justified or 
they fall within the automatic waiver threshold.

• Include appeal rights on all adverse determinations, including  fee 
denials, category refusals, etc.

Miscellaneous Do’s and Don'ts



FINAL THOUGHT

 ENJOY YOUR JOB BY:

 PUTTING THE FUN IN FOIA!

 NETWORKING WITH YOUR COLLEAGUES



I n t e g r i t y  - S e r v i c e  - E x c e l l e n c e

Headquarters U.S. Air Force

1

Air Force Freedom of 
Information Act Training 



I n t e g r i t y  - S e r v i c e  - E x c e l l e n c e2

Purpose

This guide is designed to assist monitors in understanding the Freedom of 
Information Act (FOIA) and the Privacy Act (PA) Programs. It further 
explains the monitor’s responsibilities in processing requests for 
information and develops job-level competence with its references and 
explanations. The monitor is responsible to stay current with changes and 
supplements as they are published. This handout has been developed so 
that comments or changes can be added to it.



I n t e g r i t y  - S e r v i c e  - E x c e l l e n c e3

Introduction

 Protecting information is everyone’s business

 All government information must be protected, from inception to 
authorized release (or destruction)

 All government information must be properly secured



I n t e g r i t y  - S e r v i c e  - E x c e l l e n c e

 Governing Directives:
 DoD Regulation 5400.7, Freedom of Information Act Program
 Air Force Supplement to DoD Regulation 5400.7

Directives

4



I n t e g r i t y  - S e r v i c e  - E x c e l l e n c e

Executive Branch

 FOIA applies to records maintained by the Executive Branch of 
the government, including the Executive Office of the President

5

Secretary
Of State

Treasurer Governor Lieutenant 
Governor

Comptroller Attorney
General

State Board 
of Elections

Bureau of 
the Budget

Education Civil Administrative 
Code Departments

Department 
of Military 

Affairs

Other Agencies, 
Boards & Authorities



I n t e g r i t y  - S e r v i c e  - E x c e l l e n c e6

FOIA Request



I n t e g r i t y  - S e r v i c e  - E x c e l l e n c e

FOIA Request?

 What is a FOIA Request?
 A FOIA request is a written request for DoD records that 

reasonably describe(s) the record(s) sought

7



I n t e g r i t y  - S e r v i c e  - E x c e l l e n c e

 When a request is received for a record that was obtained from a non-
US government source, or for a record that contains information 
provided by a non-US government source, the source must be 
contacted and given an opportunity to comment on disclosure of their 
information

Request

8



I n t e g r i t y  - S e r v i c e  - E x c e l l e n c e

Who Can Request

 FOIA provides that any person (US or foreign) has a right, enforceable 
in court, of access to federal agency records unless an exemption 
applies or the requester is a Federal Agency or a fugitive from the law, 
that implicitly invokes the FOIA

9



I n t e g r i t y  - S e r v i c e  - E x c e l l e n c e

Withheld from Public 
Disclosure

 Records that meet the criteria of the FOIA may 
be withheld from public disclosure if they meet 
the criteria outlines in the 9 exemptions of the 
Act:

1. Classified information
2. Internal Personnel Rules and Practices
3. Information Specifically Exempted by 

Other Statute
4. Trade Secrets, Commercial or Financial 

Information
5. Privileged Interagency or Intra-Agency 

Memoranda or Letters
6. Personal Information Affecting an 

Individual’s Privacy
7. Records Complied for Law Enforcement 

Purposes
8. Records of Financial Institutions
9. Geographical and Geophysical Information 

Concerning Wells

10



I n t e g r i t y  - S e r v i c e  - E x c e l l e n c e11

Agency Record for FOIA 
Purposes? 

"Agency records" are those created or received in the course of 
conducting agency business, including paper, electronic or other 
physical forms.  They include reports, letters, photographs, recordings, 
e-mails, etc.

A record must exist and be in the possession and
control of the agency before it is considered for release.



I n t e g r i t y  - S e r v i c e  - E x c e l l e n c e12

FOIA PROCESS



I n t e g r i t y  - S e r v i c e  - E x c e l l e n c e

Receiving Request

 FOIA requests may be received using several methods: 
postal service, by facsimile or electronically (E-mail) and 
MUST include a postal mailing address

 When not commingled with classified, send via first-
class main or parcel post

 Electronic transmission and facsimile transmitted 
messages containing FOUO shall be marked 
appropriately.  Place “FOUO” before the beginning of 
the text

13



I n t e g r i t y  - S e r v i c e  - E x c e l l e n c e

FOIA Managers

 Log in requests, assign numbers, and task OPRs

 Ensure correctness of FOIA actions, controls and 
processes requests, obtains recommendations from 
OPRs, prepares responses to requesters on 
releases, determines one of three tracking systems, 
approves requests for expedited processing, 
approves or denies fee wavier request, collects fees, 
submits report

14



I n t e g r i t y  - S e r v i c e  - E x c e l l e n c e

Time Limits

 When a member of the public complies with procedures 
established, components shall endeavor to provide final response 
determination within the statutory 20 working days.

 The time frame may be extended for an additional 10 working days 
with the consent of the requester in unusual circumstances when 
an agency needs to:
 Search for and collect records from separate field offices
 Consult with another agency or agency component
 Examine a voluminous amount of records

 If more than 10 working days, contact the requester to give them 
an opportunity to modify the request, narrow the scope of the 
request, and/or arrange an alternative time frame.

 The requesters has 10 working days to respond to notice

15



I n t e g r i t y  - S e r v i c e  - E x c e l l e n c e

Tracking System

 Requests are placed in three tracking systems:
 Simple requests are those that can be answered within 

20 days
 Complex requests are those that require substantial time 

to process, i.e., large volume of records, numerous 
organizations must be tasked, etc.

 Expedited requests are those where the requester 
demonstrates a compelling need for an immediate 
response

16



I n t e g r i t y  - S e r v i c e  - E x c e l l e n c e

Tracking Different Type of 
Requests

 FOIA Request – there is no change. 

 Privacy (P) – no longer count “pure” privacy act requests as FOIA 
requests.  

 Litigation (L) – a FOIA case, either initial or appeal that ends up in 
litigation while the case is still open, you should administratively close 
the case and close this as an “other” reason, and the reason is 
litigation. 

 Consult (C) – are instances where another agency or DoD Component 
sends you documents for review, and you send the documents back to 
the originating agency for response directly to the requester.

 All four will have their own numbers for initial requests, closures, 
backlogs, etc.

17



I n t e g r i t y  - S e r v i c e  - E x c e l l e n c e

Reading Room

 5 U.S.C. 552(a)(2)(A-C) requires federal agencies to provide access to 
certain records in virtual or physical reading rooms.

 The following reading room records must be available for inspection 
and copying:
 Final opinions
 Statements of policy and interpretations adopted by the agency 

and not publish in the Federal Register
 Administrative staff manuals/instructions that affect the public
 Frequently requested records
 Fully released records
 All documents for the reading room should be sent to  

foia.readingroom@pentagon.af.mil for posting

18



I n t e g r i t y  - S e r v i c e  - E x c e l l e n c e

Checkpoint 1

 Requester must show “Compelling Need” for Expedited (10-day) 
treatment.

 Make sure you have proper return address?
 Some requesters provide only an email address.  You may need a 

ground address if –
 The records can’t be produced electronically.
 You will be relaying personal data to first-party requesters.

If you need a street address, do not delay processing.  Instead, ask the 
requester to supply a ground address while the search is underway.

19



I n t e g r i t y  - S e r v i c e  - E x c e l l e n c e

Referrals

 DoD referral policy is based upon the concept of the 
originator of a record makes the release determination

 If an agency has documents in their files that originated at 
another federal government agency, those documents will 
be referred to the FOIA office at the originating agency for 
release determination

20



I n t e g r i t y  - S e r v i c e  - E x c e l l e n c e

Initial Denial Authority 

 Initial Denial Authority (IDA)
 An official who has been granted authority by the head of a DoD 

component to withhold records requested under the FOIA for one 
or more of the 9 exemptions of the FOIA

 Only IDAs may deny records

 IDAs are deputy chiefs of staff and chiefs of comparable offices or 
higher at HQ USAF, SAF and MAJCOM commanders

21



I n t e g r i t y  - S e r v i c e  - E x c e l l e n c e

Disclosure Authority

 The disclosure authority makes final decisions on 
releasing records at their level within the time limits

 Normally disclosure authorities are division chiefs or 
higher at Air Staff level.  MAJCOMs will designate their 
disclosure authority levels

22



I n t e g r i t y  - S e r v i c e  - E x c e l l e n c e

Appeals

 A requester can appeal:

 A fee category determination

 Request for waiver of fees

 Request for expedited processing

 No record responses

 Failure to meet time limits

 Denial/partial denial of information

 Any response which the requester considers to be an adverse 
action

 Appeals must be submitted within 60 calendar days of receiving a 
response

23



I n t e g r i t y  - S e r v i c e  - E x c e l l e n c e

Checkpoint 2

 Description Standard –
The description must be sufficient to enable a professional employee 
familiar with the subject area to locate the record with a “reasonable 
amount of effort.”

 Testing the Description – 2 Step Process:
 Preliminary Test:  Does the description appear adequate to you?  

If so, the search process may begin.

 Acid Test:  Is the description sufficient for the searching office?  
That office may need to return the request to you if they need 
additional data to conduct the search.

A voluminous request does not mean it is poorly described!

24



I n t e g r i t y  - S e r v i c e  - E x c e l l e n c e25

Checkpoint 3

 File Related Details
 What type of record it is?  (contract, report, memo, etc.)
 What is the topic of the record? (Project Nomad, facility 

inspection)
 Who originated it? (office, person, agency)
 When was it created? (Date or general time frame)

 Event Related Details
 What events caused the record to be created?

 Any Other Details Needed To –
 Identify the office to be searched
 Find the records



I n t e g r i t y  - S e r v i c e  - E x c e l l e n c e26

FOIA EXEMPTIONS



I n t e g r i t y  - S e r v i c e  - E x c e l l e n c e

Exemption 1

 Protects National Security Information concerning the national defense or foreign 
policy, provided that it has been properly classified under Executive Order 12.958, as 
amended (signed by the President on March 25, 2003).

 Agency may not classify information unless “its disclosure reasonably could be 
expected to cause damage to the national security.”  Sec. 1.2(a)(4)

 Does not protect – Information we intended to classify, used to be classified, except as 
provided in Sec. 1.7(c), or should have been classified.

 FOIA’s (c)(3) Exclusion – This special records exclusion applies to certain especially 
sensitive records maintained by the Federal Bureau of Investigation, which concern 
foreign intelligence, counterintelligence or international terrorism matters.  Where the 
existence of such records is itself a classified fact, the FBI may, so long as the 
existence of the records remains classified, treat the records as not subject to 
requirements of the FOIA.



I n t e g r i t y  - S e r v i c e  - E x c e l l e n c e

Exemption 2 - Low

 Protects records that are “related solely to the Internal Personnel 
Rules and Practices of an agency.”

■ The material withheld should satisfy the threshold test as personnel rule 
or internal practice of the agency

■ If material relates to trivial administrative matters of no public interest, it 
may be withheld under Low 2.

■ If there exists a legitimate public interest, the material should be 
released unless the government can show that disclosure would risk 
circumvention of law or regulations

 Example of LOW 2 material from court decisions – Information symbol 
numbers, file numbers, internal office rules and other trivial matters

 Example of material NOT to be protected by LOW 2 – Policy evaluations, 
disciplinary actions against employees, standards of employee conduct, 
grievance procedures



I n t e g r i t y  - S e r v i c e  - E x c e l l e n c e

Exemption 2 - High

 Public interest is irrelevant in High 2 matters.  The concern is 
that “disclosure should not benefit those attempting to violate the 
law and avoid detection.”

 Records must not “regulate activities among members of the 
public.”  Exemption 2 should never be used to create secret 
laws.  

■ Document must be “predominately internal,” and
■ Disclosure must “significantly risk circumvention” of a legal 

requirement
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Exemption 3

 Incorporates the various nondisclosure provisions that are contained in Other 
Federal Statutes. See 5.U.S.C. § 552(b)(3).

 Statute must require that the matters be withheld from the public in such a 
manner as to leave no discretion on the issue, or

 Census Act prohibits release of any identifying information collected 
during the national census.  No discretion was granted to the agency.

 Civil Rights Act of 1964 prohibits release of information concerning 
matters presently before the EEOC.  No discretion was granted to the 
agency

 Establish particular criteria for withholding or refers to particular types of matters 
to be withheld.

 Patent Statute prohibits disclosure of pending patent applications.  Some 
discretion to agency

 National Security Act – prohibits disclosure of intelligence sources and 
methods.  Some discretion to agency.          
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Exemption 4

 Protects Trade Secrets and Commercial or Financial Information obtained from a person 
which is privileged or confidential.  See 552 U.S.C. § 552(b)(4).

 “Trade Secret” is defined broadly to encompass any process or device for continuous use in 
the operation of a business.

 Commercial or Financial Information – relates to or deals with business or commerce

 Obtained from a person – this includes most entities (corporations, state governments, 
agencies of foreign governments), BUT NOT the U.S. government.  This also includes 
information obtained from a nonprofit organization

 Privileged – refers to the general civil discovery privileges

 Confidential – If the submission was 

 VOLUNTARY, then agency should apply the “customary treatment” test. Would the 
submitter routinely release this information to the public?  

 REQUIRED, then a required submission means that the submitter must submit the 
information to enjoy the benefits of participation in the government contract or 
program
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Exemption 4 (Cont’d)

 If the submission was required, then the information may be withheld 
if disclosure could reasonably be expected to cause one of the 
following harms:

 Harm to the Government (the Impairment Prong)

 Harm to the Submitter (the Competitive Harm Prong)

 Hard to Other Governmental/Private Interest

 Submitter Notice – Executive Order 12,600 – Agency must 
notify the submitter of the request and allow it to file objections 
to release of the information.  If the submitter wants the 
information to be protected it must submit detailed reasons 
why disclosure would be harmful.  The agency will then 
determine whether the harm shown is sufficient to support 
withholding the information pursuant to Exemptions 4.
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Exemption 5

Protects “inter-agency or intra-agency memorandums or letters which 
would not be available by law to a party other than an agency in litigation 
with the agency.”

Three most frequently invoked privileges
Deliberative Process Privilege – agencies must show that the 

communication was predecisional and deliberative
Attorney Work-Product Privilege – protects material prepared by, or at 

the direction of, an attorney in reasonable anticipation of litigation. The 
privilege sweeps broadly in several respects.  The privilege is not 
limited to civil proceedings, but rather extends to administrative 
proceedings and to criminal matters.

Attorney-Client Privilege – protects “confidential communications 
between an attorney and his client relating to a legal matter for which 
the client has sought professional advice.  Unlike the attorney work-
product privilege, the attorney-client privilege is not limited to the 
context of litigation.
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Exemption 5 (Cont’d)
 Three Policy Purposes for the Privilege

 To encourage open, frank discussions on matters of policy between 
subordinates and superiors;

 To protect against premature disclosure of proposed policies before they 
are finally adopted; and

 To protect against public confusion that might result from   premature 
disclosure

 Predecisional or Postdecisional

 Is the document a “final opinion” intended to establish a rule or policy that 
will affect members of the public?

 Did the agency or official have the legal authority to make             such a 
decision?

 Did the deliberation flow from a subordinate to a superior official?
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Exemption 5 (Cont’d)

 Agencies may withhold factual material under two general types of 
circumstances

 Distilled Facts – when the author of a document selects specific 
facts out of a larger group of facts and this very act is 
deliberative in nature.  The act of distilling the testimony, or 
separating the significant facts from the insignificant facts, may 
constitute an exercise of judgment by agency personnel.

 Inextricably Intertwined Facts 0 When factual information is so 
inextricably connected to the deliberative material that its 
disclosure would expose or cause harm to the agency’s 
deliberations.  If revealing factual information is tantamount to 
revealing the agency’s deliberations, then the facts may be 
withheld.
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Exemption 6 & 7(C)

 Personal [Individual] Privacy  
 Exemption 6 – protects information that “would constitute a clearly 

unwarranted invasion” of privacy.  Congress made the standard “clearly 
unwarranted invasion” in recognition of the fact that most non law 
enforcement files are not that sensitive.

 Exemption 7(C) – protects information that “could reasonably be expected 
to constitute an unwarranted invasion of privacy.  Information about a third 
party in a law enforcement file is handled with greater sensitivity.  Congress 
presumed that the release of this information in non law enforcement files.

 Threshold Test
 Exemption 6, is clearly intended to protect information about individuals 

maintained within “personnel and medical and similar files.
 Exemption 7 may only protect “records or information compiled for law 

enforcement purposes,”  and only to the extent that release could be 
expected to cause one of the harms outlined in the subparts of the 
exemption.
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Exemption 7

 Exemption  7(A) – Protecting Investigation 

 Allows agencies to withhold information compiled for law 
enforcement purposes if disclosure “could reasonably be expected 
to interfere with enforcement proceedings.” 

 Two-Step Analysis
 Is the law enforcement proceeding pending/prospective?
 Could the release reasonably be expected to cause some 

articulable harm? 

 Relation to (c)(1) Exclusion – If releasing the fact that an 
enforcement proceeding exists could reasonably be expected to 
interfere, and the requester is not yet aware of the proceeding, 
then (c)(1) allows the agency to treat the records as if they were 
outside the FOIA and claim “no records.”
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Exemption 7 (Cont’d)

 Exemption  7(B) – Protecting Subject 
 Allows agencies to withhold information compiled for law enforcement 

purposes if disclosure “would deprive a person of a right to a fair trial or 
an impartial adjudication.”

 Exemption 7(D) – Confidential Informants
 Allows agencies to withhold information compiled for law enforcement 

purposes if disclosure [FIRST CLAUSE] “could reasonably be expected 
to disclose the identify of a confidential source, including a State, local, 
or foreign agency or authority or any private institution which furnished 
information on a confidential basis, and, [SECOND CLAUSE] in the case 
of a record or information compiled by a criminal law enforcement 
authority in the course of a criminal investigation, or by an agency 
conducting a lawful national security intelligence investigation, 
information furnished by a confidential source”
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Exemption 7 (Cont’d)

 Exemption  7(E) – Techniques, Procedures, and Guidelines 

 Allows agencies to withhold information compiled for law 
enforcement purposes if disclosure “would disclose techniques 
and procedures for law enforcement investigations or 
prosecutions, or would disclose guidelines for law enforcement 
investigations or prosecutions if such disclosure could reasonably 
be expected to risk circumvention of the law. 

 Exemption 7(F) – Physical Safety
 Allows agencies to withhold information that “could reasonably be 

expected to endanger the life or physical safety of any individual.”
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Exemption 8

 Exemption 8 – Financial Institutions

 Protects matters that are “contained in or related to examination, 
operating, or condition reports prepared by, on behalf of, or for 
the use of an agency responsible for the regulation or supervision 
of financial institutions.”
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Exemption 9

Exemption 9 – Geological/Geophysical Data

Protects “geological and geophysical information and 
data, including maps, concerning wells.”
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PRIVACY ACT EXEMPTIONS
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Invoking a Privacy Act 
Exemption

 The decision to withhold a document from a Privacy Act requester is 
made long before a request is every received.  It is made at the time 
the system of records notice and exemption rule are being developed.  
The “Exemptions Claimed for this System” paragraph of the notice 
states exactly which Privacy Act exemptions the agency intends to 
invoke when a request is received.  If no exemption are claimed for 
the system, a full release must generally be made.

 Exceptions:  If the information is classified.  DoD has a blanket (k)(1) 
exemption for all its systems.

 If the information was compiled in anticipation of litigation, under (d)(5) 
that information can be withheld.
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Privacy Act Exemptions

 The PA system of records notice identified whether or not all or part of 
the records contained in the systems notice qualify for withholding.

 The Privacy Act Exemptions that are allowed to be claimed are 
addressed in the systems notice.

 The agency must publish its intentions to invoke an exemption 
beforehand.  This takes the form of an “Exemption Rule” that is 
published in the Federal Register and codified in the activity’s formal 
Privacy Act rules.  It is also published in the Exemption Clause of the 
governing system notice.

44



I n t e g r i t y  - S e r v i c e  - E x c e l l e n c e

Privacy Act Exemption (Cont’d)

 The Privacy Act exemptions are found in 3 sections of 5 U.S.C. 
552a:

 The General Exemptions in Subsection (j).  These exemptions may 
only be claimed in certain agencies.  While DLA never cites these, 
here they are for information:

 (j)(1) records maintained by the Central Intelligence Agency.

 (j)(2) records maintain by an agency that perfor4ms as its 
principal function any activity pertaining to the enforcement of 
criminal laws.
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Privacy Act Exemption (Cont’d)

 The Specific Exemptions in Subsection (k):
 (k)(1) Classified records

 (k)(2) Investigatory material compiled for law enforcement 
purposes, other than material within the scope of subsection (j)(2):  
Provided, however, That if any individual is denied any right, 
privilege, or benefit that he would otherwise be entitled by Federal 
law, or for which he would otherwise be eligible, as a result of the 
maintenance of such material, such material shall be provided to 
such individual, except to the extent that the disclosure of such 
material would reveal the identity of a source who furnished 
information to the Government under an express promise that the 
identify of the source would be held in confidence, or, prior to the 
effective date of this section, under an implied promise that the 
identity of the source would be held in confidence.
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Privacy Act Exemption (Cont’d)

 (k)(3) Material involved with protection of the President or other 
individuals per 18 U.S.C. 3056.

 (k)(4) Required by statute to be maintained and used solely as 
statistical records.

 (k)(5) Investigatory material complied solely for determining 
suitability, eligibility, or qualifications for Federal civilian 
employment, military service, Federal contracts, or access to 
classified information, but only to the extent that the disclosure of 
such material would reveal the identity of a source who furnished 
information to the Government under an express promise that the 
identity of the source would be held in confidence, or, prior to the 
effective date of this section, under an implied promise that the 
identity of the source would be held in confidence.
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Privacy Act Exemption (Cont’d)

 (k)(6) Testing or examination material used solely to determine 
individual qualifications for appointment or promotion in the Federal 
service the disclosure of which would compromise the objectivity of 
fairness of the testing or examination process.

 (k)(7) Evaluation material used to determine potential for promotion in 
the armed services, but only to the extent that the disclosure of the 
material would reveal the identity of the source who furnished 
information to the Government under an express promise that the 
identity of the source would be held in confidence, or, prior to the 
effective date of this section, under an implied promise that the identity 
of the source would be held in confidence.

 Subsection (d)(5):  This section allows withholding of material 
compiled in reasonable anticipation of civil action or proceeding.
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Privacy / FOIA Request

 Applying the correct set of rules
 Apply Privacy Act Rules (DoD 5400.11R) to those records that are 

…
 Retrieved by personal identifier
 Filed within a Privacy Act system.

 Apply FOIA Rules (DoD 5400.7-R) to those records that are …
 Retrieved by Non-Personal Identifier; e.g.,

 Project Name
 Date
 Geographic Location

 Not Covered by an Existing Privacy Act System Notice.
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Privacy Act vs. FOIA 

 Give Privacy Act requesters the benefits of Privacy and FOIA

 Apply the Privacy Act Right of Review
 Allow Privacy requester to review his record unless it is filed in an 

exempt system

 Time to Respond
 Acknowledge within 10 working days

 Fees
 Apply the lesser of the Privacy or FOIA fees
 If fees will be assessed, apply the FOIA $20 waiver rule
Do not deny access under a Privacy (k) exemption unless the exempt 

portion is also covered by a FOIA exemption
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Privacy Act vs. FOIA

 Exemptions – Both statutes have their own unique exemptions 
that you may be required to apply.

 Time Limits – 20 days from date of receipt for FOIA and Privacy 
Act access requests; 10 days from date of receipt for Privacy Act 
amendment requests.

 Appeal Rights – Both statutes have provisions that allow the 
requester to appeal any decision you make.  Appeals must be 
filed within 60 calendar days from the date of your denial letter.
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FOIA FEES
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Fees

 Requesters must indicate a willingness to pay fees associated with 
processing the request.  There are three fee categories:

 Commercial:  Pay all search, review and duplication costs

 Educational or noncommercial scientific institution; or news media:  
Pay duplication charges only in excess of 100 pages

 All Others:  Pay duplication and search costs if more than 2 hours 
or search or 100 pages of records
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Checkpoint 4

 Why Categorize?

 The category determines how you will bill.

 Your determination must agree with requester’s self-placement.

 What if the Requester Does Not Specify his Category?

 Not a problem if fees will not be assessed.

 Not a problem if he agrees to pay “all billable charges”

 If fees will be an issue, let him know you will be billing and the category 
you have assigned.

 What are the Different Categories?

 Educational, Scientific, and News Media (Most Preferred Category)

 Commercial (Least Preferred Category)

 All Others
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Checkpoint 5

 Educational
 Universities and public and private schools at all levels.

Students normally fall under “All Other.”

 Noncommercial Scientific
 Entity operated solely for conducting scientific research.
 Entity does not intend to promote one industry over another.

 Media
 Entity that actively gathers news for general public dissemination.
 “News” – current events or of potential public interest.
 Newspapers, TV/radio stations, freelance journalists, authors.

 Attorneys Representing These Entities

55



I n t e g r i t y  - S e r v i c e  - E x c e l l e n c e

Checkpoint 6

 Commercial Users

 Businesses & Commercial Enterprises

 Data Brokers, Information Marketers

 Attorneys Representing these Entities

 All Other Users

 Individuals who fit in no other category.

 Individuals acting in a personal, not commercial, capacity.

 Examples:  The general public, employees, students, employee 
unions.

 Attorneys representing these individuals.
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Checkpoint 7

 Do You Have a Justification for Fee Waiver?
 In some circumstances, you may grant a full or partial fee waiver 

when requested.
 Waivers are decided on a case-by-case basis.
 The general public must be the primary beneficiary
 The requester must give you sufficient details to allow you to judge 

the merits of waiver.

TIP:  Indigence is not a basis for waiver!

 Requester’s justification for waiver must specifically address the 5 
questions on the next chart.
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Checkpoint 8

 Ask the requester to justify his request by addressing each of the 5 
areas below.  The justification must show –

1) How the records concern operations or activities of the 
government.

2) How the disclose able portions are meaningfully informative on 
government operations.

3) How disclosure will contribute to the understanding of the public 
at large, as opposed to the requester or a narrow segment of 
persons.

4) How disclosure will contribute significantly to public 
understanding of government operations or activities.

5) What his commercial interests are in disclosure and how he will 
actively disseminate the information to the general public.
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Category Disagreements

 If a requester asks to be placed in a non-commercial category and you 
disagree, as for details.
 What is his purpose in making the request?
 How will he use the data?
 What are his media, scientific, or educational credentials?

 After evaluating the requester’s statement, tell him what category you 
assigned and why.  If your decision is adverse, provide the right of 
appeal.

Remember – Category placement is only an issue if fees will accrue!
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Checkpoint 9

 For Requesters in Arrears:
 Demand payment of the debt along with any accrued 

interest.
 Advise that the current request will not be processed 

until the debt is settled.
 Ask for advance payment for the current request.
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Tip Sheet

 Determining Requester Category
 The requester’s self-placement statement.
 The letterhead used.

 A request may be handwritten on lined tablet paper and still 
qualify as media or commercial!

 The stated purpose in making the request.

Never ask a requester why he filed a request unless fees and/or 
category placement are an issue!

 The type of record requested.
 Would the record further the commercial, trade, or profit interest of 

the requester?
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Office of Primary Responsibility 

 Office of Primary Responsibility (OPR)
 The OPR is responsible for providing the requested 

records and marking portions to be withheld

 They must also provide written recommendations to the 
disclosure authority and obtain a legal review
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Key Concerns of FOIA

 That disclosure be the general rule; NOT the exception

 That all individuals have equal rights of access

 That the burden is on the government by justify 
withholding the document, not on the person requesting it

 That individuals denied access to documents have a right 
to seek injunctive relief in court
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FOIA & You

 THIS PROGRAM AFFECTS YOU EVERY DAY!  Every 
record you generate is subject to release to the public 
under the FOIA or Privacy Act Program

 E-mail messages written back and forth between offices 
may end up in a FOIA package –use discretion when 
including personal opinions – stick to the facts
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Properly Filed

 Everybody has a Duty!
 Requesters have a duty to follow our published FOIA rules
 You have a duty to act promptly on all requests

 Clarification, Please!
 Before launching a search, you must know

 What are we looking for?
 How fast do we have to find it?
 Will we be billing, and, if so, what services will we charge for?

 Failure to resolve problems at the onset can be a source of conflict, 
cause delays, and result in an appeal

 We’re All in Agreement!
 With good communication, your requester will know what he is being 

billed for and the maximum amount you will bill.  The goal is to avoid 
surprises for your and your requester!
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Properly Filed Means … 
 You have a good description of the records requested
 You and the requester are in agreement as to his category
 Requester has provided a fee statement
 Fee waiver request has been justified
 Requester does not owe for a previous request
 Expedited treatment request has been justified
 You have proper return address
 You have verified the requester’s identity for an first-party request
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Checkpoint 10

 Federal employees are not authorized to file requests using
 Federal agency letterhead.
 Federal postage.

While Federal employees may invoke the FOIA in their capacity as 
individuals, the Federal government may not.  Official requests for 
data needed to perform an agency function must be sent through 

proper channels, not FOIA.

 Employee must provide a personal address for your reply.

Mail addressed to a Federal agency is considered official agency mail 
and may be treated as such.  Since official mail may be opened by 

any authorized agency employee, home addresses or the PO Box of 
the requester should be used to forward documents and replies.
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Checkpoint 11

 Verifying the Requester’s Identity
 First-Party Request – Individual asks for his own file:

 Ask requester to provide his choice of –
 Having his request formally notarized by a Notary Public 

… or …
 Provide an Unsworn Identity Declaration Statement (28 

U.S.C. 1746).

 An Individual’s Agent, Attorney, or Representative asks for his Client’s 
File:
 Ask the requester to provide written authorization to disclose from 

the record subject.
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Declaration Statement

 Format for Unsworn Identity Declaration Statement Executed Within the 
United States and its Possessions

“I declare, under penalty of perjury that I am, in fact, (State Name), (SSN), that I currently 
reside at (Address), and that the statements made in my request are true and correct.

Executed on [Date] [Signature]   [Notarized] .”

 Format for Unsworn Identity Declaration Statement Executed Outside the
United States and its Possessions

“I declare, under penalty of perjury of the laws of the United States of American that I am, 
in fact, (State Name), that I currently reside at (Address), and that the statements made in 

my request are true and correct.

Executed on [Date] [Signature]    [Notarized]  .”

NOTE!! SSN may be omitted if you do not need it to locate the individual’s file
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Checkpoint 12

 For all “Imperfect” Requests…

 Ask the requester to supply the missing data.

 Advise you will consider the request withdrawn if a response is not 
received within 30 calendar days.

 The 20 day clock begins on the date you receive a perfected 
request.

 Should you determine midway through processing that another 
imperfection is present, stop the clock until resolved.

NOTE:  To stop the clock, the imperfection must be on the 
requester’s part, not the agency’s.

 Use telephone, E-mail, fax to expedite communications!
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FOIA Toolbox

 AF FOIA Web Page: http://www.foia.af.mil

 AF Supplement to DoD5400.7-R

 32 CFR Part 806, Air Force FOIA Program; Final Rule:
 http://a257.g.akamaitech.net/7/257/2422/01jan20071800/edocket.access.gpo.g

ov/2007/pdf/E7-6118.pdf

 DoD 5400.07, DoD FOIA Program

 DoD 540011-R, Department of Defense Privacy Program

 AFI 33-332, Privacy Act Program
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HEADQUARTERS 
AIR FORCE RESERVE

FREEDOM OF 
INFORMATION ACT
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DOD DIRECTIVE 5400.7

“IT IS THE POLICY OF THE DEPARTMENT OF 

DEFENSE TO MAKE AVAILABLE TO THE 

PUBLIC THE MAXIMUM AMOUNT OF 

INFORMATION CONCERNING ITS 

OPERATIONS AND ACTIVITIES…”
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DOD DIRECTIVE 5400.7

“THE POSSIBILITY THAT RELEASE…MAY 

CAUSE EMBARRASSMENT BY 

SUGGESTING ADMINISTRATIVE ERROR OR 

INEFFICIENCY MAY NOT BE CONSIDERED 

IN DETERMINING WHETHER IT SHOULD BE 

RELEASED…”



I n t e g r i t y  - S e r v i c e  - E x c e l l e n c e

DOD DIRECTIVE 5400.7

“A RECORD EXEMPT FROM PUBLIC DISCLOSURE 

UNDER THE EXEMPTIONS SET FORTH...SHOULD, 

NEVERTHELESS, BE MADE AVAILABLE WHEN ITS 

DISCLOSURE IS NOT INCONSISTENT WITH 

STATUTORY REQUIREMENTS…SECURITY 

CLASSIFICATION…OR WITH OTHER REQUIREMENTS 

OF LAW, AND…THAT NO SIGNIFICANT LEGITIMATE 

GOVERNMENTAL PURPOSE WOULD BE SERVED BY 

WITHOLDING THE RECORD.”
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1996 ELECTRONIC FREEDOM 
OF INFORMATION ACT

 REQUIRES THAT 5 USC 552 (a)(2) RECORDS 
CREATED AFTER NOV 1, 1996, BE MADE 
AVAILABLE TO THE PUBLIC BY COMPUTER 
TELECOMMUNCATIONS OR OTHER ELECTRONIC 
MEANS
 ESTABLISHES A NEW CATEGORY OR (a)(2) RECORDS 

(a)(2)(D), WHICH ARE RECORDS RELEASED UNDER A 
FOIA REQUEST AND WHICH MAY BECOME THE SUBJECT 
OF FUTURE FOIA REQUESTS

 REQUIRES THAT AN INDEX OF (a)(2)(D) RECORDS BE 
MADE AVAILABLE TO THE PUBLIC BY DEC 31, 1999
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1996 ELECTRONIC FREEDOM 
OF INFORMATION ACT

 DIRECTS AN AGENCY TO PROVIDE A RECORD IN 
ANY FORM OR FORMAT REQUESTED IF THE 
RECORD IS REPRODUCIBLE IN THAT FORM OR 
FORMAT.

 DIRECTS AGENCIES TO MAKE REASONABLE 
EFFORTS TO MAINTAIN ITS RECORDS IN FORMS 
OR FORMATS THAT ARE REPRODUCIBLE.

 REQUIRES AGENCIES TO SEARCH FOR RECORDS 
IN ELECTRONIC FORM, UNLESS SUCH EFFORT 
WOULD SIGNIFICANTLY INTERFERE WITH THE 
AGENCY’S AUTOMATED INFORMATION SYSTEM. 
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1996 ELECTRONIC FREEDOM 
OF INFORMATION ACT

 ESTABLISHED MULTITRACK PROCESSING BASED 
ON AMOUNT OF WORK AND/OR TIME REQUIRED.
 ALLOWS A REQUESTER WHO DOESN’T QUALIFY FOR 

THE FAST TRACK TO LIMIT THE REQUEST IN ORDER TO 
QUALIFY.

 PROVIDES FOR NEGOTIATIONS BETWEEN 
AGENCIES AND REQUESTERS TO LIMIT THE 
SCOPE OF A REQUEST SO THAT IT MAY BE 
PROCESSED WITHIN AN AGREED TIME LIMIT.

 ESTABLISHES THAT BACKLOGS ARE NOT 
EXCEPTIONAL CIRCUMSTANCES FOR DELAYS 
UNLESS AN AGENCY SHOWS REASONABLE 
PROGRESS IN REDUCING ITS BACKLOG.
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1996 ELECTRONIC FREEDOM 
OF INFORMATION ACT

 EXTENDS INITIAL REQUEST RESPONSE TIME TO 
20 WORKING DAYS.

 REQUIRES AN ESTIMATE OF AMOUNT OF 
MATERIAL DENIED UNLESS SUCH WOULD HARM 
AN INTEREST PROTECTED BY AN EXEMPTION.

 REQUIRES COMPUTER REDACTIONS BE SHOWN 
ON THE RECORD IF TECHNICALLY FEASIBLE.

 CHANGES ANNUAL REPORTING REQUIREMENTS.
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1996 ELECTRONIC FREEDOM 
OF INFORMATION ACT

 DIRECTS AGENCY TO MAKE AVAILABLE TO 
PUBLIC, REFERENCE MATERIAL OR A GUIDE FOR 
REQUESTING INFORMATION.

 ALLOWS FOR AGGREGATION OF REQUESTS BY 
THE SAME REQUESTER OR GROUP OF 
REQUESTERS IF REQUESTS ACTUALLY 
CONSTITUTE A SINGLE REQUEST BECAUSE THEY 
INVOLVE RELATED MATTERS.  MULTIPLE 
REQUESTS INVOLVED UNRELATED MATTERS 
SHALL NOT BE AGGREGATED.
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KEY CONCERNS 
OF THE FOIA

 THAT DISCLOSURE BE THE GENERAL RULE, NOT 
THE EXCEPTION.

 THAT ALL INDIVIDUALS HAVE EQUAL RIGHTS OF 
ACCESS.

 THAT THE BURDEN BE ON THE GOVERNMENT TO 
JUSTIFY THE WITHHOLDING OF A DOCUMENT, 
NOT ON THE PERSON WHO REQUESTS IT.

 THAT INDIVIDUALS DENIED ACCESS TO 
DOCUMENTS HAVE A RIGHT TO SEEK INJUCTIVE 
RELIEF IN THE COURTS.

 THAT THERE BE A CHANGE IN GOVERNMENT 
POLICY AND ATTITUDE.
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KEY PROCESSING 
ISSUES

 CONDUCT A REASONABLE FILES SEARCH BASED 
ON REQUEST.

 REVIEW  DOCUMENTS FOR REASONABLY 
SEGREABLE MATERIAL.

 APPLY “POSSESSION & CONTROL” STANDARDS 
ON NON-U.S. GOVERNMENT-ORIGINATED 
DOCUMENTS.

 ADDRESS PROCESSING COSTS AS EARLY AS 
POSSIBLE ESPECIALLY FOR PUBLIC INTEREST 
FEE WAIVERS.

 COORDINATE WITH AFRC ON INITIAL DENIALS
 HAVE A RESPONSE READY WITH 20 DAY LIMIT.
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UNUSUAL 
CIRCUMSTANCES

LOCATION

VOLUME

EXTERNAL CONSULTATION
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FOIA
EXEMPTIONS

(b)(1)
APPLIES TO INFORMATION WHICH IS CURRENTLY 
AND PROPERLY CLASSIFIED IN THE INTEREST OF 
NATIONAL DEFENSE OR FOREIGN POLICY, AS 
SPECIFICALLY AUTHORIZED UNDER THE 
CRITERIA ESTABLISHED BY EXECUTIVE ORDER 
AND IMPLEMENTED BY REGULATIONS, SUCH AS 
DOD 5200.1-R.
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FOIA
EXEMPTIONS

(b)(2) 

APPLIES TO INFORMATION WHICH PERTAINS 

SOLELY TO THE INTERNAL PERSONNEL RULES 

AND PRACTICES OF THE AGENCY

TWO PROFILES - HIGH AND LOW
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FOIA
EXEMPTIONS

(b)(3)

APPLIES TO INFORMATION 

SPECIFICALLY EXEMPTED BY A 

STATUTE ESTABLISHING 

PARTICULAR CRITERIA FOR 

WITHHOLDING.
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FOIA
EXEMPTIONS

(b)(4) 

APPLIES TO INFORMATION SUCH AS 

TRADE SECRETS AND COMMERCIAL OR 

FINANCIAL INFORMATION OBTAINED 

FROM A PESON ON A PRIVILEDGED OR 

CONFIDENTIAL BASIS
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FOIA
EXEMPTIONS

(b)(5) 

APPLIES TO INTER AND INTRA-AGENCY 

MEMORANDA WHICH ARE DELIBERATIVE 

IN NATURE AND ARE INVOLVED IN THE 

DECISION-MAKING PROCESS.
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FOIA
EXEMPTIONS

(b)(6) 

APPLIES TO INFORMATION RELEASE OF WHICH 

WOULD CONSTITUTE A CLEARLY UNWARRANTED 

INVASION OF THE PERSONAL PRIVACY OF OTHER  

INDIVIDUALS.
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FOIA
EXEMPTIONS

(b)(7) 
APPLIES TO RECORDS OR INFORMATION COMPILED 

FOR LAW ENFORCEMENT PURPOSES THAT:
(A) COULD REASONABLY BE EXPECTED TO INTERFERE WITH 

LAW ENFORCEMENT PROCEEDINGS
(B) WOULD DEPRIVE A PERSON OF A RIGHT TO A FAIR TRIAL OR 

IMPARTIAL ADJUDICATION
(C) COULD REASONABLY BE EXPECTED TO CONSTITUTE AN 

UNWARRANTED INVASION OF THE PERSONAL PRIVACY OF 
OTHERS

(D) COULD RESONABLY BE EXPECTED TO DISCLOSE THE 
IDENTITY OFCONFIDENTIAL TECHNIQUES AND PROCEDURES 
OR

(F) COULD REASONABLY BE EXPECTED TO ENDANGER THE LIFE 
OR PHYSICAL SAFETY OF ANY INDIVIDUAL.
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FOIA
EXEMPTIONS

(b)(8) 

REPORTS ON FINANCIAL INSTITUTIONS

(b)(9) 

GEOLOGICAL AND GEOPHYSICAL 

INFORMATION CONCERNING WELLS
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FEES

CATEGORY SEARCH REVIEW DUPLICATION

Category 1 –
Commercial

X X X

Category 2 –
Educational/
Noncommercial/
Scientific
Institution/News
Media

X
(In excess of first

100 pages)

Category 3 --
Others

X
(After first 2

hours)

X
(In excess of first

100 pages)



I n t e g r i t y  - S e r v i c e  - E x c e l l e n c e

COMMERCIAL 
REQUESTERS

 COMMERCIAL PURPOSE, TRADE, PROFIT 
INTEREST.

 DETERMINE USE TO WHICH REQUESTER WILL 
USE THE DOCUMENTS.

 CHARGES FOR SEARCH, REVIEW, AND 
DUPLICATION.

 NOT ENTITLED TO TWO HOURS AND 100 PAGES 
FREE.
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REPRESENTATIVES OF 
NEWS MEDIA

 ANY PERSON GATHERING NEWS FOR ENTITY 
ORGANIZED TO PUBLISH OR BROADCAST NEWS.

 NEWS IS INFORMATION ABOUT CURRENT 
EVENTS, OR THAT WOULD BE OF CURRENT 
INTEREST.

 FREELANCE JOURNALIST MUST DEMONSTRATE 
SOLID BASIS FOR EXPECTING PUBLICATION 
THROUGH NEWS ORGANIZATION.

 NO SEARCH CHARGES, MUST WAIVE 100 PAGES 
OF DUPLICATION.
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EDUCATIONAL/SCIENTIFIC

 EDUCATIONAL INSTITUTION 

REQUESTERS

 NON-COMMERCIAL SCIENTIFIC 

INSTITUTION REQUESTERS
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OTHER REQUESTERS

 ALL WHO DO NOT FIT INTO ABOVE 
CATEGORIES

 WAIVE FIRST TWO HOURS OR 
SEARCH AND 100 PAGES OF 
DUPLICATION.
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DEFINITIONS

 SEARCH

 ALL TIME SPENT LOOKING

 TIME TO DETERMINE IF DOCUMENT RESPONSIVE

 MAY CHARGE FOR NO RECORDS

 NOT APPLICABLE TO APPLYING EXEMPTIONS

 MANUAL OR COMPUTER
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DEFINITIONS

 REVIEW

 EXAMINING FOR EXEMPTIONS

 EXCISION TIME

 DOES NOT INCLUDE RESOLVING LAW OR POLICY 

UNRELATED TO EXEMPTIONS

 CHARGEABLE ONLY TO COMMERCIAL REQUESTERS 

 INITIAL REVIEWS
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DEFINITIONS

 DUPLICATION

 DUPLICATING COPY FOR REQUESTER

 PAPER COPY MICROFICHE, AUDIOVISUAL

 MAGNETIC TAPE/DISC

 NOT DUPLICATING FOR INTERNAL USE
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ADVANCE PAYMENT

 CANNOT COLLECT, UNLESS REQUESTER 
FAILED TO PAY IN TIMELY FASHION OR 
FEE ESTIMATED TO EXCEED $250.00

 IF FEE EXCEEDS $250.00 NOTIFY AND 
INSURE PAYMENT IF REQUESTER HAS NO 
PROMPT PAYMENT HISTORY.

 IF NO HISTORY OF PAYMENT, MAY 
COLLECT ADVANCE PAYMENT TO FULL 
AMOUNT OF ESTIMATED CHARGE.
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ADVANCE PAYMENT

 WHERE FAILED TO PAY PREVIOUSLY, MAY 
REQUIRE FULL AMOUNT OWED, PLUS 
INTEREST, AND TO MAKE ADVANCE 
PAYMENT OF FULL AMOUNT OF ESTIMATED 
NEW FEE.

 AFTER WORK DONE, MAY REQUIRE 
PAYMENT PRIOR TO DOCUMENT RELEASE 
IF NO HISTORY OF PAYMENT, OR HISTORY 
OF BAD PAYMENT.

 MAY NOT REQUIRE ADVANCE PAYMENT 
AFTER WORK IS DONE FOR REQUESTERS 
WITH HISTORY OF PROMPT PAYMENT.
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WAIVERS

 WITHOUT CHARGE OR REDUCED CHARGE IF IN 

PUBLIC INTEREST BECAUSE LIKELY TO 

CONTRIBUTE SIGNIFICANTLY TO PUBLIC 

UNDERSTANDING OF OPERATIONS OR 

ACTIVITIES OF GOVERNMENT, AND IS NOT 

PRIMARILY IN THE COMMERCIAL INTEREST.

 WHEN DIRECT COSTS TOTAL $15.00 OR LESS.
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WAIVERS

 CASE-BY-CASE BASIS USING FOLLOWING 
FACTORS
 SUBJECT OF REQUEST
 INFORMATIVE VALUE OF INFORMATION
 CONTRIBUTION TO AN UNDERSTANDING OF A SUBJECT 

BY PUBLIC
 SIGNIFICANCE OF THE CONTRIBUTION TO PUBLIC 

UNDERSTANDING
 EXISTENCE AND MAGNITUDE OF COMMERCIAL 

INTEREST
 PRIMARY INTEREST IN DISCLOSURE
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Objectives

 Familiarity with FOIA/PA Programs & FOUO

 Understand Importance of FOIA/PA Programs
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Overview
 Freedom of Information Act (FOIA)

 For Official Use Only (FOUO)

 Privacy Act (PA)
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What is a FOIA Request?

A FOIA request is a written request for DoD 

records that reasonably describes the record(s) 

sought, made by any person, including a member 

of the public, an organization, or a business, but 

not including a Federal Agency or a fugitive from 

the law, that implicitly invoked the FOIA.
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FOIA
 Authority:  Freedom of Information Act and DoD Regulation 

5400.7/AF Sup
 Any person has the right to request access to federal 

agency records
 All federal agencies must disclose records upon receipt of 

a request
 Except …

 Nine exemptions
 Three exclusions

 AF Freedom of Information Act page
 http://www.cio.hq.af.mil 
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FOIA (Cont)

 Does not apply to records maintained by:
Congress
Courts
 State or local government
 Private businesses
 Individuals
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FOIA (Cont)

 May only deny if exempt

Make discretionary disclosures if 
possible

Usually no discretionary releases for
exemptions 1, 3, 4, 6, and 7

 Do not withhold for administrative error, 
inefficiency or embarrassment
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Outside FOIA

 Materials not covered by FOIA:
 Objects or articles

 Administrative tools 

 Personal notes
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FOIA Requests

 FOIA Requests
Requests may be made by
 US citizens, foreigners, organizations, 

businesses, Congress

Requests may not be made by:
 Federal agencies
 Fugitives

*Requesters may not use government resources*
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FOIA Requests (Cont)

 Requests must be in writing (can be 
electronic), reasonably identifying the record

 Offices make reasonable effort finding record

 Not required to create, compile, or obtain a 
record outside the Air Force
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Timeliness
 Requests to be handled promptly

 If request will take more than 20 days, must 
notify requester of unusual problems

 May take additional time to process if:
 All or part of records located elsewhere, or
 Request involves collection and review of 

many records, or...
 Other Air Force activities or other agencies

must be involved in release decision
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Response to Requester

 Release
 Partial Denial
 No Records Found
 Transfer
 Denial
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FOIA Exemptions

 Classified national security information (1)(N)

 Glomar response (neither confirm nor deny)

 Records related solely to the internal personnel 

rules and practices of Air Force (2)

 Specifically exempted by statute (3)(N)
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FOIA Exemptions 
(Cont)

 Trade secrets, commercial or financial information 
(4)(N)

 Inter-agency or intra-agency documents not available 
by law (5)

 Personnel/medical/similar files (6)(N)
 Information compiled for law enforcement purposes 

(7)(N)
 Documents related to regulation of financial 

institutions (8)
 Records with geological and geophysical information 

concerning wells (9)
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Exclusions
 Exclusions
 Law enforcement

Subject is unaware of pending criminal 
investigation and disclosure could interfere 
with enforcement 

Requests regarding criminal law informants 
whose status has not been officially confirmed

 Requests for records maintained by the FBI 
which are pertaining to foreign intelligence or 
counterintelligence, or international terrorism

 Indicate “No Records Found”
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FOIA Denials

 Denials by chiefs and deputies at HQ USAF, 
MAJCOM and FOA commanders must:
 Cite exemption and 
 Only deny exempt part
 Release what is reasonably segregable

 “No records” responses signed by FOIA manager
 Denials and no records responses must inform of 

right to appeal to SECAF via subject FOIA office
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FOIA Costs

 Requester’s fees are determined by category
 Commercial:  Pay all costs 
 Educational or noncommercial scientific 

institution or news media:  100 copies free
 Others:  2 hours of search and first 100 copies free

 Give cost estimates up front
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For Official Use Only 
(FOUO)

 Purpose - For privileged and not widely 
circulated documents

 Not a security classification
 Must meet one of eight FOIA exemptions  
 Safeguarding - Marked and stored to prevent 

unauthorized access
 Disclosure - “Need to know basis”
 Disposal - Thoroughly destroyed to prevent 

reconstruction
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Privacy Act (PA)

 Authority:  Privacy Act of 1974 and AFI 33-332

 Applies only to information in Air Force  systems 

of records on living U.S. citizens and permanent 

resident aliens.

 A system of records = Records with personal 

information on civilians and military retrieved by 

personal identifier
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Privacy Act Statement

 Collecting personal information
Requires giving a Privacy Act Statement

orally or in writing which includes:

Authority for program system supports
Purpose for collecting information
Routine Use who will have access to info
Voluntary or mandatory disclosure
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PA Requests

 Requests for your own records are 
processed under FOIA and PA

 Requesters may not use government 
supplies

 Requests must be processed in 10 work 
days
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Disclosure

 Consider the consequences

 Check for accuracy if to a third party

 Whenever possible, obtain approval

 Ensure release not banned by another law
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Privacy Act (PA) Disclaimer

 Use the PA disclaimer
 “This Information is Subject to the Privacy Act of 1974”

 Mark your correspondence
 For Official Use Only
 Use a PA Cover Sheet, AF Form 3227

 Place “FOUO” First in Subject Line
 Place PA statement at beginning of e-mail 

“This Information is Subject to the Privacy Act of 1974.  
This email contains information, which must be protected 

IAW DODR 5400.11 and is For Official Use Only.”
 Only use for PA— NOT every e-mail
 AFI 33-332, Chapter 7.3
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PA Costs

 Requester gets first 100 pages free
 Do not charge:

 If information is free under another

publication (i.e., medical records)

For search

Reproductions for Air Force convenience

Reproduction for requester to review
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Consent Required
 Written consent required to release:

 Marital status
 Number and sex of dependents
 Gross salary of military personnel (excepted)
 Civilian education degrees and majors
 School and year of graduation
 Home of record
 Home address and phone
 Age and date of birth
 Present or future assignments for overseas or for 

routinely deployable or sensitive units
Duty address and phone of same 
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Consent not Required

 Consent NOT required to release
 Information releasable under FOIA
 Necessary information within DoD
 Name
 Rank
 Grade
 AFSC
 Pay (all allowances except BAH)
 Gross salary for civilians
 Past duty assignments
 Present and future announced CONUS

assignments
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Consent not Required 
(Cont)

 Position title
 Office, unit address and phone numbers
 Date of rank
 Entered on active duty date
 Pay date
 Source of commission
 PME
 Promotion sequence number
 Military awards and decorations
 Duty status of active, retired or reserve
 Active duty official attendance at technical, 

scientific, or professional meetings
 Biographies and photos of key personnel
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Consequences for 
Violating FOIA and PA

 Unauthorized disclosures under FOIA and PA 
may result in:

 Administrative disciplinary action

 Civil action against the Air Force and individual(s) 

 Criminal sanctions against the individual



I n t e g r i t y  - S e r v i c e  - E x c e l l e n c e
29

Tips for Safeguarding Privacy 
Act (PA) Information

 Consider sensitivity and audience
 Mark records with PAS (Privacy Act 1974)
 Add warning statements to database & disks
 Use cover sheets (AF Fm 3227, PA Information)
 Handcarry records when possible
 Place out of sight
 Use screen saver passwords
 Don’t store personal information on shared drives
 Faxes:  Consider sensitivity of info and location 

of equipment.  Use cover sheet and call first to 
have recipient waiting on other end

 E-mail:  FOUO in Subject Line.  PA disclaimer top 
line.  Return Receipt.  Do not send to Org Boxes
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Conclusion

 Process as promptly as possible 
 View statutes together in considering 

release
 Disclose to the maximum extent allowed
 When in doubt, contact FOIA manager 

 AFCA FOIA MANAGER:  DSN: 779-5505
 AFCA JA OFFICE:  DSN: 779-6060
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Take Aways

 Familiarity with FOIA and PA programs

 Purpose of FOUO and its Proper Use

 Relationship of FOIA, FOUO, and PA 

 Time Lines of FOIA and PA

 Consequences of Not Adhering to Policies 
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Questions?
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PA Denials

 Deny only when...

 System has a SAF approved exemption

 Exemption covers each document

Non exempt parts are segregated
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Privacy Act – Identity Theft
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Headquarters U.S. Air Force

Air Force Freedom 
Of Information Act

(FOIA)

Anh Trinh
AF FOIA Officer

5-6 Feb 2008
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New FOIA Legislation

 Also known as, “OPEN Government Act of 2007,” was singed into law 
by the President on Dec 31, 2007

 Directs administrative changes enabling increased requester access 
to information and stricter adherence to the 20-day agency response 
time mandated in the Act

 Major changes:
 Requires attorney fees resulting from FOIA litigation be paid from 

“agency” funds vs. centrally funded from DOJ, which has been the past 
practice

 A new Office of Government Information Services has been established 
within the National Archives, this office will offer mediation services for 
FOIA requesters, review agency FOIA program, and recommend FOIA 
policy changes to Congress and the President

 Major impacts:
 Likely result in significantly increased volume and complexity of FOIA 

requests, more FOIA litigation, increased personnel and IT support costs, 
and increased Congressional oversight of agency FOIA programs
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AF FOIA Way Ahead

 SAF/XC will host an AF FOIA Process Improvement Event
 Objective: reduce FOIA backlog and improve FOIA process to comply 

with OPEN Government Act of 2007, Executive Order 13392, and the 
DoD FOIA Improvement Plan for EO 13392

 Participants: SAF/XCPP, HAF/MAJCOM/DRU/FOA FOIA Managers, 
AFDO, AF/JAA, AFLOA/JACL, SAF/AQ, DoD FOIA Policy Office

 Event Kickoff: 18-20 Mar 2008
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INTRODUCTION The Freedom of Information Act (FOIA) provides any 
person the right, enforceable in court, to access federal 
agency records, except for those records (or portions 
thereof) protected from public disclosure by one of nine 
exemptions, or one of three special law enforcement 
record exclusions.  The FOIA requires the Air Force 
provide requested records within 20 working days and 
post frequently requested records on an Air Force website, 
referred to as an Electronic Reading Room (ERR).  The 
Air Force received 8,287 FOIA requests for records in 
Fiscal Year 2008. 

  
OBJECTIVES The Chief, Warfighting Integration and Chief Information 

Officer (SAF/XC) requested this audit to determine 
whether Air Force personnel effectively managed the 
FOIA program.  Specifically, we determined whether 
FOIA program managers: 

 
 Recorded, tracked, and efficiently processed FOIA 

requests. 
 

 Provided the public web access to frequently 
requested records.  

 
 Identified, assessed, and recouped fees for FOIA 

requests. 
 

 Developed and implemented procedures to 
minimize FOIA request backlogs.  

  
CONCLUSIONS The Air Force could more effectively manage the FOIA 

program.  The Air Force increased staffing and developed 
new software to better manage the program and reduce its 
backlog of requests.  However, improvements were 
needed in recording and tracking requests for records, 
processing requests, public web access to records, 
recovering costs incurred, and plans to minimize request 
backlogs. 
 

 The FOIA program managers did not properly 
record or track FOIA requests.  As a result, the Air 
Force overstated the number of requests received 
and understated response times in the Air Force’s  
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annual FOIA report submission to the DoD  
for inclusion in their Annual FOIA Report to 
Congress.  (Tab A, page 2) 

 The FOIA program managers did not efficiently  
or properly process FOIA requests.  Through more 
efficient and proper FOIA request processing, the 
Air Force could reduce response times while also 
reducing time and resources expended.  (Tab A, 
page 4)   

 The Air Force ERR did not include all frequently 
requested records, and the public could not access 
all Air Force organization ERRs.  As a result, 
records were not readily available to the public, 
decreasing Air Force responsiveness and causing 
Air Force FOIA personnel to expend unnecessary 
time and resources duplicating work previously 
accomplished.  (Tab B, page 9) 

 The FOIA program managers did not accurately 
assess or collect fees for processing FOIA 
requests.  As a result, the Air Force understated its 
FOIA program cost and did not recoup appropriate 
costs.  (Tab C, page 13) 

 The FOIA program managers did not have suffi-
cient plans in place to minimize FOIA request 
backlogs.  Automated records reviewed showed 
FOIA program offices had 688 open requests as of 
July 2008.  Of those, 543 (79 percent) were open 
more than 20 working days and 248 (36 percent) 
were open more than 6 months.  As a result, FOIA 
requesters have successfully sued the Air Force in 
federal court over response timeliness.  (Tab D, 
page 17) 

  
RECOMMENDATIONS We made 13 recommendations to improve FOIA  

request recording and processing, public web access,  
cost recovery, and plans to minimize request backlogs. 
(Reference the individual Tabs for specific recommen-
dations.) 
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MANAGEMENT’S 
RESPONSE 

Management concurred with the audit results and 
recommendations, and management actions taken and 
planned should correct the problems identified.  
Therefore, this report contains no issues requiring 
elevation for resolution. 

 
 

  
ALFRED J. MASSEY  
(Information Systems Security and  
Communications Division) 

DERRICK D. H. WONG 
Deputy Assistant Auditor General 
(Financial and Systems Audits) 
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BACKGROUND 
 
The Air Force Freedom of Information and Privacy Act Office (SAF/XCPPF) imple-
ments and oversees the Air Force FOIA program.  This office also compiles and validates 
the Air Force’s annual FOIA report submission to the DoD Annual FOIA Report as 
required by Section 552 of title 5 U.S.C.1  The DoD report is submitted to Congress and 
the U.S. Attorney General.  Each Air Force major command (MAJCOM), installation, 
and many specialized organizations have FOIA offices responsible to collect, redact if 
necessary, and provide records to requesting entities.  The primary directive guidance for 
the FOIA program is the Air Force supplement to DoD Regulation 5400.07, DOD 

Freedom of Information Act Program, 24 June 2002 (DoD Regulation 5400.07/Air Force 
Supplement). 
 
Air Force attorneys must review FOIA responses for legal sufficiency and provide writ-
ten legal opinions when requested records (or portions of records) are withheld.  For 
initial denial authorities, Air Force attorneys must ensure factual and legal issues appel-
lants raise are considered before sending the FOIA appeal files to the Secretary of the Air 
Force’s designee for final action. 
 
When a request is for a record from a non-U.S. Government source, or containing infor-
mation clearly identified as having been provided by a non-U.S. Government source, the 
FOIA program manager must notify the source of the intent to release the record.  The 
program manager must also provide them reasonable time to present any objections con-
cerning the release, unless there clearly is no valid basis for objecting. 
 
The Air Force FOIA Case Tracking System (AF FACTS) is an automated application 
used to store and track Air Force FOIA record request information.  The AF FACTS 
tracks request dates, billings, request denial information, and suspense dates.  It also 
generates Air Force-level reports, MAJCOM-level reports, installation-level reports,  
and suspense listings. 
 
 
 

 
 
1 Section 552 of title 5 U.S.C. specifies the data to include in the annual FOIA report (for example, the 
number of requests for records pending and the number of days pending). 
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AUDIT RESULTS 1 – RECORDING AND TRACKING   
 
Condition.  The FOIA program managers did not properly record or track FOIA 
requests.  Of the 13 FOIA offices visited: 
 

 Data in AF FACTS for 8 (62 percent) offices did not match supporting docu-
mentation for 69 (20 percent) of 338 FOIA requests reviewed.  For example, at 
Nellis AFB the received and response dates in AF FACTS for 9 (41 percent) of 
22 requests did not match supporting documentation. 

 
 Program managers at 4 (31 percent) offices closed 67 cases when they transferred 

them to another FOIA office, then reopened 39 as new case numbers.  This action 
incorrectly restarted the response time and understated the number of days to 
process requests because the original case number was closed without providing 
the requester any records.  This action also overstated the number of requests 
received because each new case number counted as another FOIA request.  

 
Cause.  This condition existed because the Air Force did not have an effective tracking 
system and procedures to verify data accuracy. 

 
 Tracking System.  The AF FACTS tracking system did not have the capability  

to track FOIA requests from original receipt to final response.  Additionally, 
AF FACTS required program managers assign new case numbers when trans-
ferring FOIA requests within a MAJCOM.  Also, AF FACTS did not allow FOIA 
personnel to scan and store documents related to FOIA requests.   
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Data Accuracy.  The FOIA program managers attributed inaccurate data in 
AF FACTS to input errors.  However, there were no procedures to ensure data 
was accurately entered 
 

Impact.  As a result, the Air Force overstated the number of FOIA requests received and 
understated response times in its annual FOIA report submitted to the DoD for inclusion 
in their Annual FOIA Report to Congress.   
 
Management Corrective Action.  In March 2009, SAF/XC replaced AF FACTS with a 
new FOIA tracking system, eFOIA.  The new system has the capability to track FOIA 
requests from original receipt to final response and allows FOIA personnel to scan and 
store FOIA request documents.  In addition, eFOIA allows program managers to transfer 
FOIA requests within a MAJCOM without assigning a new case number.  Also in March 
2009, SAF/XC provided eFOIA training to all FOIA program managers.  Therefore, no 
recommendations were made to address these issues. 
   
Recommendation A.1.  The SAF/XC should revise DoD Regulation 5400.07/Air 
Force Supplement to require: 
 

a. Installation FOIA program managers confirm all data entered in eFOIA is 
accurate by reconciling the data to source documents. 

 
b. MAJCOM FOIA program managers periodically review data in eFOIA to ensure 

installation FOIA program managers accurately entered data from source documents. 
 

Management Comments A.1.  The SAF/XC concurred and stated:  “The SAF/XC will 
revise DoD Regulation 5400.07/Air Force Supplement to require FOIA Managers con-
firm data entered in eFOIA is accurate by reconciling the data to source documents and 
MAJCOM FOIA program managers periodically review data in eFOIA to ensure instal-
lation FOIA program managers are accurately entering the data from source docu-
ments.  Estimated Completion Date:  31 December 2009.”  
 
Recommendation A.2.  The SAF/XC should direct all FOIA program managers to con-
firm data entered in eFOIA is accurate by reconciling the data to source documents. 
 
Management Comments A.2.  The SAF/XC concurred and stated:  “The SAF/XC will 
direct all FOIA Managers to confirm data entered in eFOIA is accurate by reconciling the 
data to source documents.  Estimated Completion Data:  30 June 2009.” 
 
Evaluation of Management Comments.  Management comments addressed the issues 
raised in the audit results, and management actions taken and planned should correct the 
problem. 
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AUDIT RESULTS 2 – PROCESSING 
 
Condition.  The FOIA program managers did not efficiently or properly process FOIA 
requests.  Specifically, 12 (92 percent) of 13 FOIA offices reviewed did not respond 
within 20 working days to 168 (50 percent) of 338 sampled FOIA requests (Table 1).  To 
illustrate: 
 

Location 
Sample 

Size 
Number Exceeding 
20 Working Days 

Air Force Office of Special Investigation (AFOSI) 29 28 
Air Force Personnel Center (AFPC) 22 0 
Air Force Reserve Command (AFRC) 19 3 
Air Force Tactical Application Center (AFTAC) 20 19 
Headquarters Air Force (HAF) 79 45 
Hickam AFB 17 7 
National Air and Space Intelligence Center (NASIC) 21 19 
Nellis AFB 22 9 
Peterson AFB 22 6 
Ramstein Air Base (AB) 16 6 
Randolph AFB 24 3 
Scott AFB 18 7 
Wright-Patterson AFB 29 16 

Total 338 168 
Table 1.  Responses Exceeding 20 Working Days. 

 
Inefficient Processes.   
 

 Eight program offices2 did not ensure offices responsible for creating and/or 
maintaining records (responsible offices) timely researched, redacted, and pro-
vided records.   

 
 Five program offices3 did not ensure contractors and other third party 

non-Government offices provided timely responses when notified of the intent  
to release information they provided the Air Force.  Five of the 33 third party 
responses reviewed took over 30 days, and 1 over 60 days.  To illustrate, third 

 
 
2 AFTAC; HAF; Hickam, Peterson, Scott and Wright-Patterson AFBs; Ramstein AB; and NASIC. 
 
3 Hickam, Randolph, Scott and Wright-Patterson AFBs and Ramstein AB. 
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parties took 37 and 60 days, respectively, to respond when notified of the intent to 
release by FOIA offices at Hickam and Wright-Patterson AFBs.  
 

 Three of seven MAJCOMs4 reviewed performed duplicate legal reviews.  Specifi-
cally, both the installation and MAJCOM Judge Advocate General (JAG) offices 
performed legal reviews of records prior to release.  Also, at Wright-Patterson 
AFB both the Systems Program Office contracting function and the installation 
JAGs reviewed requests for copies of contracts.   
 

 The AFOSI had 104 record requests backlogged awaiting a legal review. 
 

Improper Processes. 
 

 Four program offices5 did not inform requesters of appeal procedures for 
11 (31 percent) of 36 full or partial denials for records.  Also, three of these 
offices did not complete all actions required to support 18 fully or partially denied 
record requests such as legal reviews and initial denial authority approvals.  

 
 Two program offices6 did not notify interested third parties of their intent to 

release records for 13 (39 percent) of 33 FOIA requests.  
 
Cause.  These conditions occurred because: 
 

 Authority.  The FOIA program offices did not have the authority to require 
responsible offices expeditiously research, redact, and provide requested records. 
 

 Third-Party Request.  Guidance on response time for non-Government intent to 
release records was not consistent.  The SAF/XC issued an email on 24 April 
2008 allowing contractors only 10 days to respond to FOIA requests.  However, 
DoD Regulation 5400.07R/AF Supplement allowed non-Government sources  
“… reasonable time (for example, 30 calendar days) to present objections con-
cerning the release, unless it is clear there is no valid basis for objection.” 
 

 Backlogged Legal Reviews.  The AFOSI assigned only one attorney to perform 
sensitive record reviews, significantly slowing the response process.  Also, 

 
 
4 Air Combat Command (ACC), Air Education and Training Command (AETC), and Air Mobility 
Command (AMC). 
 
5 AFOSI; HAF; Nellis and Scott AFBs. 
 
6 NASIC and Wright-Patterson AFB 
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requests were often for records on criminal investigations or member deaths and, 
therefore, required additional response time. 
 

 Duplicate Legal Reviews.  The SAF/XC guidance did not assign legal review 
responsibilities for FOIA requests to either installation or MAJCOM JAG offices.   
 

 Training.  The SAF/XC personnel did not provide FOIA program managers suffi-
cient training on their responsibilities to inform requesters of appeal procedures 
for full or partial denial of record requests, and to notify interested third parties of 
intent to release records. 

 
Impact.  Through more efficient and proper processing of responses to FOIA requests, 
the Air Force could reduce response times and, therefore, possible lawsuits resulting from 
untimely responses and improve public relations, while also reducing time and resources 
expended.   
 
Recommendation A.3.  The SAF/XC should request MAJCOMs task installation or 
MAJCOM FOIA program managers to review all requested records and redact in 
consultation with the responsible office. 
 
Management Comments A.3.  The SAF/XC concurred and stated:  “The SAF/XC will 
request MAJCOMs task installation or MAJCOM FOIA program managers to review all 
requested records and redact in consultation with the responsible office.  This process 
will be clarified in the supplement.  Estimated Completion Date:  31 December 2009.” 
 
Recommendation A.4.  The SAF/XC should revise DoD Regulation 5400.07/Air Force 
Supplement to require each MAJCOM assign legal review responsibilities for FOIA 
requested records to either installation or MAJCOM JAG offices.  
 
Management Comments A.4.  The SAF/XC concurred and stated:  “The SAF/XC will 
revise DoD Regulation 5400.07/Air Force Supplement to require each MAJCOM assign 
legal review responsibilities for FOIA requested records to either installation or 
MAJCOM JAG offices.  Estimated Completion Date:  31 December 2009.” 
 
Recommendation A.5.  The SAF/XC should request SAF/AQ require all contracts 
include a clause stating the contractor, upon contract award, will identify any portions of 
the contract that should be exempted from public disclosure and justification for the 
exemption.  
 
Management Comments A.5.  The SAF/XC concurred and stated:  “The SAF/XC 
addressed this recommendation at the Air Force FOIA Process Improvement Event in 
March 2008.  Discussions with the SAF/AQ  are still ongoing to come up with a pro-
cedure to include a clause stating the contractor, upon contract award, will identify any 
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portions of the contract that should be exempted from public disclosure and justification 
for the exemption.  Estimated Completion Date:  31 December 2009.” 
 
Recommendation A.6.  The SAF/XC should revise DoD Regulation 5400.07/Air Force 
Supplement to allow non-Government sources 10 days to respond to notices of intent to 
release records containing information clearly identified as originating from non-U.S. 
Government sources.   
 
Management Comments A.6.  The SAF/XC concurred and stated:  “The SAF/XC will 
revise DoD Regulation 5400.07/Air Force Supplement to allow non-Government sources 
(submitters) 10 business days to respond to notices of intent to release records containing 
information clearly identified as originating from non-U.S. Government sources.  
Estimated Completion Date:  31 December 2009.” 
 
Recommendation A.7.  The SAF/XC should request the AFOSI/CC assign additional 
personnel to perform legal reviews of records requested under the FOIA.  
 
Management Comments A.7.  The SAF/XC concurred and stated:  “The SAF/XC will 
request the AFOSI/CC assign additional personnel to perform legal reviews of records 
requested under the FOIA.  Estimated Completion Date:  30 June 2009.” 
 
Recommendation A.8.  The SAF/XC should provide FOIA program managers training 
on their responsibilities to inform requesters of appeal procedures for full or partial denial 
of record requests, and to notify interested third parties of intent to release records. 
 
Management Comments A.8.  The SAF/XC concurred and stated:  “The recom-
mendation will be included in the next FY 2010 FOIA Computer Based Training (CBT) 
which is mandated by all FOIA Managers on an annual basis.  In addition, the appeal 
procedure is available on the Air Force FOIA web site under the FOIA Handbook and  
the eFOIA Public Access Link.  Estimated Completion Date:  31 December 2009.” 
 
Evaluation of Management Comments.  Management comments addressed the issues 
raised in the audit results, and management actions taken and planned should correct the 
problem.
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BACKGROUND 
 
DoD components must include an electronic reading room (ERR) on their main FOIA 
websites.  For those components with multiple FOIA request service centers, each center 
must either have an ERR on its website or a link to the component’s ERR.  The public 
must have easy access to these reading rooms.   
 
Each Air Force activity must make FOIA-processed records (records they determine will, 
or have become, the subject of frequent or subsequent requests) available to the public 
electronically by posting the records to their website.  The Air Force established a centra-
lized ERR for all frequently requested records (those with three or more requests).  The 
FOIA manager coordinates with the responsible office to determine the records subject to 
frequent or subsequent requests. 
 
AUDIT RESULTS 3 – PUBLIC WEB ACCESS 
 
Condition.  The Air Force ERR did not include all frequently requested records and the 
public could not access all Air Force organization ERRs.  To illustrate: 
 

Posting.   
 

 The SAF/XCCP personnel posted only 61 records to the Air Force ERR as of 
July 2008.   

 
 Access. 
 

 The SAF/XC personnel allowed Air Force Materiel Command (AFMC) and 
United States Air Forces in Europe (USAFE) to maintain their own ERRs, so 
their records were not included on the Air Force ERR.  However, SAF/XC 
personnel did not establish automated links from the Air Force ERR to the 
AFMC and USAFE ERRs, limiting public access to the records. 

 
 Three locations (Nellis AFB, Peterson AFB and the AFOSI) did not establish 

links from their ERRs to the Air Force ERR.   
 

Cause.  This condition occurred because SAF/XC personnel: 
 

 Did not issue formal guidance on records FOIA offices were required to 
provide SAF/XC for posting to the Air Force ERR.  
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 Did not establish an Air Force-wide system for tracking frequently requested 
records.  To compensate, 6 of 13 FOIA offices7 reviewed either maintained a 
spreadsheet listing previously released records or searched AF FACTS attempting 
to identify the subject or title of previously requested records.  However, the 
spreadsheet and AF FACTS search only identified records their location released.  
Due to AF FACTS limitations discussed below the searches could not identify 
records released by other Air Force organizations. 
 

 Did not establish a standard naming convention for the record subject or title.  
Consequently, searches within AF FACTS did not identify all applicable records 
to determine whether those records were frequently requested. 
 

 Overlooked establishing automated links to and from the Air Force ERR and 
other Air Force organization ERRs. 

 
Impact.  As a result, the records were not readily available to the public, decreasing 
Air Force responsiveness, and causing Air Force FOIA personnel to potentially expend 
unnecessary time and resources duplicating work previously accomplished.  
 
Management Corrective Action.  In December 2008, SAF/XC issued an email requir-
ing FOIA program managers provide SAF/XC, for posting to the Air Force ERR, all 
released records.  Also, the email eliminated the need to track frequently requested 
records.  Additionally, the new eFOIA system searches the entire record for key words, 
eliminating the need to establish a standard record naming convention.  Further, as of 
March 2009, SAF/XC personnel posted an additional 169 FOIA requested records on the 
AF ERR.  In addition, SAF/XC personnel established links from the Air Force ERR to 
the AFMC and USAFE ERRs.  Finally, the FOIA office at Peterson AFB established a 
link from their ERR to the AF ERR.  Therefore, no recommendations were made to 
address these issues. 
 
Recommendation B.1.  The SAF/XC personnel should:   
 

a. Issue an interim change to DoD Regulation 5400.07R /Air Force Supplement 
establishing the records FOIA offices are required to provide SAF/XC for posting to the 
Air Force ERR.  

 
b. Review all FOIA organization ERRs to identify and correct those without links to 

the Air Force ERR.   

 
 
7 AFTAC; HAF; Hickam, Peterson, and Wright-Patterson AFBs; and NASIC. 
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Management Comments B.1.  The SAF/XC concurred and stated: 
 

a.  “The SAF/XC will issue an interim change to DoD Regulation 5400.07/Air Force 
Supplement establishing the records FOIA offices are required to provide SAF/XC for 
posting to the Air Force ERR.  Estimated Completion Date:  31 December 2009. 
 

b.  “The SAF/XC will review all FOIA organization ERRs to identify and correct any 
without links to the Air Force ERR.  Estimated Completion Date:  31 December 2009.” 
 
Evaluation of Management Comments.  Management comments addressed the issues 
raised in the audit results, and management action taken and planned should correct the 
problem.  
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BACKGROUND 
 
The DoD Regulation 5400.07/Air Force Supplement requires FOIA personnel assess  
fees based upon the requester’s applicable fee category.  There are three fee categories:  
commercial, educational and noncommercial scientific institution or news media or 
union, and all others.  The FOIA personnel must charge fees to requesters in the 
“commercial” and “all other” categories, and may under certain circumstances charge 
fees to requesters in the “educational and noncommercial scientific institution or news 
media or union” category.  Fees are based upon the cost to process record requests.  
Department of Defense (DD) Form 2086, Record of Freedom of Information (FOI) 
Processing Cost, is used to record manpower and audiovisual material costs incurred.  
Each office processing requested records must prepare a DD Form 2086.  Requesters 
must be willing to pay fees associated with processing their request or explain why the 
fees should be waived.   
 
The FOIA personnel must collect fees at the time they provide records to the requester.  
Personnel may not collect fees in advance unless the requester has failed to pay pre-
viously assessed fees, or if the fee will exceed $250.  In addition, The Debt Collection 
Act of 1982 requires charging a minimum annual interest rate on overdue debts owed  
the Federal Government.  The Air Force may levy this interest penalty for any fees that 
remain outstanding 30 calendar days from the date of billing (the first demand notice).  
The Air Force reported in its FY08 Annual FOIA Report costs of $7,586,000 to process 
requested records, but collected only $76,035 in fees. 
 
In March 2009, SAF/XC replaced AF FACTS with a new FOIA tracking system, eFOIA.  
The new system included capabilities to calculate fees, create detailed bills, track pay-
ments, and provide requester payment history. 
 
AUDIT RESULTS 4 – COST REIMBURSEMENT  
 
Condition.  The FOIA program managers did not document, assess, or collect the 
appropriate reimbursable fees for processing FOIA requests.  Specifically, the 13 FOIA 
offices reviewed did not document, assess, track or collect fees for 175 (93 percent) of 
189 record requests categorized as “commercial” or “other” in our 338 sample requests 
(Table 2).  Of the 13 FOIA offices reviewed,  
 

 Documenting Fees.  Seven did not document on DD Forms 2086 the time and 
cost to process 98 (29 percent) of 338 sampled FOIA requests.  In addition, legal 
offices for 12 did not document on DD Forms 2086 the hours8 expended review-
ing records before release to requesters.   
 

 
 
8 Although entities citing FOIA to obtain records are not assessed the cost of JAG legal reviews, the cost is 
included in the annual Air Force FOIA program cost reported to DoD. 
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 Assessing Fees.  Nine did not assess fees for 101 (52 percent) of 195 sampled 
requests.  For example, the AFOSI did not assess fees for any of the 29 FOIA 
requests reviewed, although the requests were in the commercial and all others 
categories.  

 
 Tracking Payments.  Nine did not track request payment histories to determine if 

they received payments within 30 days.  The four FOIA offices that tracked pay-
ment history were able to do so only for fees their office assessed.   

 
 Charging Interest.  None collected interest on overdue fees.  Of the 14 sampled 

requests that were billed, 13 were collected after 30 days, but with no interest 
charged.   
 

Location 
DD Form 2086 
Not Completed 

Legal Review 
Hours Not 
Recorded 

Payment History 
Not Tracked 

Interest Not 
Collected on 

Overdue 
Fees 

AFOSI X X X X 
AFPC X X X X 
AFRC  X X X 
AFTAC  X  X 
HAF X X X X 

Hickam AFB  X  X 
NASIC X X X X 

Nellis AFB X X X X 
Peterson AFB  X X X 

Ramstein AB  X X X 
Randolph AFB   X X 

Scott AFB X X  X 
Wright-Patterson AFB X X  X 

TOTAL 7 12 9 13 
Table 2.  Cost Reimbursement Procedures. 

 
Cause.  This condition occurred because: 

 
 Authority.  The FOIA program managers did not have authority to require 

responsible office personnel accurately complete and return DD Forms 2086.  
 

 Guidance.  The DoD Regulation 5400.07/Air Force Supplement did not provide 
procedures for tracking legal review hours and costs, provide a method of 
tracking requester payment history, or clearly require FOIA offices track 
requester payment history. 
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 Fee Determination.  The FOIA program managers did not have completed 
DD Forms 2086 to use in assessing fees.  Also, they improperly determined that 
assessing fees was counterproductive and unnecessary for sensitive criminal cases 
or when requests took over 20 working days to process.   
 

 Training.  The SAF/XC personnel did not provide FOIA program managers train-
ing on assessing and collecting fees and interest on overdue fees. 
 

 Verification Procedures.  The SAF/XC personnel did not establish procedures to 
verify FOIA program managers properly assessed fees and collected interest on 
overdue fees. 

 
Impact.  As a result, the Air Force understated its costs to process FOIA requests and 
ultimately its total FOIA program cost, and did not recoup appropriate fees.   
 
Recommendation C.1.  The SAF/XC should revise DoD Regulation 5400.07/Air Force 
Supplement to: 

 
a. Require FOIA program managers obtain from responsible offices the time 

expended advising the FOIA manager, then post the time to DD Forms 2086 and eFOIA.  
 

b. Provide FOIA program managers procedures on how to compute and record legal 
office hours and costs. 
 

c. Require FOIA offices use eFOIA to record costs incurred responding to FOIA 
requests, bill requesters, record requester payment, and track requester payment history. 
 
Management Comments C.1.  The SAF/XC concurred and stated:  “The SAF/XC will 
revise DoD Regulation 5400.07/Air Force Supplement to (a) require FOIA program man-
agers obtain from responsible offices the time expended advising the FOIA manager, then 
post the time to DD Forms 2086 and eFOIA, (b) provide FOIA program managers proce-
dures on how to compute and record legal office hours and costs, and (c) require FOIA 
offices use eFOIA to record costs incurred responding to FOIA requests, bill requesters, 
record requester payment, and track requester payment history.  In addition, SAF/XC had 
conducted training via Air Force FOIA/PA biweekly teleconference to MAJCOM/FOA/DRU 
FOIA Managers on 24 February 2009 and will also be included in the FY 2010 FOIA CBT 
annual training.  Estimated Completion Date:  31 December 2009.” 
 
Recommendation C.2.  The SAF/XC should train FOIA program managers on the crite-
ria and procedures for assessing and collecting fees, and assessing interest when fees are 
overdue. 
 
Management Comments C.2.  The SAF/XC concurred and stated:  “The SAF/XC will 
include this training in the FY 10 FOIA CBT annual training for FOIA Managers.  
Estimated Completion Date:  31 December 2009.”
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Recommendation C.3.  The SAF/XC should review fee assessments periodically using 
eFOIA to ensure FOIA program managers are properly assessing fees and collecting 
interest on overdue fees. 
 
Management Comments C.3.  The SAF/XC concurred and stated:  “The SAF/XC will 
review fee assessments periodically using eFOIA to ensure FOIA program managers are 
properly assessing fees and collecting interest on overdue fees.  In addition, SAF/XC will 
direct FOIA Managers to ensure they are properly assessing fees and interest on overdue 
fees and the MAJCOM FOIA Managers will review periodically to ensure their bases are 
properly recording the fee.  Estimated Completion Date:  30 June 2009.” 
 
Evaluation of Management Comments.  Management comments addressed the issues 
raised in the audit results, and management actions planned should correct the problem.
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BACKGROUND 
 
The DoD Regulation 5400.07/AF Supplement requires the Air Force provide requesters  
a final response determination within 20 working days.  In unusual circumstances, the 
time limit may be extended for no more than 10 working days by providing the requester 
a written notice explaining the circumstances for the extension and a final response date.  
Final response determinations notify the requester that the records are released, or will be 
released on a certain date, or that the records are denied.  Interim responses acknowledge 
receipt of the request, negotiations with the requester concerning the scope of the request, 
the response timeframe, and fee agreements; however, such actions do not constitute a 
final response determination pursuant to the FOIA. 
 

AUDIT RESULTS 5 – REQUEST BACKLOGS  
 
Condition.  The FOIA program managers did not establish corrective actions plans to 
resolve FOIA request backlogs.  As of July 2008, the 13 FOIA program offices reviewed 
had 688 total open requests.9  Of those, 543 (79 percent) were open for more than 
20 working days and 249 (36 percent) were open more than 6 months.  However, only 
2 of 5 FOIA offices with backlogs over 6 months (AFTAC and Wright-Patterson AFB) 
had established formal plans to resolve their FOIA request backlog, but their plans were 
incomplete (Table 3). 
 

 
Location 

 
Open Cases 

Open More Than 20 
Working Days 

Open More 
Than 6 Months 

AFOSI 331 314 198 
AFPC 9 0 0 
AFRC 3 1 0 
AFTAC 32 30 22 
HAF 154 95 8 
Hickam AFB 4 1 0 
NASIC 30 29 15 
Nellis AFB 7 1 0 
Peterson AFB 2 2 0 
Ramstein AFB 7 4 0 
Randolph AFB 2 0 0 
Scott AFB 7 0 0 
Wright-Patterson AFB 100 66 6 
TOTAL 688 543 249 

  Table 3.  Backlogged Requests. 
 
Cause.  This condition occurred because SAF/XC did not define the elements of an 
effective corrective action plan or require organizations with requests backlogged over 
6 months to prepare and implement formal corrective action plans.   

 
 
9 According to AF FACTS data. 



Tab D 
Backlog 
 
 

 
18 

 

Impact.  Corrective action plans will help resolve FOIA request backlogs and requester 
dissatisfaction with untimely responses.  Unresolved backlogs have resulted in lawsuits 
against the Air Force and avoidable expenditures for damages and court costs. 
 
Audit Comment.  In February 2009, SAF/XC established a FOIA branch staffed with 
eight personnel, and assigned three to assist MAJCOMs with the largest FOIA request 
backlogs.  The purpose was to better manage the FOIA process and reduce the volume of 
backlogged requests.  
 
Recommendation D.1.  The SAF/XC should revise DoD Regulation 5400.07Air Force 
Supplement to:   
 

a. Define the elements of an effective corrective action plan for resolving FOIA 
response backlogs. 

 
b. Require organizations with FOIA requests backlogged over 6 months to prepare 

and implement formal corrective action plans. 
 

c. Require the FOIA branch periodically review organization corrective action plans 
to ensure they effectively resolve backlogs.   
 
Management Comments D.1.  The SAF/XC concurred and stated:  “The SAF/XC will 
revise DoD Regulation 5400.07/Air Force Supplement to (a) define the elements of an 
effective corrective action plan for FOIA response backlogs, (b) require organizations 
with FOIA requests backlogged over 6 months to prepare and implement formal cor-
rective action plans, and (c) require the FOIA branch periodically review organization 
corrective action plans to ensure they effectively resolve backlogs.  In addition, SAF/XC 
will address the way ahead for these recommendations at our next FOIA Process 
Improvement Event in September 2009.  Estimated Completion Date:  31 December 
2009.” 
 
Evaluation of Management Comments.  Management comments addressed the issues 
raised in the audit results, and management actions planned should correct the problem.
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AUDIT SCOPE   
 
Audit Coverage.  We performed audit work at 13 judgmentally selected active duty 
installations (Appendix II).  We also held discussions with SAF/XC personnel.  We 
performed audit field work from October 2008 through February 2009 using documents 
dated April 1997 through June 2008.  We provided a draft report to management in 
April 2009.   

 
 Recording, Tracking, and Processing.  To determine whether Air Force personnel 

recorded, tracked, and efficiently processed FOIA requests, we held discussions 
with FOIA personnel and reviewed applicable training documentation.  Further, 
we identified processing procedures, reviewed checklists and tracking documents 
for a sample of FOIA requests for records.  We reviewed responses to the sam-
pled requests to determine if the requests were appropriately processed.   

 
 Electronic Reading Rooms.  To determine whether FOIA personnel provided pub-

lic access to frequently requested records we reviewed organizational websites for 
appropriate links to FOIA information.  Also, we reviewed FOIA program office 
methods for identifying frequently requested records. 

 
 Fee Assessment and Collection.  To determine whether FOIA personnel iden-

tified, assessed, and recouped fees for the cost to process FOIA requests, we 
reviewed a sample of 338 requests.  We compared the requests to the assigned fee 
category identified in the AF FACTS, the fee category identified on response let-
ters, and to DD Forms 2086 to determine if FOIA personnel identified legal 
review costs, appropriately assessed and recouped fees, and charged interest for 
overdue fees. 

 
 Backlogs.  To determine whether the FOIA program managers developed and 

implemented procedures to minimize FOIA request backlogs, we reviewed 
688 backlogged requests.  We selected requests open more than 20 working days 
from the online AF FACTS database.  We then obtained a copy of management’s 
formal plans for minimizing backlogs, and further identified management 
milestones and reduction goals.  
 

Sampling Methodology.  We applied the following sampling concepts and Computer-
Assisted Auditing Tools and Techniques (CAATTs) to complete this audit. 

 
 Sampling.  We judgmentally selected FOIA program offices with more than 200 

requests received or had more than 25 requests backlogged.  In doing so, we 
selected 13 FOIA offices representing 12 different MAJCOMs, direct reporting 
units (DRUs), or field operating agencies (FOAs).  Two FOIA offices reported to 
AFRC.  The 12 MAJCOMS/DRUs/FOAs represented 88 percent of the requests 
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the Air Force received from October 2007 through July 2008.  For each of the 
13 FOIA offices, we randomly selected a proportional sample size of requests 
based on the number of requests received, then used a random number generator 
to select a random sample of no more than 30 requests from each location.   

 
 CAATTs.  We used CAATTs extensively throughout this audit.  Specifically, we 

used advanced Excel spreadsheet features and functions (pivot tables, network 
days, and countif) to summarize audit data used to develop audit conclusions. 

 
Data Reliability.  We relied on computer-processed data contained in the AF FACTS.  
We did not evaluate the system’s general and application controls.  However, to establish 
data reliability, we compared key output data to available manual records.  Based on this 
test, we concluded the data were sufficiently reliable to support the audit conclusions. 
 
Auditing Standards.  We accomplished audit work in accordance with generally 
accepted government auditing standards and, accordingly, included tests of internal 
controls as considered necessary under the circumstances.  Specifically, we evaluated 
controls over processing FOIA requests, data entered to AF FACTS and FOIA electronic 
reading rooms, and recouping processing fees. 
 
PRIOR AUDIT COVERAGE 
 
We did not identify any Air Force Audit Agency, DoD Inspector General, or Government 
Accountability Office reports issued within the past 5 years that addressed the same or 
similar objectives as this audit.   
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Air Combat Command   
  
99th Air Base Wing F2009-0028-FBS000 
Nellis AFB NV 6 April 2009 
  
Air Education and Training Command (AETC)  
  
HQ AETC NONE 
Randolph AFB TX  
  
Air Force Materiel Command  
  
88th Air Base Wing F2009-0032-FCW000 
Wright-Patterson AFB OH 11 May 2009 
  
Air Force Office of Special Investigations (AFOSI)  
  
HQAFOSI F2009-0022-FDN000 
Andrews AFB MD 28 April 2009 
  
Air Force Reserve Command (AFRC)  
  
HQ AFRC NONE 
Robins AFB GA  
  
Air Reserve Personnel Center F2009-0021-FBM000 
Denver CO 12 May 2009 
  
Air Force Space Command   
  
21st Space Wing F2009-0022-FBM000 
Peterson AFB CO 14 May 2009 
  
Air Force Tactical Application Center (AFTAC)  
  
HQ AFTAC F2009-0022-FDM000 
Patrick AFB FL 25 February 2009 
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Air Mobility Command   
  
375th Airlift Wing F2009-0030-FBL000 
Scott AFB IL 9 March 2009 
  
Headquarters Air Force (HAF)  
  
HAF F2009-0025-FDN000 
Pentagon 13 May 2009 
  
National Air and Space Intelligence Center (NASIC)  

  

HQ NASIC F2009-0022-FCW000 
Wright-Patterson AFB OH 18 March 2009 
  

Pacific Air Forces  

  

15th Airlift Wing F2009-0022-FBP000 
Hickam AFB HI 29 April 2009 
  

United States Air Forces in Europe  
  
435th Air Base Wing F2009-0032-FDE000 
Ramstein AB Germany 28 January 2009 
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Information Systems Security and Communications Division (AFAA/FSS) 
Financial and Systems Audits Directorate 
5023 4th Street 
March ARB CA 92518-1852 

 
Alfred J. Massey, Associate Director 
DSN 447-4929 
Commercial (951) 655-4929 
 
LeeRoy H. Waugh, Program Manager 
 
Michelle Carter, Audit Manager 

 
 
 
We accomplished this audit under project number F2008-FB4000-0656.000 
 



 
 
 

 
24 

 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

This Page Intentionally Left Blank 
 



Final Report Distribution 
 
 

 
FREEDOM OF INFORMATION ACT 

 
The disclosure/denial authority prescribed in AFPD 65-3 will make all decisions relative 
to the release of this report to the public. 
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SAF/OS 
SAF/US 
SAF/AQ 
SAF/FM 
SAF/IG 
SAF/LL 
SAF/PA 
SAF/XC, AF/A6 
AF/CC 
AF/CV 
AF/CVA 
AF/A8 
AF/RE 
 
 
AU Library 
DoD Comptroller 
OMB 
 

 

 

  ACC 
AETC 
AFISR 
AFMA 
AFMC 
AFOSI 
AFRC 
AFSOC 
AFSPC 
AMC 
ANG 
PACAF 
USAFA 
USAFE 
Units/Orgs Audited 
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To request copies of this report or to suggest audit topics 

for future audits, contact the Operations Directorate at 

(703) 696-7913 (DSN 426-7913) or E-mail to  

reports@pentagon.af.mil.  Certain government users may 

download copies of audit reports from our home page at 

www.afaa.hq.af.mil/.  Finally, you may mail requests to: 

 
Air Force Audit Agency 
Operations Directorate 

1126 Air Force Pentagon 
Washington DC 20330-1126 

 
 
 
 

http://www.afaa.hq.af.mil/
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INTRODUCTION The Freedom of Information Act (FOIA) provides any 
person the right, enforceable in court, to access federal 
agency records, except for those records (or portions 
thereof) protected from public disclosure by one of nine 
exemptions, or one of three special law enforcement 
record exclusions.  The FOIA requires the Air Force 
provide requested records within 20 working days and 
post frequently requested records on an Air Force website, 
referred to as an Electronic Reading Room (ERR).  The 
Air Force received 8,287 FOIA requests for records in 
Fiscal Year 2008. 

  
OBJECTIVES The Chief, Warfighting Integration and Chief Information 

Officer (SAF/XC) requested this audit to determine 
whether Air Force personnel effectively managed the 
FOIA program.  Specifically, we determined whether 
FOIA program managers: 

 
 Recorded, tracked, and efficiently processed FOIA 

requests. 
 

 Provided the public web access to frequently 
requested records.  

 
 Identified, assessed, and recouped fees for FOIA 

requests. 
 

 Developed and implemented procedures to 
minimize FOIA request backlogs.  

  
CONCLUSIONS The Air Force could more effectively manage the FOIA 

program.  The Air Force increased staffing and developed 
new software to better manage the program and reduce its 
backlog of requests.  However, improvements were 
needed in recording and tracking requests for records, 
processing requests, public web access to records, 
recovering costs incurred, and plans to minimize request 
backlogs. 
 

 The FOIA program managers did not properly 
record or track FOIA requests.  As a result, the Air 
Force overstated the number of requests received 
and understated response times in the Air Force’s  
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annual FOIA report submission to the DoD  
for inclusion in their Annual FOIA Report to 
Congress.  (Tab A, page 2) 

 The FOIA program managers did not efficiently  
or properly process FOIA requests.  Through more 
efficient and proper FOIA request processing, the 
Air Force could reduce response times while also 
reducing time and resources expended.  (Tab A, 
page 4)   

 The Air Force ERR did not include all frequently 
requested records, and the public could not access 
all Air Force organization ERRs.  As a result, 
records were not readily available to the public, 
decreasing Air Force responsiveness and causing 
Air Force FOIA personnel to expend unnecessary 
time and resources duplicating work previously 
accomplished.  (Tab B, page 9) 

 The FOIA program managers did not accurately 
assess or collect fees for processing FOIA 
requests.  As a result, the Air Force understated its 
FOIA program cost and did not recoup appropriate 
costs.  (Tab C, page 13) 

 The FOIA program managers did not have suffi-
cient plans in place to minimize FOIA request 
backlogs.  Automated records reviewed showed 
FOIA program offices had 688 open requests as of 
July 2008.  Of those, 543 (79 percent) were open 
more than 20 working days and 248 (36 percent) 
were open more than 6 months.  As a result, FOIA 
requesters have successfully sued the Air Force in 
federal court over response timeliness.  (Tab D, 
page 17) 

  
RECOMMENDATIONS We made 13 recommendations to improve FOIA  

request recording and processing, public web access,  
cost recovery, and plans to minimize request backlogs. 
(Reference the individual Tabs for specific recommen-
dations.) 
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MANAGEMENT’S 
RESPONSE 

Management concurred with the audit results and 
recommendations, and management actions taken and 
planned should correct the problems identified.  
Therefore, this report contains no issues requiring 
elevation for resolution. 

 
 

  
ALFRED J. MASSEY  
(Information Systems Security and  
Communications Division) 

DERRICK D. H. WONG 
Deputy Assistant Auditor General 
(Financial and Systems Audits) 
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BACKGROUND 
 
The Air Force Freedom of Information and Privacy Act Office (SAF/XCPPF) imple-
ments and oversees the Air Force FOIA program.  This office also compiles and validates 
the Air Force’s annual FOIA report submission to the DoD Annual FOIA Report as 
required by Section 552 of title 5 U.S.C.1  The DoD report is submitted to Congress and 
the U.S. Attorney General.  Each Air Force major command (MAJCOM), installation, 
and many specialized organizations have FOIA offices responsible to collect, redact if 
necessary, and provide records to requesting entities.  The primary directive guidance for 
the FOIA program is the Air Force supplement to DoD Regulation 5400.07, DOD 

Freedom of Information Act Program, 24 June 2002 (DoD Regulation 5400.07/Air Force 
Supplement). 
 
Air Force attorneys must review FOIA responses for legal sufficiency and provide writ-
ten legal opinions when requested records (or portions of records) are withheld.  For 
initial denial authorities, Air Force attorneys must ensure factual and legal issues appel-
lants raise are considered before sending the FOIA appeal files to the Secretary of the Air 
Force’s designee for final action. 
 
When a request is for a record from a non-U.S. Government source, or containing infor-
mation clearly identified as having been provided by a non-U.S. Government source, the 
FOIA program manager must notify the source of the intent to release the record.  The 
program manager must also provide them reasonable time to present any objections con-
cerning the release, unless there clearly is no valid basis for objecting. 
 
The Air Force FOIA Case Tracking System (AF FACTS) is an automated application 
used to store and track Air Force FOIA record request information.  The AF FACTS 
tracks request dates, billings, request denial information, and suspense dates.  It also 
generates Air Force-level reports, MAJCOM-level reports, installation-level reports,  
and suspense listings. 
 
 
 

 
 
1 Section 552 of title 5 U.S.C. specifies the data to include in the annual FOIA report (for example, the 
number of requests for records pending and the number of days pending). 
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AUDIT RESULTS 1 – RECORDING AND TRACKING   
 
Condition.  The FOIA program managers did not properly record or track FOIA 
requests.  Of the 13 FOIA offices visited: 
 

 Data in AF FACTS for 8 (62 percent) offices did not match supporting docu-
mentation for 69 (20 percent) of 338 FOIA requests reviewed.  For example, at 
Nellis AFB the received and response dates in AF FACTS for 9 (41 percent) of 
22 requests did not match supporting documentation. 

 
 Program managers at 4 (31 percent) offices closed 67 cases when they transferred 

them to another FOIA office, then reopened 39 as new case numbers.  This action 
incorrectly restarted the response time and understated the number of days to 
process requests because the original case number was closed without providing 
the requester any records.  This action also overstated the number of requests 
received because each new case number counted as another FOIA request.  

 
Cause.  This condition existed because the Air Force did not have an effective tracking 
system and procedures to verify data accuracy. 

 
 Tracking System.  The AF FACTS tracking system did not have the capability  

to track FOIA requests from original receipt to final response.  Additionally, 
AF FACTS required program managers assign new case numbers when trans-
ferring FOIA requests within a MAJCOM.  Also, AF FACTS did not allow FOIA 
personnel to scan and store documents related to FOIA requests.   
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Data Accuracy.  The FOIA program managers attributed inaccurate data in 
AF FACTS to input errors.  However, there were no procedures to ensure data 
was accurately entered 
 

Impact.  As a result, the Air Force overstated the number of FOIA requests received and 
understated response times in its annual FOIA report submitted to the DoD for inclusion 
in their Annual FOIA Report to Congress.   
 
Management Corrective Action.  In March 2009, SAF/XC replaced AF FACTS with a 
new FOIA tracking system, eFOIA.  The new system has the capability to track FOIA 
requests from original receipt to final response and allows FOIA personnel to scan and 
store FOIA request documents.  In addition, eFOIA allows program managers to transfer 
FOIA requests within a MAJCOM without assigning a new case number.  Also in March 
2009, SAF/XC provided eFOIA training to all FOIA program managers.  Therefore, no 
recommendations were made to address these issues. 
   
Recommendation A.1.  The SAF/XC should revise DoD Regulation 5400.07/Air 
Force Supplement to require: 
 

a. Installation FOIA program managers confirm all data entered in eFOIA is 
accurate by reconciling the data to source documents. 

 
b. MAJCOM FOIA program managers periodically review data in eFOIA to ensure 

installation FOIA program managers accurately entered data from source documents. 
 

Management Comments A.1.  The SAF/XC concurred and stated:  “The SAF/XC will 
revise DoD Regulation 5400.07/Air Force Supplement to require FOIA Managers con-
firm data entered in eFOIA is accurate by reconciling the data to source documents and 
MAJCOM FOIA program managers periodically review data in eFOIA to ensure instal-
lation FOIA program managers are accurately entering the data from source docu-
ments.  Estimated Completion Date:  31 December 2009.”  
 
Recommendation A.2.  The SAF/XC should direct all FOIA program managers to con-
firm data entered in eFOIA is accurate by reconciling the data to source documents. 
 
Management Comments A.2.  The SAF/XC concurred and stated:  “The SAF/XC will 
direct all FOIA Managers to confirm data entered in eFOIA is accurate by reconciling the 
data to source documents.  Estimated Completion Data:  30 June 2009.” 
 
Evaluation of Management Comments.  Management comments addressed the issues 
raised in the audit results, and management actions taken and planned should correct the 
problem. 
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AUDIT RESULTS 2 – PROCESSING 
 
Condition.  The FOIA program managers did not efficiently or properly process FOIA 
requests.  Specifically, 12 (92 percent) of 13 FOIA offices reviewed did not respond 
within 20 working days to 168 (50 percent) of 338 sampled FOIA requests (Table 1).  To 
illustrate: 
 

Location 
Sample 

Size 
Number Exceeding 
20 Working Days 

Air Force Office of Special Investigation (AFOSI) 29 28 
Air Force Personnel Center (AFPC) 22 0 
Air Force Reserve Command (AFRC) 19 3 
Air Force Tactical Application Center (AFTAC) 20 19 
Headquarters Air Force (HAF) 79 45 
Hickam AFB 17 7 
National Air and Space Intelligence Center (NASIC) 21 19 
Nellis AFB 22 9 
Peterson AFB 22 6 
Ramstein Air Base (AB) 16 6 
Randolph AFB 24 3 
Scott AFB 18 7 
Wright-Patterson AFB 29 16 

Total 338 168 
Table 1.  Responses Exceeding 20 Working Days. 

 
Inefficient Processes.   
 

 Eight program offices2 did not ensure offices responsible for creating and/or 
maintaining records (responsible offices) timely researched, redacted, and pro-
vided records.   

 
 Five program offices3 did not ensure contractors and other third party 

non-Government offices provided timely responses when notified of the intent  
to release information they provided the Air Force.  Five of the 33 third party 
responses reviewed took over 30 days, and 1 over 60 days.  To illustrate, third 

 
 
2 AFTAC; HAF; Hickam, Peterson, Scott and Wright-Patterson AFBs; Ramstein AB; and NASIC. 
 
3 Hickam, Randolph, Scott and Wright-Patterson AFBs and Ramstein AB. 
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parties took 37 and 60 days, respectively, to respond when notified of the intent to 
release by FOIA offices at Hickam and Wright-Patterson AFBs.  
 

 Three of seven MAJCOMs4 reviewed performed duplicate legal reviews.  Specifi-
cally, both the installation and MAJCOM Judge Advocate General (JAG) offices 
performed legal reviews of records prior to release.  Also, at Wright-Patterson 
AFB both the Systems Program Office contracting function and the installation 
JAGs reviewed requests for copies of contracts.   
 

 The AFOSI had 104 record requests backlogged awaiting a legal review. 
 

Improper Processes. 
 

 Four program offices5 did not inform requesters of appeal procedures for 
11 (31 percent) of 36 full or partial denials for records.  Also, three of these 
offices did not complete all actions required to support 18 fully or partially denied 
record requests such as legal reviews and initial denial authority approvals.  

 
 Two program offices6 did not notify interested third parties of their intent to 

release records for 13 (39 percent) of 33 FOIA requests.  
 
Cause.  These conditions occurred because: 
 

 Authority.  The FOIA program offices did not have the authority to require 
responsible offices expeditiously research, redact, and provide requested records. 
 

 Third-Party Request.  Guidance on response time for non-Government intent to 
release records was not consistent.  The SAF/XC issued an email on 24 April 
2008 allowing contractors only 10 days to respond to FOIA requests.  However, 
DoD Regulation 5400.07R/AF Supplement allowed non-Government sources  
“… reasonable time (for example, 30 calendar days) to present objections con-
cerning the release, unless it is clear there is no valid basis for objection.” 
 

 Backlogged Legal Reviews.  The AFOSI assigned only one attorney to perform 
sensitive record reviews, significantly slowing the response process.  Also, 

 
 
4 Air Combat Command (ACC), Air Education and Training Command (AETC), and Air Mobility 
Command (AMC). 
 
5 AFOSI; HAF; Nellis and Scott AFBs. 
 
6 NASIC and Wright-Patterson AFB 
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requests were often for records on criminal investigations or member deaths and, 
therefore, required additional response time. 
 

 Duplicate Legal Reviews.  The SAF/XC guidance did not assign legal review 
responsibilities for FOIA requests to either installation or MAJCOM JAG offices.   
 

 Training.  The SAF/XC personnel did not provide FOIA program managers suffi-
cient training on their responsibilities to inform requesters of appeal procedures 
for full or partial denial of record requests, and to notify interested third parties of 
intent to release records. 

 
Impact.  Through more efficient and proper processing of responses to FOIA requests, 
the Air Force could reduce response times and, therefore, possible lawsuits resulting from 
untimely responses and improve public relations, while also reducing time and resources 
expended.   
 
Recommendation A.3.  The SAF/XC should request MAJCOMs task installation or 
MAJCOM FOIA program managers to review all requested records and redact in 
consultation with the responsible office. 
 
Management Comments A.3.  The SAF/XC concurred and stated:  “The SAF/XC will 
request MAJCOMs task installation or MAJCOM FOIA program managers to review all 
requested records and redact in consultation with the responsible office.  This process 
will be clarified in the supplement.  Estimated Completion Date:  31 December 2009.” 
 
Recommendation A.4.  The SAF/XC should revise DoD Regulation 5400.07/Air Force 
Supplement to require each MAJCOM assign legal review responsibilities for FOIA 
requested records to either installation or MAJCOM JAG offices.  
 
Management Comments A.4.  The SAF/XC concurred and stated:  “The SAF/XC will 
revise DoD Regulation 5400.07/Air Force Supplement to require each MAJCOM assign 
legal review responsibilities for FOIA requested records to either installation or 
MAJCOM JAG offices.  Estimated Completion Date:  31 December 2009.” 
 
Recommendation A.5.  The SAF/XC should request SAF/AQ require all contracts 
include a clause stating the contractor, upon contract award, will identify any portions of 
the contract that should be exempted from public disclosure and justification for the 
exemption.  
 
Management Comments A.5.  The SAF/XC concurred and stated:  “The SAF/XC 
addressed this recommendation at the Air Force FOIA Process Improvement Event in 
March 2008.  Discussions with the SAF/AQ  are still ongoing to come up with a pro-
cedure to include a clause stating the contractor, upon contract award, will identify any 
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portions of the contract that should be exempted from public disclosure and justification 
for the exemption.  Estimated Completion Date:  31 December 2009.” 
 
Recommendation A.6.  The SAF/XC should revise DoD Regulation 5400.07/Air Force 
Supplement to allow non-Government sources 10 days to respond to notices of intent to 
release records containing information clearly identified as originating from non-U.S. 
Government sources.   
 
Management Comments A.6.  The SAF/XC concurred and stated:  “The SAF/XC will 
revise DoD Regulation 5400.07/Air Force Supplement to allow non-Government sources 
(submitters) 10 business days to respond to notices of intent to release records containing 
information clearly identified as originating from non-U.S. Government sources.  
Estimated Completion Date:  31 December 2009.” 
 
Recommendation A.7.  The SAF/XC should request the AFOSI/CC assign additional 
personnel to perform legal reviews of records requested under the FOIA.  
 
Management Comments A.7.  The SAF/XC concurred and stated:  “The SAF/XC will 
request the AFOSI/CC assign additional personnel to perform legal reviews of records 
requested under the FOIA.  Estimated Completion Date:  30 June 2009.” 
 
Recommendation A.8.  The SAF/XC should provide FOIA program managers training 
on their responsibilities to inform requesters of appeal procedures for full or partial denial 
of record requests, and to notify interested third parties of intent to release records. 
 
Management Comments A.8.  The SAF/XC concurred and stated:  “The recom-
mendation will be included in the next FY 2010 FOIA Computer Based Training (CBT) 
which is mandated by all FOIA Managers on an annual basis.  In addition, the appeal 
procedure is available on the Air Force FOIA web site under the FOIA Handbook and  
the eFOIA Public Access Link.  Estimated Completion Date:  31 December 2009.” 
 
Evaluation of Management Comments.  Management comments addressed the issues 
raised in the audit results, and management actions taken and planned should correct the 
problem.
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BACKGROUND 
 
DoD components must include an electronic reading room (ERR) on their main FOIA 
websites.  For those components with multiple FOIA request service centers, each center 
must either have an ERR on its website or a link to the component’s ERR.  The public 
must have easy access to these reading rooms.   
 
Each Air Force activity must make FOIA-processed records (records they determine will, 
or have become, the subject of frequent or subsequent requests) available to the public 
electronically by posting the records to their website.  The Air Force established a centra-
lized ERR for all frequently requested records (those with three or more requests).  The 
FOIA manager coordinates with the responsible office to determine the records subject to 
frequent or subsequent requests. 
 
AUDIT RESULTS 3 – PUBLIC WEB ACCESS 
 
Condition.  The Air Force ERR did not include all frequently requested records and the 
public could not access all Air Force organization ERRs.  To illustrate: 
 

Posting.   
 

 The SAF/XCCP personnel posted only 61 records to the Air Force ERR as of 
July 2008.   

 
 Access. 
 

 The SAF/XC personnel allowed Air Force Materiel Command (AFMC) and 
United States Air Forces in Europe (USAFE) to maintain their own ERRs, so 
their records were not included on the Air Force ERR.  However, SAF/XC 
personnel did not establish automated links from the Air Force ERR to the 
AFMC and USAFE ERRs, limiting public access to the records. 

 
 Three locations (Nellis AFB, Peterson AFB and the AFOSI) did not establish 

links from their ERRs to the Air Force ERR.   
 

Cause.  This condition occurred because SAF/XC personnel: 
 

 Did not issue formal guidance on records FOIA offices were required to 
provide SAF/XC for posting to the Air Force ERR.  
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 Did not establish an Air Force-wide system for tracking frequently requested 
records.  To compensate, 6 of 13 FOIA offices7 reviewed either maintained a 
spreadsheet listing previously released records or searched AF FACTS attempting 
to identify the subject or title of previously requested records.  However, the 
spreadsheet and AF FACTS search only identified records their location released.  
Due to AF FACTS limitations discussed below the searches could not identify 
records released by other Air Force organizations. 
 

 Did not establish a standard naming convention for the record subject or title.  
Consequently, searches within AF FACTS did not identify all applicable records 
to determine whether those records were frequently requested. 
 

 Overlooked establishing automated links to and from the Air Force ERR and 
other Air Force organization ERRs. 

 
Impact.  As a result, the records were not readily available to the public, decreasing 
Air Force responsiveness, and causing Air Force FOIA personnel to potentially expend 
unnecessary time and resources duplicating work previously accomplished.  
 
Management Corrective Action.  In December 2008, SAF/XC issued an email requir-
ing FOIA program managers provide SAF/XC, for posting to the Air Force ERR, all 
released records.  Also, the email eliminated the need to track frequently requested 
records.  Additionally, the new eFOIA system searches the entire record for key words, 
eliminating the need to establish a standard record naming convention.  Further, as of 
March 2009, SAF/XC personnel posted an additional 169 FOIA requested records on the 
AF ERR.  In addition, SAF/XC personnel established links from the Air Force ERR to 
the AFMC and USAFE ERRs.  Finally, the FOIA office at Peterson AFB established a 
link from their ERR to the AF ERR.  Therefore, no recommendations were made to 
address these issues. 
 
Recommendation B.1.  The SAF/XC personnel should:   
 

a. Issue an interim change to DoD Regulation 5400.07R /Air Force Supplement 
establishing the records FOIA offices are required to provide SAF/XC for posting to the 
Air Force ERR.  

 
b. Review all FOIA organization ERRs to identify and correct those without links to 

the Air Force ERR.   

 
 
7 AFTAC; HAF; Hickam, Peterson, and Wright-Patterson AFBs; and NASIC. 
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Management Comments B.1.  The SAF/XC concurred and stated: 
 

a.  “The SAF/XC will issue an interim change to DoD Regulation 5400.07/Air Force 
Supplement establishing the records FOIA offices are required to provide SAF/XC for 
posting to the Air Force ERR.  Estimated Completion Date:  31 December 2009. 
 

b.  “The SAF/XC will review all FOIA organization ERRs to identify and correct any 
without links to the Air Force ERR.  Estimated Completion Date:  31 December 2009.” 
 
Evaluation of Management Comments.  Management comments addressed the issues 
raised in the audit results, and management action taken and planned should correct the 
problem.  
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BACKGROUND 
 
The DoD Regulation 5400.07/Air Force Supplement requires FOIA personnel assess  
fees based upon the requester’s applicable fee category.  There are three fee categories:  
commercial, educational and noncommercial scientific institution or news media or 
union, and all others.  The FOIA personnel must charge fees to requesters in the 
“commercial” and “all other” categories, and may under certain circumstances charge 
fees to requesters in the “educational and noncommercial scientific institution or news 
media or union” category.  Fees are based upon the cost to process record requests.  
Department of Defense (DD) Form 2086, Record of Freedom of Information (FOI) 
Processing Cost, is used to record manpower and audiovisual material costs incurred.  
Each office processing requested records must prepare a DD Form 2086.  Requesters 
must be willing to pay fees associated with processing their request or explain why the 
fees should be waived.   
 
The FOIA personnel must collect fees at the time they provide records to the requester.  
Personnel may not collect fees in advance unless the requester has failed to pay pre-
viously assessed fees, or if the fee will exceed $250.  In addition, The Debt Collection 
Act of 1982 requires charging a minimum annual interest rate on overdue debts owed  
the Federal Government.  The Air Force may levy this interest penalty for any fees that 
remain outstanding 30 calendar days from the date of billing (the first demand notice).  
The Air Force reported in its FY08 Annual FOIA Report costs of $7,586,000 to process 
requested records, but collected only $76,035 in fees. 
 
In March 2009, SAF/XC replaced AF FACTS with a new FOIA tracking system, eFOIA.  
The new system included capabilities to calculate fees, create detailed bills, track pay-
ments, and provide requester payment history. 
 
AUDIT RESULTS 4 – COST REIMBURSEMENT  
 
Condition.  The FOIA program managers did not document, assess, or collect the 
appropriate reimbursable fees for processing FOIA requests.  Specifically, the 13 FOIA 
offices reviewed did not document, assess, track or collect fees for 175 (93 percent) of 
189 record requests categorized as “commercial” or “other” in our 338 sample requests 
(Table 2).  Of the 13 FOIA offices reviewed,  
 

 Documenting Fees.  Seven did not document on DD Forms 2086 the time and 
cost to process 98 (29 percent) of 338 sampled FOIA requests.  In addition, legal 
offices for 12 did not document on DD Forms 2086 the hours8 expended review-
ing records before release to requesters.   
 

 
 
8 Although entities citing FOIA to obtain records are not assessed the cost of JAG legal reviews, the cost is 
included in the annual Air Force FOIA program cost reported to DoD. 
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 Assessing Fees.  Nine did not assess fees for 101 (52 percent) of 195 sampled 
requests.  For example, the AFOSI did not assess fees for any of the 29 FOIA 
requests reviewed, although the requests were in the commercial and all others 
categories.  

 
 Tracking Payments.  Nine did not track request payment histories to determine if 

they received payments within 30 days.  The four FOIA offices that tracked pay-
ment history were able to do so only for fees their office assessed.   

 
 Charging Interest.  None collected interest on overdue fees.  Of the 14 sampled 

requests that were billed, 13 were collected after 30 days, but with no interest 
charged.   
 

Location 
DD Form 2086 
Not Completed 

Legal Review 
Hours Not 
Recorded 

Payment History 
Not Tracked 

Interest Not 
Collected on 

Overdue 
Fees 

AFOSI X X X X 
AFPC X X X X 
AFRC  X X X 
AFTAC  X  X 
HAF X X X X 

Hickam AFB  X  X 
NASIC X X X X 

Nellis AFB X X X X 
Peterson AFB  X X X 

Ramstein AB  X X X 
Randolph AFB   X X 

Scott AFB X X  X 
Wright-Patterson AFB X X  X 

TOTAL 7 12 9 13 
Table 2.  Cost Reimbursement Procedures. 

 
Cause.  This condition occurred because: 

 
 Authority.  The FOIA program managers did not have authority to require 

responsible office personnel accurately complete and return DD Forms 2086.  
 

 Guidance.  The DoD Regulation 5400.07/Air Force Supplement did not provide 
procedures for tracking legal review hours and costs, provide a method of 
tracking requester payment history, or clearly require FOIA offices track 
requester payment history. 
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 Fee Determination.  The FOIA program managers did not have completed 
DD Forms 2086 to use in assessing fees.  Also, they improperly determined that 
assessing fees was counterproductive and unnecessary for sensitive criminal cases 
or when requests took over 20 working days to process.   
 

 Training.  The SAF/XC personnel did not provide FOIA program managers train-
ing on assessing and collecting fees and interest on overdue fees. 
 

 Verification Procedures.  The SAF/XC personnel did not establish procedures to 
verify FOIA program managers properly assessed fees and collected interest on 
overdue fees. 

 
Impact.  As a result, the Air Force understated its costs to process FOIA requests and 
ultimately its total FOIA program cost, and did not recoup appropriate fees.   
 
Recommendation C.1.  The SAF/XC should revise DoD Regulation 5400.07/Air Force 
Supplement to: 

 
a. Require FOIA program managers obtain from responsible offices the time 

expended advising the FOIA manager, then post the time to DD Forms 2086 and eFOIA.  
 

b. Provide FOIA program managers procedures on how to compute and record legal 
office hours and costs. 
 

c. Require FOIA offices use eFOIA to record costs incurred responding to FOIA 
requests, bill requesters, record requester payment, and track requester payment history. 
 
Management Comments C.1.  The SAF/XC concurred and stated:  “The SAF/XC will 
revise DoD Regulation 5400.07/Air Force Supplement to (a) require FOIA program man-
agers obtain from responsible offices the time expended advising the FOIA manager, then 
post the time to DD Forms 2086 and eFOIA, (b) provide FOIA program managers proce-
dures on how to compute and record legal office hours and costs, and (c) require FOIA 
offices use eFOIA to record costs incurred responding to FOIA requests, bill requesters, 
record requester payment, and track requester payment history.  In addition, SAF/XC had 
conducted training via Air Force FOIA/PA biweekly teleconference to MAJCOM/FOA/DRU 
FOIA Managers on 24 February 2009 and will also be included in the FY 2010 FOIA CBT 
annual training.  Estimated Completion Date:  31 December 2009.” 
 
Recommendation C.2.  The SAF/XC should train FOIA program managers on the crite-
ria and procedures for assessing and collecting fees, and assessing interest when fees are 
overdue. 
 
Management Comments C.2.  The SAF/XC concurred and stated:  “The SAF/XC will 
include this training in the FY 10 FOIA CBT annual training for FOIA Managers.  
Estimated Completion Date:  31 December 2009.”
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Recommendation C.3.  The SAF/XC should review fee assessments periodically using 
eFOIA to ensure FOIA program managers are properly assessing fees and collecting 
interest on overdue fees. 
 
Management Comments C.3.  The SAF/XC concurred and stated:  “The SAF/XC will 
review fee assessments periodically using eFOIA to ensure FOIA program managers are 
properly assessing fees and collecting interest on overdue fees.  In addition, SAF/XC will 
direct FOIA Managers to ensure they are properly assessing fees and interest on overdue 
fees and the MAJCOM FOIA Managers will review periodically to ensure their bases are 
properly recording the fee.  Estimated Completion Date:  30 June 2009.” 
 
Evaluation of Management Comments.  Management comments addressed the issues 
raised in the audit results, and management actions planned should correct the problem.
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BACKGROUND 
 
The DoD Regulation 5400.07/AF Supplement requires the Air Force provide requesters  
a final response determination within 20 working days.  In unusual circumstances, the 
time limit may be extended for no more than 10 working days by providing the requester 
a written notice explaining the circumstances for the extension and a final response date.  
Final response determinations notify the requester that the records are released, or will be 
released on a certain date, or that the records are denied.  Interim responses acknowledge 
receipt of the request, negotiations with the requester concerning the scope of the request, 
the response timeframe, and fee agreements; however, such actions do not constitute a 
final response determination pursuant to the FOIA. 
 

AUDIT RESULTS 5 – REQUEST BACKLOGS  
 
Condition.  The FOIA program managers did not establish corrective actions plans to 
resolve FOIA request backlogs.  As of July 2008, the 13 FOIA program offices reviewed 
had 688 total open requests.9  Of those, 543 (79 percent) were open for more than 
20 working days and 249 (36 percent) were open more than 6 months.  However, only 
2 of 5 FOIA offices with backlogs over 6 months (AFTAC and Wright-Patterson AFB) 
had established formal plans to resolve their FOIA request backlog, but their plans were 
incomplete (Table 3). 
 

 
Location 

 
Open Cases 

Open More Than 20 
Working Days 

Open More 
Than 6 Months 

AFOSI 331 314 198 
AFPC 9 0 0 
AFRC 3 1 0 
AFTAC 32 30 22 
HAF 154 95 8 
Hickam AFB 4 1 0 
NASIC 30 29 15 
Nellis AFB 7 1 0 
Peterson AFB 2 2 0 
Ramstein AFB 7 4 0 
Randolph AFB 2 0 0 
Scott AFB 7 0 0 
Wright-Patterson AFB 100 66 6 
TOTAL 688 543 249 

  Table 3.  Backlogged Requests. 
 
Cause.  This condition occurred because SAF/XC did not define the elements of an 
effective corrective action plan or require organizations with requests backlogged over 
6 months to prepare and implement formal corrective action plans.   

 
 
9 According to AF FACTS data. 
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Impact.  Corrective action plans will help resolve FOIA request backlogs and requester 
dissatisfaction with untimely responses.  Unresolved backlogs have resulted in lawsuits 
against the Air Force and avoidable expenditures for damages and court costs. 
 
Audit Comment.  In February 2009, SAF/XC established a FOIA branch staffed with 
eight personnel, and assigned three to assist MAJCOMs with the largest FOIA request 
backlogs.  The purpose was to better manage the FOIA process and reduce the volume of 
backlogged requests.  
 
Recommendation D.1.  The SAF/XC should revise DoD Regulation 5400.07Air Force 
Supplement to:   
 

a. Define the elements of an effective corrective action plan for resolving FOIA 
response backlogs. 

 
b. Require organizations with FOIA requests backlogged over 6 months to prepare 

and implement formal corrective action plans. 
 

c. Require the FOIA branch periodically review organization corrective action plans 
to ensure they effectively resolve backlogs.   
 
Management Comments D.1.  The SAF/XC concurred and stated:  “The SAF/XC will 
revise DoD Regulation 5400.07/Air Force Supplement to (a) define the elements of an 
effective corrective action plan for FOIA response backlogs, (b) require organizations 
with FOIA requests backlogged over 6 months to prepare and implement formal cor-
rective action plans, and (c) require the FOIA branch periodically review organization 
corrective action plans to ensure they effectively resolve backlogs.  In addition, SAF/XC 
will address the way ahead for these recommendations at our next FOIA Process 
Improvement Event in September 2009.  Estimated Completion Date:  31 December 
2009.” 
 
Evaluation of Management Comments.  Management comments addressed the issues 
raised in the audit results, and management actions planned should correct the problem.
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AUDIT SCOPE   
 
Audit Coverage.  We performed audit work at 13 judgmentally selected active duty 
installations (Appendix II).  We also held discussions with SAF/XC personnel.  We 
performed audit field work from October 2008 through February 2009 using documents 
dated April 1997 through June 2008.  We provided a draft report to management in 
April 2009.   

 
 Recording, Tracking, and Processing.  To determine whether Air Force personnel 

recorded, tracked, and efficiently processed FOIA requests, we held discussions 
with FOIA personnel and reviewed applicable training documentation.  Further, 
we identified processing procedures, reviewed checklists and tracking documents 
for a sample of FOIA requests for records.  We reviewed responses to the sam-
pled requests to determine if the requests were appropriately processed.   

 
 Electronic Reading Rooms.  To determine whether FOIA personnel provided pub-

lic access to frequently requested records we reviewed organizational websites for 
appropriate links to FOIA information.  Also, we reviewed FOIA program office 
methods for identifying frequently requested records. 

 
 Fee Assessment and Collection.  To determine whether FOIA personnel iden-

tified, assessed, and recouped fees for the cost to process FOIA requests, we 
reviewed a sample of 338 requests.  We compared the requests to the assigned fee 
category identified in the AF FACTS, the fee category identified on response let-
ters, and to DD Forms 2086 to determine if FOIA personnel identified legal 
review costs, appropriately assessed and recouped fees, and charged interest for 
overdue fees. 

 
 Backlogs.  To determine whether the FOIA program managers developed and 

implemented procedures to minimize FOIA request backlogs, we reviewed 
688 backlogged requests.  We selected requests open more than 20 working days 
from the online AF FACTS database.  We then obtained a copy of management’s 
formal plans for minimizing backlogs, and further identified management 
milestones and reduction goals.  
 

Sampling Methodology.  We applied the following sampling concepts and Computer-
Assisted Auditing Tools and Techniques (CAATTs) to complete this audit. 

 
 Sampling.  We judgmentally selected FOIA program offices with more than 200 

requests received or had more than 25 requests backlogged.  In doing so, we 
selected 13 FOIA offices representing 12 different MAJCOMs, direct reporting 
units (DRUs), or field operating agencies (FOAs).  Two FOIA offices reported to 
AFRC.  The 12 MAJCOMS/DRUs/FOAs represented 88 percent of the requests 
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the Air Force received from October 2007 through July 2008.  For each of the 
13 FOIA offices, we randomly selected a proportional sample size of requests 
based on the number of requests received, then used a random number generator 
to select a random sample of no more than 30 requests from each location.   

 
 CAATTs.  We used CAATTs extensively throughout this audit.  Specifically, we 

used advanced Excel spreadsheet features and functions (pivot tables, network 
days, and countif) to summarize audit data used to develop audit conclusions. 

 
Data Reliability.  We relied on computer-processed data contained in the AF FACTS.  
We did not evaluate the system’s general and application controls.  However, to establish 
data reliability, we compared key output data to available manual records.  Based on this 
test, we concluded the data were sufficiently reliable to support the audit conclusions. 
 
Auditing Standards.  We accomplished audit work in accordance with generally 
accepted government auditing standards and, accordingly, included tests of internal 
controls as considered necessary under the circumstances.  Specifically, we evaluated 
controls over processing FOIA requests, data entered to AF FACTS and FOIA electronic 
reading rooms, and recouping processing fees. 
 
PRIOR AUDIT COVERAGE 
 
We did not identify any Air Force Audit Agency, DoD Inspector General, or Government 
Accountability Office reports issued within the past 5 years that addressed the same or 
similar objectives as this audit.   
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Air Combat Command   
  
99th Air Base Wing F2009-0028-FBS000 
Nellis AFB NV 6 April 2009 
  
Air Education and Training Command (AETC)  
  
HQ AETC NONE 
Randolph AFB TX  
  
Air Force Materiel Command  
  
88th Air Base Wing F2009-0032-FCW000 
Wright-Patterson AFB OH 11 May 2009 
  
Air Force Office of Special Investigations (AFOSI)  
  
HQAFOSI F2009-0022-FDN000 
Andrews AFB MD 28 April 2009 
  
Air Force Reserve Command (AFRC)  
  
HQ AFRC NONE 
Robins AFB GA  
  
Air Reserve Personnel Center F2009-0021-FBM000 
Denver CO 12 May 2009 
  
Air Force Space Command   
  
21st Space Wing F2009-0022-FBM000 
Peterson AFB CO 14 May 2009 
  
Air Force Tactical Application Center (AFTAC)  
  
HQ AFTAC F2009-0022-FDM000 
Patrick AFB FL 25 February 2009 
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Air Mobility Command   
  
375th Airlift Wing F2009-0030-FBL000 
Scott AFB IL 9 March 2009 
  
Headquarters Air Force (HAF)  
  
HAF F2009-0025-FDN000 
Pentagon 13 May 2009 
  
National Air and Space Intelligence Center (NASIC)  

  

HQ NASIC F2009-0022-FCW000 
Wright-Patterson AFB OH 18 March 2009 
  

Pacific Air Forces  

  

15th Airlift Wing F2009-0022-FBP000 
Hickam AFB HI 29 April 2009 
  

United States Air Forces in Europe  
  
435th Air Base Wing F2009-0032-FDE000 
Ramstein AB Germany 28 January 2009 
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Information Systems Security and Communications Division (AFAA/FSS) 
Financial and Systems Audits Directorate 
5023 4th Street 
March ARB CA 92518-1852 

 
Alfred J. Massey, Associate Director 
DSN 447-4929 
Commercial (951) 655-4929 
 
LeeRoy H. Waugh, Program Manager 
 
Michelle Carter, Audit Manager 

 
 
 
We accomplished this audit under project number F2008-FB4000-0656.000 
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FREEDOM OF INFORMATION ACT 

 
The disclosure/denial authority prescribed in AFPD 65-3 will make all decisions relative 
to the release of this report to the public. 
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SAF/OS 
SAF/US 
SAF/AQ 
SAF/FM 
SAF/IG 
SAF/LL 
SAF/PA 
SAF/XC, AF/A6 
AF/CC 
AF/CV 
AF/CVA 
AF/A8 
AF/RE 
 
 
AU Library 
DoD Comptroller 
OMB 
 

 

 

  ACC 
AETC 
AFISR 
AFMA 
AFMC 
AFOSI 
AFRC 
AFSOC 
AFSPC 
AMC 
ANG 
PACAF 
USAFA 
USAFE 
Units/Orgs Audited 
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To request copies of this report or to suggest audit topics 

for future audits, contact the Operations Directorate at 

(703) 696-7913 (DSN 426-7913) or E-mail to  

reports@pentagon.af.mil.  Certain government users may 

download copies of audit reports from our home page at 

www.afaa.hq.af.mil/.  Finally, you may mail requests to: 

 
Air Force Audit Agency 
Operations Directorate 

1126 Air Force Pentagon 
Washington DC 20330-1126 

 
 
 
 

http://www.afaa.hq.af.mil/
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INTRODUCTION The Freedom of Information Act generally provides that any 
person has a right, enforceable in court, to obtain access to 
federal agency records, except to the extent that such records (or 
portions of them) are protected from public disclosure by one of 
nine exemptions.  The National Air and Space Intelligence 
Center, Freedom of Information Act Program Office, consists of 
one person who processed approximately 42 information 
requests during Fiscal Year 2008. 

  
OBJECTIVES The overall objective of this centrally directed audit was to 

determine whether National Air and Space Intelligence Center 
personnel effectively managed the Freedom of Information Act 
Program.  Specifically, we determined whether personnel: 
 

 Recorded, tracked, and timely processed Freedom of 
Information Act requests. 

 
 Provided the public web access to frequently requested 

documents. 
 
 Identified, assessed, and recouped costs for processing 

Freedom of Information Act requests. 
 
 Developed and implemented procedures to minimize 

Freedom of Information Act request backlogs. 
 

CONCLUSIONS Overall, the National Air and Space Intelligence Center 
personnel could improve Freedom of Information Act Program 
management.  Personnel, in general, provided the public web 
access; identified, assessed, and recouped costs; and developed 
and implemented procedures to minimize backlogs.  However, 
personnel did not record, track, or timely process Freedom of 
Information Act requests.  Proper procedures ensure requests are 
timely and accurate in the Annual Freedom of Information Act 
Report and the public receives available information concerning 
Government activities.  (Tab A, page 1) 

 
MANAGEMENT 
CORRECTIVE  
ACTION 
 

 
During the course of the audit, management implemented one 
corrective action to ensure dates in the Air Force Freedom of 
Information Act Case Tracking System matched supporting 
documentation. 
 

RECOMMENDATIONS We made two recommendations to improve Air Force Freedom 
of Information Act Program management.  (Reference Tab A for 
specific recommendations.) 



Executive Summary 
 
 

 
ii 
 

MANAGEMENT’S 
RESPONSE 

Management officials agreed with the audit results and 
recommendations in Tab A of this report, and the corrective 
action taken is responsive to the issues and recommendations 
included in this report.  Therefore, this report contains no 
disagreements requiring elevation for resolution. 
 

  
ANTHONY P. GOODEN 
Wright-Patterson AFB Team Chief 
 

KIMBERLY M. MOORE 
Chief, Wright-Patterson Area Audit Office 
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BACKGROUND 
 
Air Force policy1 requires agencies conduct activities in an open manner and provide the public 
with maximum amount of accurate and timely information concerning its activities, consistent 
with legitimate public and private interests of the American people.  In order to achieve this 
transparency, the Freedom of Information Act (FOIA) requires agencies to provide a response to 
a FOIA request within 20 working days.  If agencies cannot send a response within 20 working 
days, the requester shall be notified via an interim response. 
 
When the National Air and Space Intelligence Center (NASIC) FOIA Program Office receives a 
FOIA request, it then tasks one or more Offices of Primary Responsibility to search for records 
responsive to the request, review records for information exempt from release, and send 
responsive records back to the FOIA office with recommendations regarding disclosure.  
However, some requests require review or coordination with agencies outside of NASIC2.  When 
the FOIA Program Manager has all responsive records, a response package is sent to a 
Classification Authority to ensure classified material is not released and then to legal personnel 
to verify the release legality.  Finally, the Initial Denial Authority3 reviews documentation before 
a response is sent to the requester. 
 
The Air Force developed the Air Force FOIA Case Tracking System (AF FACTS) to record and 
track information requests including received and response dates.  Personnel open a case in AF 
FACTS and record the received request date and close a case after sending a response to the 
requester.  Received and response dates are used to identify the total processing time for a 
request.  Agencies are required to submit the annual Freedom of Information Act Report to the 
DoD no later than 30 November of each year.  This report includes median days required to 
process requests and median age of all open requests.   
 
AUDIT RESULTS 1 – PROCESSING 
 
Condition.  NASIC personnel did not record, track, or timely process FOIA requests.  
Specifically, a review of 21 sampled FOIA requests disclosed that personnel did not: 
 
 
 
 

 
 
1  DoD Regulation 5400.7, Air Force Supplement, DoD Freedom of Information Act Program, 24 June 2002. 
 
2  Those agencies could include the Defense Intelligence Agency, Central Intelligence Agency, and the Department 
of Energy. 
 
3  The Initial Denial Authority is usually the NASIC Vice Commander. 
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 Data Accuracy.  Record and track accurate data in AF FACTS for 6 (29 percent) of 
21 requests.  To illustrate, personnel did not enter received and/or response dates in 
AF FACTS matching supporting documentation.  Further, personnel closed one 
(17 percent) of the six requests in AF FACTS without issuing a response. 

 
 Timeliness.  Process 19 (91 percent) of 21 sampled requests within 20 working days.  For 

example, personnel received a request for information in April 1997 and as of February 
2009 had not yet responded.  Also, for 7 (37 percent) of the 19 requests not processed 
within 20 days, personnel did not send interim responses to requesters.   
 

Cause.  These conditions primarily occurred because FOIA personnel did not establish 
procedures to: 
 

 Properly update AF FACTS data upon FOIA request completion.  
 

 Send interim responses to requesters when FOIA requests are not processed within 
20 working days.   
 

Additionally NASIC personnel do not have the authority to ensure other agencies, outside of 
NASIC, review and return responsive records in a timely manner.  Further, NASIC personnel do 
not have the authority to forego necessary levels of review such as the intelligence analyst, 
classification authority, legal personnel, or Initial Denial Authority, all of which add time to the 
overall process. 
 
Audit Comment.  The issues concerning authority for outside agencies to return information 
timely and foregoing necessary levels of review are Air Force-wide issues.  Therefore, we will 
not be addressing these issues in this local Report of Audit.  However, these issues have been 
elevated to the Audit Control Point (Information Systems Security and Communications 
Division, AFAA/FSS) for resolution and possible inclusion in an Air Force Report of Audit. 
 
Impact.  Proper procedures ensure requests are timely and accurate in the Annual Freedom of 
Information Act Report and the public receives available information concerning Government 
activities. 
 
Management Corrective Action.  During the course of the audit, the FOIA Program Manager 
corrected all dates in AF FACTS identified by audit as discrepancies to ensure each matches 
dates on supporting documentation.  Therefore, this report does not contain any 
recommendations to address this issue. 
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Recommendations.  The Commander, NASIC, should direct the FOIA Program Manager 
establish procedures to:  
 

 Recommendation A.1.  Properly update AF FACTS data upon FOIA request 
completion.  
 

 Recommendation A.2.  Send interim responses to requesters when FOIA requests are 
not processed within 20 working days. 

 
Management Comments.  The Commander, NASIC, concurred with the audit results and 
recommendation and stated: 
 

 Recommendation A.1.  “Concur.  The FOIA Program Manager was directed to establish 
procedures to properly update AF FACTS data upon closing out a request.  (CLOSED) 

 
 Recommendation A.2.  “Concur.  The FOIA Program Manager established procedures 

to send interim responses to requesters when FOIA requests are not processed within 
20 working days.  (CLOSED)” 

 
Evaluation of Management Comments.  Management comments addressed the issues raised in 
the report and management actions taken should correct the problems.  Therefore, this report 
contains no disagreements requiring elevation for resolution. 
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AUDIT SCOPE 
 
Audit Coverage.  To determine whether National Air and Space Intelligence Center (NASIC) 
personnel effectively managed the Freedom of Information Act (FOIA) Program, we reviewed 
FOIA requests, memorandums for coordination, DD Forms 2086 Record of Freedom of 
Information Processing Cost, and responses sent to requesters dated from April 1995 to January 
2009.  We conducted audit fieldwork from October 2008 to January 2009 and issued 
management a draft report in March 2009. 
 

 Processing.  To determine whether NASIC personnel properly recorded, tracked, and 
efficiently processed FOIA requests, we reviewed requests, responses, and coordination 
memorandums.  We evaluated whether personnel processed requests within 20 working 
days and sent interim responses, when required.  Lastly, we verified Air Force FOIA 
Case Tracking System (AF FACTS) data matched available supporting documentation. 
 

 Public Access.  To determine whether NASIC personnel provided the public web access 
to frequently requested documents, we interviewed the FOIA Program Manager to 
evaluate whether each sampled request was frequently requested.  Next, we analyzed the 
Air Force Intelligence Surveillance and Reconnaissance Agency (AF ISRA) Electronic 
Reading Rooms4 to determine whether personnel made frequently requested records 
available to the public.  Lastly, we determined whether the AF ISRA FOIA Electronic 
Reading Room was easily accessible from the NASIC homepage and contained a link to 
the Air Force FOIA Electronic Reading Room. 

 
 Costs.  To determine whether NASIC personnel identified, assessed, and recouped costs 

for processing FOIA requests, we identified each requester and verified personnel 
properly assigned fee categories for each request.  Further, we obtained and reviewed all 
available DD Forms 2086 for sampled requests to identify chargeable fees and whether 
personnel appropriately assessed those fees. 

 
 Backlogs.  To determine whether NASIC personnel developed and implemented 

procedures to minimize FOIA request backlogs, we obtained and reviewed an 
AF FACTS Information Report to evaluate the number of requests currently open for 
more than 20 working days.  We interviewed the FOIA Program Manager to identify 
reasons for the backlog.  Further, we discussed a plan of action for reducing backlog and 
obtained e-mails and other supporting documentation to determine whether the plan 
addressed causes of the backlog. 

 
 

 

 
 
4  The NASIC FOIA Office uses the AF ISRA Electronic Reading Room. 
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Sampling Methodology. 
 

 Sampling.  We reviewed all 42 (100 percent) FOIA requests received in Fiscal Year 
2008.  Additionally, we reviewed a statistical sample of 21 from a population of 78 pre-
selected FOIA requests provided by the Audit Control Point (Information Security and 
Communications Division, AFAA/FSS). 

 
 Computer Assisted Auditing Tools and Techniques.  We used computer assisted auditing 

tools and techniques extensively throughout this audit.  Specifically, we used advanced 
features of Microsoft Office Excel®, such as NETWORKDAYS and COUNTIF 
functions, to quickly summarize audit data used to develop audit conclusions.  

 
Data Reliability.  Although we relied on computer-generated data from the AF FACTS to 
support audit conclusions, we did not evaluate the adequacy of the system’s general and 
application controls.  Instead, we evaluated data reliability through alternate methods such as 
comparing data maintained in the system to available supporting documentation.  These tests 
disclosed the data were sufficiently reliable to support audit conclusions.  
 
Auditing Standards.  We conducted this audit in accordance with generally accepted 
government auditing standards and, accordingly, included such tests of internal controls as 
considered necessary under the circumstances.  Specifically, we evaluated controls over 
recording of transactions, and competency of personnel. 
 
Discussion with Responsible Officials.  We discussed this report with the Vice Commander, 
NASIC, and other interested officials on 12 March 2009.  We advised management that this was 
part of an Air Force-wide audit, Freedom of Information Act Program, Project Number F2008-
FB4000-0656.000.  Therefore, selected data not reflected in this report, as well as data contained 
herein, may be included in a related Air Force Report of Audit.  Management’s formal comments 
were received on 18 March 2009 and are included in this report. 
   
PRIOR AUDIT COVERAGE   
 
We did not identify any Air Force Audit Agency, DoD Inspector General, or U.S. Government 
Accountability Office reports issued to the NASIC within the last five years related to our 
specific objectives.  
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POINTS OF CONTACT 
 
AFAA Wright-Patterson Area Audit Office (AFAA/WP) 
Bldg 52, Room 101, Area B 
2475 K Street 
Wright-Patterson AFB OH 45433-7641 
 
 Ms. Kimberly M. Moore, Office Chief 
 DSN 785-6214 
 Commercial (937) 255-6214 

 
Mr. Anthony P. Gooden, Team Chief 
 
Mr. Brian V. Clelan, Auditor-in-Charge 
 

 Mr. Charles P. Van Dine, Auditor 
 
 Ms. Kenia Carril, Auditor 
 
 
FINAL REPORT DISTRIBUTION 
 
AIA/FMPS 
AF ISRA 
NASIC/CC 
NASIC/CV 
NASIC/FM 
AFOSI 10th FIS 
AFAA/FSS (Ms. Michelle M. Carter) 
 
 
PROJECT NUMBER 
 
We accomplished this audit under project number F2008-FB4000-0656.013. 
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INTRODUCTION The Freedom of Information Act (FOIA) Program 
provides that any US citizen has a right to obtain access to 
federal agency records, except to the extent that such 
records are protected from public disclosure by one of 
nine exemptions.  As of December 2008, the Headquarters 
Air Force Office of Special Investigations (AFOSI) FOIA 
office had 238 open requests.    

  
OBJECTIVES The Chief, Warfighting Integration and Chief Information 

Officer requested this centrally directed audit to assess the 
FOIA Program.  The overall objective was to determine 
whether AFOSI personnel effectively managed the FOIA 
Program.  Specifically, we determined whether AFOSI 
personnel: 
 

• Properly recorded FOIA requests, 
 

• Properly established and implemented procedures 
to minimize FOIA requests backlog, 

 
• Efficiently processed FOIA requests, and 

 
• Appropriately identified and assessed processing 

fees for FOIA requests. 
  
CONCLUSIONS Overall, opportunities exist to improve the FOIA 

Program.  Although AFOSI personnel properly recorded 
FOIA requests and established and implemented 
procedures to minimize FOIA requests backlog, personnel 
did not:  
 

• Efficiently process FOIA requests.  Efficiently 
processing FOIA requests decreases the risk of 
legal action by requestors. (Tab A, page 1).   
 

• Appropriately identify and assess processing fees 
for FOIA requests.  Identifying and assessing 
processing fees allows personnel to accurately 
report and collect FOIA processing costs.(Tab B, 
page 2) 
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MANAGEMENT 
CORRECTIVE ACTION 
 

During the audit, the AFOSI Program Manager 
established procedures to make certain FOIA specialists 
efficiently processed FOIA requests.  In addition, 
personnel established policies and procedures to properly 
identify and assess processing fees. 
 

RECOMMENDATIONS 
 
 

As a result of corrective actions taken during the audit, we 
did not make any recommendations to improve the FOIA 
Program at AFOSI.   

  
MANAGEMENT’S 
RESPONSE 

Management officials agreed with the audit results and 
corrective actions taken are responsive to the issues 
included in this report.  Therefore, this report does not 
contain any disagreements requiring elevation for 
resolution. 

 
 

 

 
 
 

 
KATRINA M. LAW 
Team Chief, Northeast Area Audit Office 
Team A, Andrews AFB 

EVELYN B. BETHEA 
Chief, Northeast Area Audit Office 
Support and Personnel Audits Region  
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 Processing FOIA Requests  

 
 

1 

BACKGROUND 
 
In accordance with Department of Defense Regulation 5400.7, Air Force Supplement, 24 June 
2002, FOIA personnel must generally provide requestors final responses to FOIA requests within 
20-working days.  In the event a final response cannot be provided within 20-days, FOIA 
personnel should send an interim response to the requestor to acknowledge receipt of the request, 
and indicate a final response date.  Further, although FOIA personnel may provide interim 
responses, the requestor has the right to appeal the response, treat the delayed response as an 
actual denial, and take legal action to receive the requested information.  Therefore, FOIA 
personnel should make all efforts to respond to requests within 20-days, or by the final response 
date identified in the interim response.   
 
AUDIT RESULT 1 – PROCESSING FOIA REQUESTS 
 
Condition.  Headquarters Air Force Office of Special Investigations personnel did not efficiently 
process FOIA requests.  Specifically, a December 2008 review of FOIA requests identified 28 
(96 percent) of 29 requests that were not processed within the 20-day requirement.  Further, 
although FOIA personnel provided interim responses to requestors stating that a final response 
would be provided within 180 days, the average processing time for 19 of 29 cases1 was 358 
days.  See Table 1, Appendix I for details.  
 
Cause.  This condition occurred because of two reasons: 
 

• According to AFOSI personnel, the 20-days criteria was not a feasible response time 
considering the complexity of the requests and high turnover rates for FOIA personnel. 

 
• Headquarters Air Force Office of Special Investigations personnel did not establish 

procedures for FOIA specialists to track the timeliness of completing requests and 
provide updated status when final responses could not be provided by the interim 
response date. 

 
Impact.  Efficiently processing FOIA requests decreases the risk of legal action by requestors.  
 
Management Corrective Actions.  During the audit, the FOIA Program Manager established 
procedures for FOIA specialists to track FOIA response timeliness and provide the response 
status to FOIA program managers when final responses are not provided by the interim response 
date.  
 
Audit Comment.  The issue of complex FOIA cases and the unrealizable processing time for 
these cases within the 20 working-day criteria, was elevated to the Audit Control point for Air 
Force –level coordination.  Therefore, no recommendation is required.

                                                 
1 The remaining 10 (29 minus 19) cases were open at the end of fieldwork, and therefore were not included in the 
average processing time calculation. 
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BACKGROUND 
 
Requestors are generally required to pay the direct cost incurred for search, review and 
duplication for all records provided.  Each requestor’s fee varies depending on the fee category, 
total hours and number of pages duplicated.  For accurate fee assessment, FOIA personnel must 
assign a fee category to each request.  In addition, according to Department of Defense 
Regulation 5400.7, Air Force Supplement, 24 June 2002, FOIA personnel are permitted to waive 
or reduce fees when the information “is likely to contribute significantly to public understanding 
of the operations or activities of the Department of Defense and is not primarily in the 
commercial interest of the requester.”  Further, in accordance with Department of Defense 
Regulation 5400.7, Air Force Supplement, 24 June 2002, AFOSI FOIA personnel should track 
costs associated with processing requests via DD Form 2086, Record of Freedom of Information 
(FOI) Processing Cost, or Form 2086-1, Record of Freedom of Information (FOI) Processing 
Cost for Technical Data.  
 
AUDIT RESULT 2 – FEE ASSESSMENT  
 
Condition.  Headquarters Air Force Office of Special Investigations personnel did not identify 
and assess processing fees for FOIA requests.  Specifically, a review of 29 FOIA request records 
revealed personnel did not identify a fee category or include a cost assessment for processing 
time and the number of pages duplicated for  all 29 (100 percent) of 29 requests.   
 
Cause.  This occurred because FOIA personnel did not establish and implement local guidance 
and procedures for assessing fees, to include assigning fee categories to each request, and 
tracking and assessing fees for processing time and pages duplicated.   
 
Impact.  Identifying and assessing processing fees allows AFOSI to accurately report and collect 
processing costs for each FOIA request.   
 
Management Corrective Action.  During the audit, FOIA personnel established policies and 
procedures to assess costs associated with processing requests to include, assigning fee 
categories, tracking processing time, pages duplicated, and identifying criteria and rationale used 
when fees are waived or reduced. 
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  Case Number 
Request 

Date 
Date Request 

Processed 
Total Processing 

Days 
1 2006-0107  08/08/2006 12/11/2007 490 
2 2006-0151  09/20/2006 04/17/2008 575 
3 2006-0045  06/07/2006 12/07/2007 548 
4 2006-0080  07/20/2006 05/21/2008 671 
5 2006-0166  09/26/2006 08/01/2008 675 
6 2006-0160  09/20/2006 03/25/2008 552 
7 2007-4191  10/20/2006 04/27/2007 189 
8 2007-0005  01/05/2007 10/31/2008 665 
9 2007-0037  02/20/2007 09/29/2008 587 

10 2007-0109  04/26/2007 04/18/2008 358 
11 2007-6002  05/16/2007 06/13/2008 394 
12 2007-0142  05/31/2007 02/12/2008 257 
13 2007-0251  08/27/2007 03/04/2008 190 
14 2008-0036  10/31/2007 03/25/2008 146 
15 2008-0008  10/10/2007 01/23/2008 105 
16 2008-0033  10/18/2007 05/08/2008 203 
17 2008-0043  11/02/2007 03/24/2008 143 
18 2008-0248  05/06/2008 05/08/2008 2 
19 2008-0303  06/16/2008 07/30/2008 44 

Average Processing Days 358 
Table 1.  Response Processing Days 
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AUDIT SCOPE 
 
Audit Coverage.  To accomplish the audit objectives, we reviewed documents dated between 7 
June 2006 and 13 February 2009.  We conducted this audit from 28 October 2008 through 13 
March 2009, and issued management a draft report on 13 April 2009.   
 

• Processing FOIA Requests.  To determine whether personnel efficiently processed 
FOIA requests, we reviewed supporting documentation for case information listed in 
FOIA Express System.  Further, we reviewed the contents of each request file and noted 
the request date and type, response determination, and whether interim responses were 
sent to requestors.  In addition, we discussed each open FOIA request, in our sample, 
with personnel to obtain an understanding of the FOIA request and response process.    
 

• Recording FOIA Requests.  To determine whether personnel properly recorded FOIA 
requests in the Air Force FOIA Case Tracking System (AF FACTS) and FOIA Express 
System, we compared dates identified on the request and response letters to dates 
identified in AF FACTS and the FOIA Express System.   

 
• Fee Assessment.  To determine whether personnel identified and assessed fees for 

processing FOIA requests, we discussed AFOSI’s process for identifying and tracking 
costs and fees with the FOIA Program Manager.   

 
• FOIA Request Backlog.  To determine whether personnel established and implemented 

procedures to minimize FOIA requests backlog, we held discussions with AFOSI 
personnel to determine the cause of the request backlog and actions taken to decrease 
the backlog.  In addition, we reviewed the number of cases received and closed in AF 
FACTS, during FY 2007 and FY 2008 to determine if the actions taken to decrease the 
backlog were effective.   

 
Sampling Methodology.  
 

• Sampling.  To accomplish our audit objectives, the Audit Control Point provided a 
statistical random sample of 29 FOIA requests open during the period 1 October 2007 to 
2 July 2008.  We reviewed all 29 (100 percent) requests.   
 

• Computer-Assisted Auditing Tools and Techniques.  We used CAATTs to analyze data 
during this audit.  Specifically, we used Microsoft Excel® filter functions and 
“COUNTIF”, “IF” and “SUM” formulas to compare and analyze data.  

 
Data Reliability.  We relied on computer-generated data from AF FACTS and the FOIA 
Express System to accomplish our audit objectives.  To obtain assurance for AF FACTS and the 
FOIA Express System information, we compared request and response dates in the systems to 
dates identified on the request and response letters.  Our tests determined the data was 
sufficiently reliable to support our audit conclusions.   
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Auditing Standards.  We conducted the audit in accordance with generally accepted 
Government auditing standards and, accordingly, included such tests of internal controls as 
considered necessary under the circumstances.  Specifically, we evaluated controls related to 
management oversight, documenting and authorizing transactions. 
 
Discussion with Responsible Officials.  We discussed or coordinated this report with the 
Commander, Headquarters Air Force Office of Special Investigations and other interested 
personnel.  We advised management this audit was part of an Air Force-wide evaluation, 
Freedom of Information Act Program (Project Number F2008-FB4000-0656.000).  Therefore, 
selected data not reflected in this report, as well as data contained herein, may appear in a related 
Air Force audit report.  We received management’s formal comments on 23 April 2009 and they 
are included in this report. 
 
PRIOR AUDIT COVERAGE 
 
Our review of audit files and contact with the audit focal point did not disclosed any Air Force 
Audit Agency; Office of the Inspector General, Department of Defense; U.S. Government 
Accountability Office; or public accountant audit reports issued to AFOSI within the last 5 years 
related to our audit objectives.  



Points of Contact and  
Final Report Distribution 

 
 

6        
Appendix III 

POINTS OF CONTACT 
 
AFAA Northeast Area Audit Office  
1535 Command Drive Suite, B116  
Andrews AFB MD 20762-7002  
 

Ms. Evelyn B. Bethea, Office Chief  
DSN 857-9097  
Commercial (240) 857-9097  
 
Ms. Katrina M. Law, Team Chief  
DSN 857-9090  
Commercial (240) 857-9090  
 
Mr. Brandon M. Crowder, Auditor in Charge 
DSN 857-3185 
Commercial (240) 857-3185 

 
Final Report Distribution 
 
AFOSI/CC 
AFOSI/CX 
AFOSI/XI 
AFOSI/JA 
AFOSI/XILI 
AFOSI 7 FIS/WFO  
AFAA/SPR 
 
 
 
 
 
 
Project Number 
 
We accomplished this audit under project number F2008-FB4000-0656.007. 
 

 
 

FREEDOM OF INFORMATION ACT 
The disclosure/denial authority prescribed in AFPD 65-3 will make all decisions relative to the 
release of this report to the public. 

 



 

 

 
 

 
 
 
 
 
 
 
 

Freedom of Information Act Program 
Headquarters Air Force Information 

Management 
Pentagon Washington DC 
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INTRODUCTION The Freedom of Information Act (FOIA) Program 
provides that any US citizen has a right to obtain access to 
federal agency records, except to the extent that such 
records are protected from public disclosure by one of 
nine exemptions.  For fiscal year 2008, the Headquarters 
Air Force Information Management (HAF/IM) personnel 
received 1,090 FOIA requests. 

  
OBJECTIVES The Chief, Warfighting Integration and Chief Information 

Officer requested this centrally directed audit to assess the 
Air Force FOIA Program.  The overall objective was to 
determine whether HAF/IM FOIA office personnel 
effectively managed the Headquarters Air Force FOIA 
Program.  Specifically, we determined whether FOIA 
office personnel: 
 

• Appropriately established and implemented 
procedures to minimize FOIA requests backlog, 
 

• Timely and properly processed FOIA requests, 
 

• Properly recorded FOIA requests, and 
 

• Properly tracked fees for processing FOIA 
requests. 

  
CONCLUSIONS Overall, opportunities exist for HAF/IM FOIA office 

personnel to improve management of Headquarters Air 
Force FOIA Program.  Although FOIA office personnel 
appropriately established and implemented procedures to 
minimize FOIA requests backlog, personnel did not:  
 

• Timely and properly process FOIA requests.  
Timely and properly processing FOIA requests 
decreases the risk of requestors taking legal action 
against the Air Force. (Tab A, page 1).   
 

• Properly record FOIA requests.  Verifying 
requests are properly recorded attests to the 
accuracy of information reported to Congress (Tab 
B, page 2). 
 

• Properly track fees for processing FOIA requests.  
Properly tracking fees for processing FOIA 
requests will make certain the costs of the HAF 
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FOIA program and fees collected from requestors 
are accurately reported (Tab C, page 3). 

 
MANAGEMENT 
CORRECTIVE ACTION 
 

During the audit, the HAF FOIA: 
 

• Section Chief established and implemented 
procedures for FOIA office personnel to track 
response timeliness to verify responses are 
provided timely.   
 

• Office personnel corrected response dates in the 
Air Force FOIA Case Tracking System (AF 
FACTS) for FOIA requests.   
 

• Section Chief established and implemented 
policies and procedures for FOIA office personnel 
to periodically review and verify response dates 
are properly recorded in the AF FACTS systems.   
 

• Section Chief established and implemented 
procedures to periodically review fee assessment 
records to verify incurred processing costs are 
properly documented and assessed as required for 
each request. 
 

• Section Chief established and implemented 
procedures to review request records with fees 
assessed to verify fees are collected and properly 
documented. 

 
RECOMMENDATIONS 
 
 

As a result of management corrective actions, we did not 
make any recommendations to improve management of 
the HAF FOIA Program. 

  
MANAGEMENT’S 
RESPONSE 

Management officials agreed with the audit results and 
corrective actions taken were responsive to the issues 
included in this report.  Therefore, this report contains no 
disagreements requiring evaluation for resolution. 

 

 

 
 

 
KATRINA M. LAW 
Team Chief, Northeast Area Audit Office 
Team A, Andrews AFB 

EVELYN B. BETHEA 
Chief, Northeast Area Audit Office 
Support and Personnel Audits Region  
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BACKGROUND 
 
In accordance with Department of Defense (DoD) Regulation 5400.7, Air Force Supplement,   
24 June 2002, FOIA office personnel must generally provide requestors final responses to FOIA 
requests within 20 working days.  Freedom of Information Act office personnel classify final 
responses as fully releasable, partially denied or fully denied.  When FOIA office personnel 
classify a response as fully or partially denied, DoD Regulation 5400.7, Air Force Supplement, 
24 June 2002 requires FOIA office personnel to provide the requestors the reason for denial and 
the FOIA exemption.   
 
In the event FOIA office personnel do not provide a final response to requestors within 20 days, 
FOIA office personnel should send an interim response to the requestor to acknowledge receipt 
of the request, and indicate a final response date.  The interim response should be sent to the 
requestor within 20 days.  Although FOIA office personnel may provide interim responses, the 
requestor has the right to appeal the response, treat the delayed response as an actual denial, and 
take legal action to receive the requested information.  Therefore, FOIA office personnel should 
make all efforts to provide final responses within 20 days.   
 
AUDIT RESULT 1 – PROCESSING FOIA REQUESTS 
 
Condition.  Freedom of Information Act office personnel did not timely and properly process 
FOIA requests.  Specifically, a review of FOIA request documentation revealed FOIA office 
personnel did not provide requestors: 
 

• Responses within 20 days for 29 (69 percent) of 42 requests.  Specifically, the average 
processing time for the 29 requests reviewed was 144 days.  In addition, FOIA office 
personnel did not provide interim responses for 22 (76 percent) of the 29 requests.  See 
Table 1, Appendix I for details. 
 

• Complete denial packages for one (20 percent) of five requests with a denied response.  
Specifically, the denial package did not identify the reason for denying the records 
requested. 

 
Cause.  This condition occurred because the Section Chief did not provide adequate oversight to 
verify: 
  

• Response timeliness was tracked and responses were provided within 20 days.   
 

• Responses classified as denied include the reason for denial prior to providing the 
response to requestors. 

 
Impact.  Timely and properly processing FOIA requests decreases the risk of requestors taking 
legal action against the Air Force.  
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Management Corrective Actions.  During the audit, the Section Chief established and 
implemented procedures for FOIA office personnel to track response timeliness.  The procedures 
required the Section Chief to review request files to verify requestors are provided at least 
interim responses within 20 days, and denied responses include the reason for denying the 
records requested. 
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BACKGROUND 
 
Prior to March 2009, FOIA office personnel primarily used AF FACTS to process, track and 
report FOIA requests information to Congress.  Effective March 2009, the AF FOIA Director 
required FOIA office personnel to migrate from Air Force FOIA Case Tracking System (AF 
FACTS) to FOIA Express for all FOIA processing and reporting to Congress.  Therefore, it is 
critical that FOIA office personnel verify the information in AF FACTS is accurate, prior to 
migrating to FOIA Express.   
 
AUDIT RESULT 2 – RECORDING FOIA REQUESTS 
 
Condition.  Freedom of Information Act office personnel did not properly record FOIA requests.  
A review of information recorded in the AF FACTS identified 13 (31 percent) of 42 requests had 
incorrect response dates.  Specifically, the response dates in AF FACTS did not match the dates 
identified on the final response memos provided to requestors.  The differences in dates ranging 
from a 1 to 109 days.  See Table 2, Appendix II for details.   
 
Cause.  This condition occurred because FOIA office personnel did not provide adequate 
oversight to verify information in AF FACTS accurately reflected final response dates.  
 
Impact.  Verifying requests are properly recorded attests to the accuracy of information reported 
to Congress. 
 
Management Corrective Actions.  During the audit, FOIA office personnel corrected the 
response dates in AF FACTS for the 13 requests.  In addition, the Section Chief established and 
implemented policies and procedures for FOIA office personnel to periodically review and verify 
the response dates in FOIA Express accurately reflect the final response dates identified on the 
response memos.   
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BACKGROUND 
 
Requestors are required to pay the direct cost incurred for search, review and duplication for all 
records provided.  Each requestor’s fee varies depending on the fee category, total hours and 
number of pages duplicated.  For accurate fee assessment, FOIA office personnel must assign a 
fee category to each request.  In accordance with Department of Defense Regulation 5400.7 
(Note:  See Section C7.1.2.9.4.3 on pg. 102), Air Force Supplement, 24 June 2002, FOIA office 
personnel should track costs associated with processing requests via Department of Defense 
(DoD) form 2086, Record of Freedom of Information  Processing Cost, or DoD form 2086-1, 
Record of Freedom of Information Processing Cost for Technical Data.  In addition, once fees 
are collected, personnel are required to maintain proof of fee collection.  The HAF FOIA office 
uses the DoD Form 1131, Cash Collection Voucher, to identify fee collections.   
 
AUDIT RESULT 3 – FEE ASSESSMENT  
 
Condition.  Freedom of Information Act office personnel did not always properly track fees for 
processing FOIA requests.  Specifically, a review of FOIA requests documentation identified 
FOIA office personnel did not: 
 

• Track and document the search and review time, to include legal reviews, on DoD forms 
2086 or 2086-1 for 13 (92 percent) of 14 requests.  Therefore, FOIA office personnel 
could not verify that fees were properly assessed. 
 

• Maintain a DoD Form 1131 to verify fees were collected for the one FOIA request with 
fees assessed. 

 
Cause.  This condition occurred because the Section Chief did not provide adequate oversight to 
verify time spent processing FOIA requests was consistently documented on DoD forms 2086 or 
2086-1, and fees were actually collected and documented on a DoD Form 1131. 
 
Impact.  Properly tracking fees for processing FOIA requests will help ensure the costs of the 
HAF FOIA program and fees collected from requestors are accurately reported. 
 
Management Corrective Action.  During the audit, the Section Chief established and 
implemented procedures to periodically review DoD forms 2086 and 2086-1 to verify incurred 
processing costs were documented and assessed as required for each request.  In addition, the 
Section Chief established and implemented procedures to review files for requests with fees 
assessed to verify fees were actually collected and DoD Form 1131 maintained.     
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Case 

Number 
Request 

Date 
Closed Date or 
Request Status 

Total 
Processing 

Days 

Interim Response 
Sent to 

Requestor 
1 2008-0630 12/4/2007 1/5/2008 32 No 
2 2008-0478 3/31/2008 Open  266 Yes 
3 2008-0441 3/24/2008 4/22/2008 29 No 
4 2008-0332 2/1/2008 8/4/2008 185 No 
5 2008-0320 11/20/2007 12/20/2007 30 No 
6 2008-0311 1/29/2008 3/26/2008 57 No 
7 2008-0006 9/28/2007 2/14/2008 139 No 
8 2007-0695 6/18/2007 12/26/2007 191 Yes 
9 2006-1112 9/13/2006 6/16/2008 642 No 
10 2008-0695 5/28/2008 Open  208 No 
11 2008-0677 5/20/2008 Open  216 No 
12 2008-0629 11/19/2007 1/5/2008 47 No 
13 2008-0632 5/7/2008 9/11/2008 127 Yes 
14 2008-0616 11/20/2007 1/5/2008 46 No 
15 2008-0448 3/24/2008 Open  273 No 
16 2008-0573 4/25/2008 6/11/2008 47 No 
17 2008-0426 3/24/2008 7/1/2008 99 No 
18 2008-0298 1/28/2008 2/27/2008 30 No 
19 2008-0325 1/30/2008 2/28/2008 29 No 
20 2008-0314 1/29/2008 3/18/2008 49 No 
21 2008-0266 1/17/2008 6/12/2008 147 No 
22 2008-0144 11/30/2007 2/8/2008 70 No 
23 2008-0123 11/26/2007 1/11/2008 46 No 
24 2008-0084 11/9/2007 1/15/2008 67 Yes 
25 2008-0085 11/9/2007 Open  409 Yes 
26 2007-0893 9/25/2007 11/7/2007 43 No 
27 2007-0858 8/31/2007 2/27/2008 180 Yes 
28 2007-0623 5/23/2007 2/25/2008 278 No 
29 2007-0592 5/2/2007 11/26/2007 208 Yes 
Average Processing Days                                                      144 
NOTE:  Request status and processing days were calculated as of 22 Dec 2008. 

    Table 1. Request Processing Days. 
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Case  

Response Dates 
Recorded in AF 

FACTS 

Response Dates on 
Supporting 

Documents in Case 
Files 

Variance in 
Days  

1 2008-0788  7/18/2008 7/14/2008 4 
2 2008-0510  7/15/2008 3/28/2008 109 
3 2008-0459  5/7/2008 4/7/2008 30 
4 2008-0332  8/5/2008 8/4/2008 1 
5 2008-0748  7/8/2008 6/19/2008 19 
6 2008-0731  6/13/2008 6/10/2008 3 
7 2008-0632  10/7/2008 9/11/2008 26 
8 2008-0573  7/1/2008 6/11/2008 20 
9 2008-0474  4/18/2008 4/15/2008 3 
10 2008-0325  3/13/2008 2/28/2008 14 
11 2008-0314  4/3/2008 3/18/2008 16 
12 2008-0306  3/7/2008 1/31/2008 36 
13 2008-0123  1/9/2008 1/11/2008 2 

Table 2. Recorded Response Dates. 
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AUDIT SCOPE 
 
Audit Coverage.  To accomplish the audit objectives, we reviewed documents dated between  
21 September 2007 and 14 January 2009.  We conducted this audit from 21 October 2008 
through 6 April 2009, and issued management a draft report on 8 May 2009.   
 

• Request Backlog.  To determine whether FOIA office personnel established and 
implemented procedures to minimize FOIA requests backlog, we discussed the steps 
taken by management to decrease the request backlog.  In addition, we obtained and 
reviewed management’s plan of action to decrease the backlog. 
 

• Processing FOIA Requests.  To determine whether FOIA office personnel timely and 
properly processed FOIA requests, we reviewed supporting documentation for case 
information listed in AF FACTS.  Further, we reviewed the contents of each case file 
and noted the request date and type, response determination, and whether interim 
responses were sent to requestors.  In addition, we discussed each open FOIA request, in 
our sample, with personnel to obtain an understanding of the FOIA request and response 
process.   

 
• Recording FOIA Requests.  To determine whether FOIA office personnel properly 

recorded FOIA requests in AF FACTS, we compared dates identified on the request and 
response letters to dates identified in AF FACTS.   

 
• Fee Assessment.  To determine whether FOIA office personnel properly tracked fees for 

processing FOIA requests, we discussed HAF’s process for identifying and tracking 
costs and fees with the HAF Section Chief and FOIA office personnel. 

 
Sampling Methodology.  
 

• Sampling.  To accomplish our audit objectives, the Audit Control Point provided a 
statistical random sample of 79 requests open during the period 1 October 2007 to 2 July 
2008.  We reviewed 42 (53 percent) of 79 requests.   
 

• Computer-Assisted Auditing Tools and Techniques.  We used computer-assisted 
auditing tools and techniques to analyze data during this audit.  Specifically, we used 
Microsoft Excel® filter functions and “COUNTIF”, “IF” and “SUM” formulas to 
compare and analyze data.  

 
Data Reliability.  We relied on computer-generated data to accomplish our audit objectives.  To 
obtain assurance for AF FACTS information, we compared FOIA request dates in the systems to 
dates identified on the request and response letters.  Our tests determined the data was 
sufficiently reliable to support audit conclusions.   
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Auditing Standards.  We conducted the audit in accordance with generally accepted 
Government auditing standards and, accordingly, included such tests of internal controls 
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 8 Appendix III 

considered necessary under the circumstances.  Specifically, we evaluated controls related to 
management oversight, and documenting and authorizing transactions. 
 
Discussion with Responsible Officials.  We discussed/coordinated this report with the Director, 
HAF Information Management and other interested personnel.  We advised management this 
audit was part of an Air Force-wide evaluation, Freedom of Information Act Program (Project 
Number F2008-FB4000-0656.000).  Selected data not reflected in this report, as well as data 
contained herein, may appear in a related Air Force audit report.  We received management’s 
formal comments on 11 May 2009 and they are included in this report. 
 
PRIOR AUDIT COVERAGE 
 
Our review of audit files and contact with the audit focal point did not disclosed any Air Force 
Audit Agency; Office of the Inspector General, Department of Defense; U.S. Government 
Accountability Office; or public accountant audit reports issued to HAF/IM within the last 
5 years related to our audit objectives.  



Points of Contact and  
Final Report Distribution 

 
 

FREEDOM OF INFORMATION ACT 
 
The disclosure/denial authority prescribed in AFPD 65-3 will make all decisions relative to the 
release of this report to the public. 
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POINTS OF CONTACT 
 
AFAA Northeast Area Audit Office  
1535 Command Drive Suite, B116  
Andrews AFB MD 20762-7002  
 

Ms. Evelyn B. Bethea, Office Chief  
DSN 857-9097  
Commercial (240) 857-9097  
 
Ms. Katrina M. Law, Team Chief  
DSN 857-9090  
Commercial (240) 857-9090  
 
Mr. Daniel Deplata, Auditor in Charge 
 
Mr. Brandon M. Crowder, Auditor  

 
Final Report Distribution 
 
SAF/AA 
HAF/IM 
HAF/IMII 
HAF/RMF 
AFOSI 7 FIS/WFO  
AFAA/SPR 
 
 
 
 
PROJECT NUMBER 
 
We accomplished this audit under project number F2008-FB4000-0656.008. 
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Obtain fee estimate 
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•Prepare release ltr 
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Deny
•Identify info withheld (bracket/highlight) 
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The FOIA Administrative

Process

• Receipt of a written FOIA request 

• Direct/Task to search for responsive records

• Coordinate multiple reviews 

• Release determination made and response letter 

issued

• Right to file an administrative appeal 

• Right to file a FOIA lawsuit in federal district court
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Summary of Tasked Office’s 

Responsibilities

• Conduct search 

– ―Records Found‖

– ―No Record‖ 

– Recommend Offices with Equities

– Records inactive staged at the National Records Center

– Records created/controlled by contractors under AF 
contract (i.e. Rand Corp)

• Review records

– Deny in full (requires exemption/IDA approval)

– Deny in part (―partial‖—requires exemption/ IDA 
approval)

– Grant in full (no IDA involvement)

– Recommend consultations/referrals



I n t e g r i t y  - S e r v i c e  - E x c e l l e n c e 4

Summary of Tasked Office’s 

Responsibilities Con’t

– Complete DD Form 2086 and list of documents

• If cost exceed the amount the requester has agreed to 

pay submit a estimated DD Form 2086 to HAF/IMII, 

FOIA office within one day of receipt of the FOIA 

task

• Recognize that the FOIA is a statute

– All actions have legal implications

– All case documents are legal documents



I n t e g r i t y  - S e r v i c e  - E x c e l l e n c e 5

The Administrative

Process

• Receipt of a FOIA request

– 20 day statutory time limit to make a release 
determination

– What is scope of request?  What is being 
requested?

– Agency records (including electronic records)

– Where to search?

• Request extension if you cannot meet 20-day time 
frame
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An Adequate Search

• Agencies must undertake a search that is 

―reasonably calculated to uncover all

relevant documents.‖

• Must search everywhere it is reasonably likely 

responsive records exist

• No records vs. cannot locate
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Conducting A Search

• Best practice:  Keep a record of where you searched 

and the search terms used to conduct search.

• Think outside the box—should we have responsive 

records?

• If not, who would?

• Electronic search?
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Records Found

• Are located records responsive?

• Are there duplicates?  Is marginalia distinguishing?

• Count the number of pages/number of documents 
located

• Did you locate records responsive to each item 
listed in request?

• Note ―no records‖ for those items for which you 
found no records
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Reviewing Responsive

Records

• What exemptions apply?

• Segregate non-exempt information

• Should another office review the records? 

• Are consultations and/or referrals required?

• Is research needed to determine 

whether material is public?
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Reviewing Documents

– Make a copy of  the responsive documents.

– Count the number of  pages, not documents.

– Review each page and bracket exempt 

information that should be withheld.

– DO NOT mark original documents.

– Cite all exemptions that you think apply to the 

exempt information.
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Reviewing Documents

Duty to segregate:  The FOIA requires that agencies 

review each document, line-by-line, to determine if 

There is non-exempt information that can be 

segregated out for release. 5 U.S.C. 552(b).

Courts are especially interested that agencies 

comply with this requirement 
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Must identify other agency equities contained

in your documents:

– Referrals--your file contains documents that originated 

with another DoD component/ command, or another 

federal agency

– Consultation--your file contains documents that 

contain information that originated with another DoD 

component/command, or another federal agency

Reviewing Documents
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Important Notes about 

Reviewing Records

• Did you take into account ―Segregability‖?

• Are you ―re-classifying‖ Unclassified information?

– OCA will make determination to declassify 
information

• Are you ―rubber stamping‖ or discerning 
releasability?

• Did you bracket exempted material on the records 
and provide a clean copy for internal use?

• Did you note page/document count if records are 
―denied in full‖?
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Release Determination

• Your release determinations are 
communicated to the requester in response 
letters 

• Must cite statutory authority (an exemption) 
to withhold information

• Legal ramifications

• Right to appeal release determinations, 
including ―no record‖ responses
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Administrative Appeals

The FOIA provides the requester with the right ―to

appeal to the head of the agency any adverse 

determination.‖  5 U.S.C. 552(6)(A)(i).

- No statutory requirements for language of appeal

- All appeals include the adequacy of the search

- Must file an administrative appeal before filing a 
lawsuit in federal district court

- Can file an appeal from the failure to respond within 
20 days
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Administrative Appeals

• Appeals are review by appellate authority

• Review of administrative record—keep good 

notes 

• After an appeal is filed, requester can proceed 

to court
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Who’s Who in FOIA

• KNOW YOU POINTS OF CONTACT
– HAF FOIA Office: Carolyn Price, John Espinal , 

Penny Jackson, TSgt Frank Jackson, MSgt Floydell 
Jackson, Naida Rhoades, Joanne McLean , and Della 
Macias

– HAF FOIA COP Site
(https://wwwd.my.af.mil/afknprod/ASPs/CoP/Op
enCoP.asp?Filter=AF-OP-00-02)

– Your legal team

– Your Records Manager

– Your IT professionals

https://wwwd.my.af.mil/afknprod/ASPs/CoP/OpenCoP.asp?Filter=AF-OP-00-02
https://wwwd.my.af.mil/afknprod/ASPs/CoP/OpenCoP.asp?Filter=AF-OP-00-02
https://wwwd.my.af.mil/afknprod/ASPs/CoP/OpenCoP.asp?Filter=AF-OP-00-02
https://wwwd.my.af.mil/afknprod/ASPs/CoP/OpenCoP.asp?Filter=AF-OP-00-02
https://wwwd.my.af.mil/afknprod/ASPs/CoP/OpenCoP.asp?Filter=AF-OP-00-02
https://wwwd.my.af.mil/afknprod/ASPs/CoP/OpenCoP.asp?Filter=AF-OP-00-02
https://wwwd.my.af.mil/afknprod/ASPs/CoP/OpenCoP.asp?Filter=AF-OP-00-02
https://wwwd.my.af.mil/afknprod/ASPs/CoP/OpenCoP.asp?Filter=AF-OP-00-02
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